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PROF. GUIA: ALEJANDRO HEVIA ANGULO

EFFICIENT NON-INTERACTIVE ZERO-KNOWLEDGE PROOFS

Non-Interactive Zero-Knowledge (NIZK) proofs, are proofs that yield nothing beyond
their validity. As opposed to the interactive variant, NIZK proofs consist of only one
message and are more suited for high-latency scenarios and for building inherently non-
interactive schemes, like signatures or encryption.

With the advent of pairing-based cryptography many cryptosystems have been built using
bilinear groups, that is, three abelian groups G, Gy, Gt of order g together with a bilinear
function e : G; x Gy — Gp. Statements related to pairing-based cryptographic schemes
are naturally expressed as the satisfiability of equations over these groups and integers
modulo ¢.

The Groth-Sahai proof system, introduced by Groth and Sahai at Eurocrypt 2008, pro-
vides NIZK proofs for the satisfiability of equations over bilinear groups and over the
integers modulo g. Although Groth-Sahai proofs are quite efficient, they easily get expen-
sive unless the statement is very simple. Specifically, proving satisfiability of m equations
in n variables requires sending O(n) elements of a bilinear group as commitments to the
solutions, and a proof that the solutions satisfy the equations — which we simply call the
proof — requiring additional ©(m) group elements.

In this thesis we study how to construct aggregated proofs —i.e. proofs of size independent
of the number of equations — for different types of equations and how to use them to build
more efficient cryptographic schemes.

We show that linear equations admit aggregated proofs of size ©(1). We then study the
case of quadratic integer equations, more concretely the equation b(b — 1) = 0 which is
the most useful type of quadratic integer equation, and construct an aggregated proof of
size ©(1). We use these results to build more efficient threshold Groth-Sahai proofs and
more efficient ring signatures.

We also study a natural generalization of quadratic equations which we call set-membership
proofs — i.e. show that a variable belongs to some set. We first construct an aggregated
proof of size ©(t), where ¢ is the set size, and of size ©(logt) if the set is of the form
[0,¢ — 1] C Z,. Then, we further improve the size of our set-membership proofs and
construct aggregated proofs of size ©(logt). We note that some cryptographic schemes
can be naturally constructed as set-membership proofs, specifically we study the case of
proofs of correctness of a shuffle and range proofs. Starting from set-membership proofs
as a common building block, we build the shortest proofs for both proof systems, with
respect to the state of the art.
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Las pruebas no interactivas de conocimiento cero (NIZK, por su acrénimo en inglés)
son pruebas que no revelan mas informacion que su propia validez. A diferencia de la
variante interactiva, las pruebas NIZK consisten en un sélo mensaje y son mas adecuadas
para escenarios de alta latencia y para la construccion de esquemas inherentemente no
interactivos, como firmas o encriptacion.

Con el advenimiento de la criptografia de emparejamiento muchos criptosistemas han
sido construidos utilizando grupos bilineales, es decir, tres grupos abelianos Gy, Gg, G
de orden ¢ junto con una funcién bilineal e : G; x Gy — G7. Las aserciones relativas a
esquemas criptograficos basados en emparejamientos se expresan naturalmente como la
satisfaciabilidad de ecuaciones sobre estos grupos y los enteros modulo gq.

El sistema de desmotracion de Groth-Sahai, introducido por Groth y Sahai en Eurocrypt
2008, permite construir pruebas NIZK para la satisfiabilidad de ecuaciones sobre grupos
bilineales y sobre los enteros modulo ¢q. Aunque las pruebas de Groth-Sahai son bastante
eficientes, se vuelven costosas cuando la asercion es lo suficientemente compleja. Especifi-
camente, demostrar la satisfacibilidad de m ecuaciones en n variables requiere enviar O(n)
elementos de un grupo bilineal, que contienen las soluciones de la ecuacion, y una prueba
de que las soluciones satisfacen las ecuaciones — que simplemente llamamos la prueba —
requiriendo ©(m) elementos del grupo.

En esta tesis estudiamos como construir pruebas agregadas — es decir, pruebas de tamano
independiente del nimero de ecuaciones — para diferentes tipos de ecuaciones, y como
usar estas pruebas para construir esquemas criptograficos mas eficientes. Mostramos
que las ecuaciones lineales admiten pruebas agregadas de tamano ©(1). A continuacion,
estudiamos el caso de ecuaciones cuadraticas enteras, mas concretamente la ecuacion
b(b—1) =0, que es la ecuacion cuadrética méas ttil, y construimos una prueba agregada
de tamafio ©(1). Con estos resultados construimos pruebas de Groth-Sahai de umbral
mas eficientes y firmas de anillo mas eficientes.

También estudiamos una generalizacion natural de las ecuaciones cuadraticas a las que
llamamos set-membership proofs, donde se muestra que una variable pertenece a algin
conjunto. Inicialmente construimos una prueba agregada de tamano O(t), donde ¢ es el
tamanio de conjunto, y de tamano O(logt) si el conjunto es de la forma [0,¢ — 1] C Z,.
Posteriormente mejoramos el tamano de nuestras set-membership proofs y construimos
pruebas agregadas de tamano ©O(logt). Adicionalemente, observamos que algunos es-
quemas criptograficos pueden ser construidos naturalmente con set-membership proofs,
especificamente estudiamos el caso de las pruebas de correctitud de un shuffle y las prue-
bas de pertenencia a un rango. Usando set-membership proofs construimos las pruebas
mas eficientes para ambos sistemas de prueba, en comparacion con el estado del arte.

il






A Agata.






Agradecimientos

I would like to thank to the committee, Jorge, Jeremy, and Benoit, for the careful revision
of this work. Thanks to Jeremy for the careful reading and the feedback, even though it
was outside of his area of research. Special thanks to Benoit for reading in detail all this
thesis and providing so valuable feedback.

I also thanks to Alejandro for introducing me to computer science, cryptography, and
research. Thank you so much.

My most sincere thanks to Carla. She appeared during the most difficult part of my
PhD. and gave a lot of energy for finishing this work. Thank you very much, y te debo
una birra.

Thanks also to Eike and the people from the Crypto team at Bochum for receiving me
for 4 months. Thanks to Bogdan and the Crypto team at Bristol for receiving me during
my stay.

Ahora ya he hablado mucho inglés y empiezo a chacharear en chileno. Gracias a mi papi
y mi mami por darme la vida y no quitarmela. Gracias a mi hermanito Jero por ser tan
buen hermano en las buenas y en las malas. Gracias a la Paty, Dani e Isa por ser asi
tan tela. Gracias a San Expedito por el favor concedido. Gracias a 1Qs cabr@s wen@s

pal huatax y a 1@s de la vieja escuela. Gracias a mis gatos que he dejado abandonados:

Huina, Chungunga y Palik (a.k.a. Gato). Ellos son los verdaderos autores de varios de
los teoremas que hay en esta tesis.

Gracias especiales y espaciales a la la mia ragazza che mi vuole tanto bene. Un bacio
gigante alla mia Leti, la mamma della mia figlia. Grazie mille, per sopportarmi e aiutarmi
e per essere una mamma tanto buona. Ti amo guachita.

Por 1ltimo, gracias a la guagua mas despeinada del mundo. A la ninita que se le ocurrio
venir a este mundo justo cuando estaba por terminar el borrador de esta tesis y retraso
todo como en 3 semanas. Lo que obviamente me importa bien poco, porque me ha
llenado de amor, ternura, felicidad, y un monton de sensaciones que no tengo idea qué
son. Gracias guagualona Agata. Eres un paquete de alegria con patitas gordas y pelo
punk.

Milén, 14 de Marzo de 2017.

vil






Contents

Contents

1 Introduction

1.1 Our Results . . . . . . .

Preliminaries
2.1 Notation . . . . . . . .
2.2 Public-Key Cryptography . . . . . . . . . ... ...
2.2.1 The Discrete Logarithm and the Diffie-Hellman Assumptions . . . .
2.2.2 Public-Key Encryption . . . . . .. .. .. ... ... L.
2.2.3 Commitment Schemes . . . . . .. .. .. ... ... ...
2.2.4 Digital Signatures . . . . .. ..o oo
2.3 Bilinear Groups . . . . . . . ...
2.3.1 Definition . . . . . ...
2.3.2  The Decisional k-Linear Diffie-Hellman Family of Assumptions . . .
2.4 Matrix Diffie-Hellman Assumptions . . . . . . . . . . ... ... ... ...
2.4.1 decisional Matrix Diffie-Hellman Assumptions . . . . . . . .. ...
2.4.2  Computational Matrix Diffie-Hellman Assumptions . . . . . .. ..
2.4.3 A new Computational Matrix Diffie-Hellman Assumption in Type
I Groups . . . . . . . . e
2.5 Non-Interactive Zero-Knowledge Proofs . . . . . . . . . ... .. ... ...
2.5.1 Composable Non-Interactive Zero-Knowledge Proofs . . . . . . . ..
2.5.2  Quasi-Adaptive Non-Interactive Zero-Knowledge Proofs . . . . . . .
2.6 Groth-Sahai Proofs . . . . . . ... ...
2.6.1 Commit-and-Prove Schemes . . . . . . ... ... ... .. .....
2.6.2 Groth-Sahai Commitments . . . . . . . ... ... ... ... ....
2.6.3 The Scheme . . . . . . . ...
2.7 QA-NIZK Arguments of Membership in Subspaces of Gy or Gy . . . . . . .

QA-NIZK Arguments of Membership in Subspaces of G; x G,
3.1 Introduction . . . . . . . . ...
3.2 Argument of Membership in Subspace Concatenation . . . . .. .. .. ..
3.3 Argument of Sum in Subspace . . . . . . ...
3.4 Argument of Equal Opening in Different Groups . . . . . . . . ... .. ..
3.5 Aggregation of Groth-Sahai Proofs . . . . ... .. ... ... ... ...,
3.5.1 Aggregating Two-Sided Linear EquationsinZ, . .. ... ... ..
3.5.2 QA Aggregation of Other Equation Types . . . . . . ... ... ..
3.6 Structure Preserving Linearly Homomorphic Signatures . . . . . . . . . ..

ix

1X



3.6.1 One-Time LHSPS Signatures in Different Groups . . . . . . .. ..

4 QA-NIZK Arguments for Bit-Strings

4.1 The Perfectly Binding case . . . . . . . . . . ...
4.1.1 Intuition . . . . . . . . .
4.1.2 Imstantiations . . . . . .. ..o
4.1.3 The Scheme . . . . . . . ...
4.1.4 Proof of Security . . . . . .. ..o
4.1.5 Extensions . . . . . . . ...
4.1.6 Applications . . . . . ...

4.2 The Computationally Binding Case . . . . . . . . ... ... .. .. ....
4.2.1 Extended Multi-Pedersen Commitments . . . .. .. .. ... ...
4.2.2 The Scheme . . . . . . . ... .
4.2.3  Constant-Size Argument for £ oo - o o o oo oo

5 New Techniques for Non-Interactive Shuffle and Range Arguments
5.1 Related Work . . . . . . . ..

5.2 OVErvIEW . . . . . . . e
5.2.1 Range Argument . . . . .. ...
5.2.2  Shuffle Argument . . . . . . ... L

5.3 Aggregated NIZK Set Membership Arguments . . . . . . . ... ... ...
5.3.1 Set Membership Proofs . . . . . .. .. ... ... ... ...
5.3.2 Aggregated set membership proofs . . . .. ... ...
5.3.3 QA-NIZK Argument of Membership in 'Cﬁv[]l,[N]l,A,a .........

5.4 Proof of Correctness of a Shuffle . . . . . . . .. ... ... ... ... ...
5.4.1 Our construction . . . . . . . . .. ...

5.5 Range Argument . . . . . . ...
5.5.1 Our Construction . . . . . . . . . .. ...

6 Ring Signature of Size O(y/n) without Random Oracles

6.1 High Level Description . . . . . . . . . . .. ... ... ... ... ..
6.2 Preliminaries . . . . . . . . . . .
6.2.1 Groth-Sahai Proofs in the 2-Lin Instantiation . . . . . . . . ... ..
6.2.2 Flawed or Weaker Ring Signatures . . . .. .. .. ... ... ...
6.2.3 Definition . . . . . . ...
6.2.4 Boneh-Boyen Signatures . . . . ... ... ... ...
6.3 Our Construction . . . . . . . . . . . . . ...

7 Improved Aggregated Zero-Knowledge Set-Membership Proofs
7.1 Intuition . . . . . ...
7.2 The Aggregated Case . . . . . . . . . . ..
721 Thecase SC Gy . . . . . . .

8 Conclusions

Bibliography

34
35
36
38
39
40
43
44
49
49
ol
95

58
o8
29
60
60
61
61
63
64
67
67
70
70

72
72
5
5
75
75
77
77

82
33
87
96

97

100



Chapter 1

Introduction

With the growth and ubiquity of Internet more and more of our life has been moving from
the “physical world” to the “digital world”. Along with these changes new problems have
raised: we moved from a world where communication was mostly without any intermedi-
ary to a world where communication goes through an uncontrollable set of servers from
which no privacy or secrecy guarantee can be obtained. Modern Cryptography has raised
as an answer to these and many other related problems, providing provable methods for
securing information.

Among the vast variety of cryptographic constructions, this thesis is concerned with the
study of non-interactive zero-knowledge proofs. A zero-knowledge proof, introduced by
Goldwasser, Micali, and Rackoff [GMR89], is a protocol between two parties, the prover
and the verifier, where the prover wants to convince the verifier that some statement is
true. At the onset of the protocol the verifier is completely convinced that the statement
is true without learning any extra information. mnon-interactive zero-knowledge proofs,
introduced by Blum, Feldman, and Micali [BFM88|, restrict the proof to consist of a
single message (in opposition of an interactive protocol) making the protocol more suited
for constructing inherenlty non-interactive primitives, such as encryption and signatures,
or and high-latency scenarios. The importance of non-interactive zero-knowledge proofs
in cryptography was recognized early [NY90, DDN91, BR93|, but for many years the
existing constructions were either completely impractical or could only be realized under
very strong assumptions like the random oracle model, via the Fiat-Shamir heuristic
[FS87].

Ideally, a NIZK proof system should be both expressive and efficient, meaning that it
should allow to prove statements which are general enough to be useful in practice using
a small amount of resources. Furthermore, it should be constructed under mild security
assumptions. As it is usually the case for most cryptographic primitives, there is a trade
off between these three design goals. For instance, to prove very general statements,
one can use the NIZK proof system for circuit satisfiability of Groth, Ostrovsky, and
Sahai [GOS06b|, which is based on standard assumptions but whose proof size depends
on the number of gates. Alternatively, there exist constant-size proofs for any language
in NP (e.g. [GGPR13]) but based on very strong and controversial assumptions, namely
knowledge-of-exponent type of assumptions (which are non-falsifiable, according to Naor’s
classification [Nao03]) or the random oracle model. !

Despite the use of non-falsifiable assumptions, the generality of NIZK proofs for NP-

IThere is evidence that the use of knowledge-of-exponent type of assumptions may be unavoidable
for constant-size NIZK proofs for NP-complete languages [GW11].



complete languages hides a subtlety. In order to prove the validity of a statement, it is
necessary to express it as the satisfiability of a circuit. Apart from the cost of expressing
the statement as a circuit (a Cook reduction), many cryptographic statements are more
naturally expressed by other means. In fact, with the advent of pairing-based cryptography
many cryptosystems have been built using bilinear groups, that is, three abelian groups
G1, Gg, Gr of order ¢ together with a bilinear function e : Gy X Gy — Gp. As consequence,
statements related to pairing-based cryptographic schemes are more naturally expressed
as the satisfiability of equations over these groups and Z,.

The Groth-Sahai proof system (GS proofs) [GS12] provides a proof system for satisfiability
of this type of equations: pairing product equations. This language suffices to capture al-
most all of the statements which appear in practice when designing cryptographic schemes
over bilinear groups. Although GS proofs are quite efficient, proving satisfiability of m
equations in n variables requires sending the solutions, using an appropriated encryption
or commitment scheme, requiring ©(n) group elements, and a proof that the encrypted
values are indeed solutions, requiring ©(m) group elements. Although linear in both m
and n, the constants are on the order of ~ 10. Consequently, a rough approximation of
the average proof size would be (m + n)10%64 bytes = (m + n)640 bytes, which limits
m +n to be less than 1600 whenever we want the proof to be less that 1 Megabyte.? For
this reason, several recent works have focused on further improving the proof efficiency
(e.g. [EG14, EHK'13, Raf15])

A recent line of work [JR13, JR14, KW15, LPJY 14| has succeeded in constructing constant-
size arguments for very specific statements, namely, for membership in subspaces of G*,
where G is some group equipped with a bilinear map where the discrete logarithm is
hard. The soundness of the schemes is based on standard, falsifiable assumptions and
the proof size is independent of both m and the witness size. These improvements are
in a quasi-adaptive model (QA-NIZK, [JR13|). This means that the common reference
string of these proof systems is specialized to the linear space where one wants to prove
membership.

Interestingly, Jutla and Roy [JR14] also showed that their techniques to construct constant-
size NIZK in linear spaces can be used to aggregate the GS proofs of m equations in n
variables, that is, the proof —without considering the n commitments to variables— is of size
O(1). However, aggregation is only possible if the equations are linear and the equation
type is more limited when working with more efficient asymmetric bilinear groups.

The main objective of this thesis is to explore more efficient proofs for linear and other
equations with special focus on asymmetric groups. We put emphasis on constructing
aggregated proofs, that is, a single proof for many statements whose size is independent
from the number of statements. Specifically we consider:

e Linear and quadratic equations over Z,, where the variables are restricted to be
integers modulo q.

e Linear equations over G; and/or G with the additional restriction that the con-
stants are fixed — one proof system for each set of equations — and that they can be
sampled together with their discrete logarithms.

e Set membership proofs, where one shows that a variable is an element from some
set S. This is a natural generalization of high-degree equations of the form p(x) =0,
where p is a polynomial, that also allows the “roots” to be group elements.

2Using Barreto-Nahering curves with security parameter A = 128 the base group elements are of size
32 and 64 bytes.



The second objective is to use these more efficient proofs to develop new and more efficient
cryptographic protocols.

1.1 Our Results

In this thesis we show that all linear equations and all quadratic equations over Z,
admit an aggregated proof of size ©(1). We also show that all set-membership proofs
over Z,, with set size ¢, admit aggregated proofs of size O(logt). We show that these
results can be extended to linear equations over G; and/or Gs and to set-membership
proofs over Gy or Gy meeting some restrictions. We use these results to improve the
efficiency of several protocols.

In Chapter 3 we develop new techniques to aggregate linear equations, and we obtain
aggregated proofs for all linear equations (in particular, two-sided linear equations) in
asymmetric bilinear groups. The latter (Type III bilinear groups, according to the clas-
sification of Galbraith et al. [GPS08]), are the most attractive from the perspective of
a performance and security trade off, specially since the recent attacks on discrete log-
arithms in finite fields by Joux [Joul4| and subsequent improvements. As applications
we construct constant size proofs that many commitments — even in different groups —
can be opened to the same values; and one-time linear homomorphic structure preserving
signatures for messages splitted in two groups.

Chapter 4 is devoted to obtain efficient proofs for quadratic equations over the integers.
We construct constant size proofs for the satisfiability of many equations of the form
b(b — 1) = 0. While this is just a particular type of quadratic equation, is the most
representative type of quadratic equation and efficient proofs for other equations can be
build using the same techniques. We distinguish two cases depending on the commitment
scheme used to commit to the solutions: perfectly binding or length-reducing.

In the perfectly binding case we consider Groth-Sahai commitments to by, ..., b, € Z, and
show that b1(by — 1) =0,...,b,(b, — 1) = 0 with a constant size proof (we also consider
another perfectly binding commitment scheme and obtain similar results). We show how
to apply these results to build more efficient signature schemes, more efficient proofs that
1 out of many equations are satisfied, and more efficient set-membership proofs.

Although in the case of length-reducing commitments a proof that b(b—1) = 0 is in general
useless — since in the extreme case of perfectly hiding commitments there is always an open-
ing that satisfies the equation — we introduce a new length-reducing commitment scheme
that overcomes this problem. We call this commitment scheme extended multi-Pedersen
commitments which is a hybrid between Groth-Sahai and multi-Pedersen commitments.
We construct a constant size proof that the opening (b,...,b,)" € Zy of an extended
multi-Pedersen commitment satisfies equations by(by — 1) = 0,...,b,(b, — 1) = 0. Our
proof for the length-reducing case is a key ingredient for the results of the last part of this
thesis.

Chapter 5 focuses on set-membership proofs, that is, show that a variable z is in some set
S of size t. We show that many set-membership proofs —i.e. x1,...,x, € S —can be proven
with a single proof of size ©(t), when S is a set of group elements, and O(logt), when
S is a range of integers. We call this primitive aggregated zero-knowledge set-membership
proof, because the proof size is independent of the number of variables. We show that
aggregated zero-knowledge set-membership proofs allow efficiency improvements for two
non-interactive arguments, namely, range proofs and proofs of correctness of a shuffle.
Apart from efficiency improvements, we obtain a unified modular construction for the



two aforementioned problems, while state of the art solutions are build from diverse
techniques and assumptions.

In Chapter 6 we construct the first O(y/n) ring signature without random oracles, and is
unpublished work. This is the first asymptotic improvement in the standard model since
the ©(y/n) ring signature of Chandran et al. [CGS07]|. Our construction mixes Chandran
et al.’s techniques, set-membership proofs, and some techniques that Groth and Lu used
to construct NIZK proofs of a correct shuffle [GLO7], in a novel way.

In Chapter 7 we further improve aggregated set-membership proofs, and is also work that
has not been published so far. We reduce the size of the proof that xy,...,z, € S from
O(t) — using the results from Chapter 5 — to O(logt), where S is a set of integers of size t.
Further, our improved proof works for non-fixed sets — i.e. while each instance of the proof
system from Chapter 5 works for a fixed set, a single instance of the new proof system
works for any set. Then, we show how to obtain proofs of size ©(logt) when S C G,
s € {1,2}, for fixed sets. Our techniques use a natural “binary tree” representation of
S together with a clever usage of QA-NIZK proofs of membership in linear subspaces,
Groth-Sahai proofs, and the proof systems from Chapters 3 and 4.

Our results for set-membership proofs are summarized in Table 1.1.

’ Section H Set Type ‘ Fixed set ‘ Aggregated Proof ‘ Proof Size ‘

416 (i) || C Gs no no 0(vt)
4.1.6 (ii) | C Gs yes no 0(Vt)
533 (a) || [0,t—=1] | no yes O(logt)
5.3.3 (b) || C Gs yes yes O(t)
7.2 C Zqg no yes O(logt)
7.2.1 C G, yes yes O(logt)

Table 1.1: Our results for set-membership proofs. We say that the proof system works for a fixed set when
each instantiation of the proof system works for a single fixed set. The proof is aggregated if one can prove
that x1,...,z, € S with a proof of size independent of n. We denote by ¢ the size of the set.



Chapter 2

Preliminaries

2.1 Notation

Let A a polynomial time probabilistic turing machine (PPT). We denote by x := A(y) the
assignment of x to the output of A when run on input y. Given a distribution D we write
x < D when z is sampled following distribution D, and given a set S we denote z < S
when z is sampled uniformly from the set S. We denote by x <— A(y) the assignment of x
to the output of A when run on input y and random coins r < {0, 1}*, for £ long enough,
which can be equivalently written as x := A(y;r).

We say that a function f : N — R is negligible if for any ¢ € N there exists an integer
n. € N such that for any n > n., f(n) < 1/n°. We write f(n) € negl(n) as shorthand for
“f is negligible” and we write f(n) ~ g(n) when |f(n) — g(n)| € negl(n). We say that a
function f : N — R is polynomial if there exists ¢ € N,n. € N such that for any n > n,,
f(n) < n°. We write f(n) € poly(n) as a shorthand for “f is polynomial”. We say that
two distributions Dy, Dy are computationally indistinguishable if for any PPT adversary
A, | Prlx < D; : A(x) = 1] — Pr[z <~ Dy : A(z) = 1]| = 0. We say that a probability p(n)
is overwhelming if 1 — p(n) € negl(n)

Vectors are denoted in boldface and lower case, usually elements of Z7, and matrices in
boldface and upper case, usually elements of Z;"*". We denote by e} the ¢ th canonical
vector of Z; and by I, the identity matrix of size n X n. We n can be understood from
the context, we simply write e; and I. Given some matrices A € Z7"*,B € Z’q”'”', we
define the operations

A A 0
AB:=(A B), A/B:= (B) diag(A, n) := ( A) € Zmmin,

In Chapter 4 we make extensive use of the set [n+ k] x [n+ k] \ {(4,7) : i € [n]} and for
brevity we denote it by Z,, j.

Cryptographic schemes are constituted by many algorithms and among them there is
usually a key generation algorithm, which receives the security parameter and returns a
set of keys. In all the schemes used in this work the security parameter is used to choose
a (bilinear) group of size polynomially related to the security parameter, and then the
security parameter is never used again. For this reason the key generation algorithms
used in this work receive the group description instead of the security parameter.



2.2 Public-Key Cryptography

Perhaps the most groundbreaking achievement in modern cryptography was the work
of Diffie and Hellman [DH76| where they introduce public-key cryptography. Diffie and
Hellman conceived systems where each entity publishes a public key X while keeping her
secret key x. The archetypal usage of these ideas is a public-key encryption scheme, where
anybody could encrypt messages using the public key and only the beholder of the secret
key would be able to decrypt.

Diffie and Hellman instantiated these ideas over cyclic abelian groups where the discrete
logarithm problem was conjectured to be computationally infeasible. On the other hand,
Rivest, Shamir, and Adleman used groups of unknown order and the hardness of factoring
large integers in the so called RSA cryptosystems [RSA78|. In this thesis we will always
work in Diffie and Hellman’s setting, also called the discrete logarithm setting.

Next, we introduce the basic definitions used within the discrete logarithm setting. Then
we quickly describe the two most classical primitives used in public-key cryptography:
encryption and signatures, and we also introduce commitment schemes.

2.2.1 The Discrete Logarithm and the Diffie-Hellman Assump-
tions

In public-key cryptosystems it should be computationally infeasible to compute the secret
key from the public key. This is conjectured to be true when z is the discrete logarithm
of X and X is a random element in some cyclic group (e.g the set of quadratic residues
of Z, when p and (p — 1)/2 are prime numbers).

Definition 2.1 (Abelian Group) ' An abelian group is a set G together with a map
+:G x G — G (written in infix notation) and the following properties hold

Associativity For all X,Y, and Z in G, (X +Y)+ Z =X+ (Y + Z) holds.

Identity element There exists an element 0 in G, such that for all X in G, 0 + X =
X +0=2X holds.

Inverse element For each X in G, there exists an element —X in G such that X +
() = (=) + X =0.

Commutativity For all X, in G, X +Y =Y+ X.

We say that G is cyclic if there exists an element P € G, a generator of G, such that
G ={P,2P,3P,...}. We say that |G| is the order of G.

We denote by Gen(1*) a randomized algorithm which on input the security parameter \
outputs gk := (G, P,q), ¢ = |G|, the description of a cyclic group of order q.

Definition 2.2 (Discrete Logarithm Assumption (DL)) We say that the discrete
logarithm assumption holds relative to Gen if for any adversary A

Pr[gk <+ Gen(1Y); 2 < Zy; X == 2P : A(gh, X) = 2] = 0.

Diffie and Hellman also introduced a novel key-exchange protocol, which was later known
as the Diffie-Hellman key-exchange, based on the following assumption

n this work we will be using additive notation (mostly to avoid tangled expressions in the exponent),
while historically the discrete logarithm problem was defined over multiplicative groups (thus using mul-
tiplicative notation). Using multiplicative notation the “logarithm” comes from the fact that we want a
solution to the equation g* = X, where g is a generator of G.



Definition 2.3 (Computational Diffie-Hellman Assumption (CDH)) We say that
the computational Diffie-Hellman assumption holds relative to Gen if for any adversary A

Pr[gk < Gen(1Y); 3,y + Zy; X := 2P; Y == yP : A(gk, X, ) = 2yP] =~ 0.

The Diffie-Hellman key-exchange allows two parties A, in possession of random secret
x € Zy and Y = yP, and B, in possession of random secret y € Z, and X = 2P, to
compute the shared secret key Z =) = yX = zyP. The computational Diffie-Hellman
assumption says that the only way to compute the shared secret key is to know one of
the secrets. The decisional Diffie-Hellman assumptions goes a step beyond and says that
the shared key “looks random” to anyone other than A and B

Definition 2.4 (Decisional Diffie-Hellman Assumption (DDH)) We say that the
decisional Diffie-Hellman assumption holds relative to Gen if for any adversary A

gk <+ Gen(1);2,y, 2 + Z4, b+ {0,1}; X == aP; Y = yP;

P ey + (1= b)2)P: Algh, X, Y, Z) = b

~1/2

2.2.2 Public-Key Encryption

A public-key encryption scheme is a tuple of 3 algorithms (KeyGen, Enc, Dec). KeyGen is
a randomized algorithm which on input a group key gk generates a public/secret key pair.
Enc is a randomized algorithm which on input the public key and a plaintext, which is
an element from the set M, returns a ciphertest, which is an element from the set Cgy.
Dec is a deterministic algorithm which on input a ciphertext and the secret key returns
a plaintext. It is required that for every pair (pk, sk) output by Gen and any m € M,
Decg,(Encyr(m)) = m.

ElGamal introduced the first semantically secure encryption scheme based on the DDH
assumption [EIG85|. The idea was simple and clean: encrypt a message M under
public key pk := X picking r < Z, and computing the ciphertext Enc,,(M;r) =
(C1,Cy) = (rP,M + rX); and decrypt a ciphertext using the secret key x and com-
puting Decg(Cy,Cs) = Cy — 2Cy. It follows that (C;,Cy) hides M since X, by the DDH
assumption, looks like fresh random value, independent of C;, making M + rX indepen-
dent of M. Formally, it can be shown that ElGamal cryptosystem is indistinguishable
under chosen plaintext attacks (also called semantically secure and IND-CPA for short).

Definition 2.5 (IND-CPA [GMS84]) We say that (KeyGen, Enc, Dec) is IND-CPA se-
cure if for any Ay, Ay

gk < Gen; (pk, sk) < KeyGen(gk);b + {0, 1};

p
Y1 (o, my) < Ax(gk, pk); e, < Encyp(my) : As(gh, pk,cy) = b

~1/2.

2.2.3 Commitment Schemes

Intuitively, a commitment scheme is a ‘relaxed encryption scheme” where the function
Enc,i(+) is not necessarily invertible. Although some ciphertexts — now called commit-
ments — may be obtained from different plaintexts — openings — it is (computationally)
infeasible to compute two openings for the same commitment. In this way, when an ad-
versary computes some commitment it is committing to the unique opening that she is
able to compute.

Syntactically, a commitment scheme is a tuple of three algorithms (K, Com, Vrfy). K is
a randomized algorithm, which on input a group key gk outputs a commitment key ck.
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Com is a randomized algorithm which, on input the commitment key ck and a message
m in the message space M., outputs a commitment ¢ in the commitment space C., and
an opening Op. Vrfy is a deterministic algorithm which, on input the commitment key
ck, a message m in the message space M., and an opening Op, outputs 1 if Op is a
valid opening of ¢ to the message m and 0 otherwise. Correctness requires that for any
m € M

Pr[ck < K(gk); (¢, Op) < Comx(m) : Vrfy(ck,c,m,Op) = 1] = 1.

Definition 2.6 A commitment scheme is computationally binding (resp. perfectly bind-
ing) if, for any polynomial-time (resp. unbounded) adversary A,

p ck + K(gk); (¢,m,Op,m', Op') « A(gk, ck) :
' Vrfy(ck,c,m,Op) = 1 AVrfy(ck,c,m', Op') = 1 Am # m/

is negligible (resp. zero). It is computationally hiding (resp. perfectly hiding) if, for any
polynomial-time (resp. unbounded) adversary A,

P ck < K(gk); (mo, my, st) < A(gk,ck); b+ {0,1}; y—bl _ 1
' (¢, Op) <= Comei(myp); b’ <— A(st, c) o 2

is negligible (resp. zero).

In Section 2.6.2 we introduce Groth-Sahai commitments and in Section 4.2.1 we introduce
a new commitment scheme which we call extended multi-Pedersen commitments.

2.2.4 Digital Signatures

A digital signature scheme is a tuple of 3 algorithms (KeyGen,Sign, Ver). KeyGen is a
randomized algorithm which on input a group key gk generates a public/secret key pair.
Sign is a randomized algorithm which on input the secret key and a message, which is an
element from the set Mgy, returns a signature, which is an element from the set Sg;,. Ver
is a deterministic algorithm which on input the public key, a message, and a signature
returns 0 or 1. It is required that for every pair (pk,sk) output by KeyGen and any
m € Mgy, Very(m,Signg,(m)) = 1.

Definition 2.7 (Existencial Unforgeability (UF-CMA)) We say that
(KeyGen, Sign, Ver) is UF-CMA secure if for any A

gk < Gen; (pk, sk) < KeyGen(gk);

Pr (m, o) < AQ(gk, pk) : Ver,(m,0) =1 and m ¢ Q ~

0,

where Q s an oracle which on input m responds with o < Signg.(m) and sets Q <
QU {m}. If ¢ is the number of oracle queries made by A, we say that (KeyGen, Sign, Ver)
s a one-time signature scheme if it is UF-CMA whenever { < 1.

In Section 6.2.4 we introduce a signature scheme known as Boneh-Boyen signatures.

2.3 Bilinear Groups

Groups where the DDH assumption (as well as the discrete logarithm assumption) is
believed to be hard were usually constructed as multiplicative subgroups of a finite field
of order n, IF,, — for example the set of quadratic residues of Z, when p is a safe prime
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(i.e. (p—1)/2 is also a prime number). Koblitz and (independently) Miller proposed
as an alternative the usage of elliptic curves over F, [Kob87, Mil86|, that is the set of
points (z,y) over F2 which are solutions to the equation E : y* = 23 + ax + b, where
a,b € F,, together with an especial point O. The solutions to E together with O form
an abelian group, denoted by E(F,), where O is the identity element and the group
operation is defined as a geometrical operation between the group elements (called the
cord-and-tangent method). For the appropriate choice of a and b the discrete logarithm
is believed to require exponential time to be computed, while for subgroups of F,, there
are known sub-exponential attacks. As consequence, the size of the elements of E(F,) is
much smaller than the size of elements of traditional finite fields at an equivalent security
level.

However not all elliptic curves offer the same security. For example in some elliptic curves,
which we will call bilinear groups for short, one can compute the Weil pairing or the Tate
pairing. These pairings are functions of the form e : Gy X Gy — G where Gy and Gy are
cyclic subgroups of FE(F,) and Gy is another cyclic group known as the target group. The
function e is bilinear, because e(aX,bY) = ab - e(X,)) for any X € G; and any Y € Gy,
and non-degenerate, because e(Py,Py) is a generator of Gy when P; is a generator of
Gs, s € {1,2}. For simplicity assume that G; = Gy = G (this is the case of the Weil
pairing) and let P the generator of G. Intuitively, the function e is “solving CDH in G
but giving the answer in G7”, that is, given X = aP and ) := bP one can compute
t=e(X,)) =ab-e(P,P). Although this does not gives a solution to the CDH problem
in G, it does solve the DDH problem in G. Indeed, e(X,)) = e(Z,P) is satisfied by
Z = abP but only with negligible probability by a random element of G. Moreover, the
MOV and the FR reductions compile the DL problem in E(F,) into the finite field F,q,
for some o known as the embedding degree, where known sub-exponential algorithms for
solving the DL exist [MVO91, FR94]. For these reasons elliptic curves where a pairing
function can be efficiently computed were initially considered unsafe for cryptographic
purposes.

But this changed with the work of Joux [Jou0O0|, where he showed that pairings can be
also used to construct cryptographic schemes rather than to destroy them. Joux noted
that pairings can be used to construct a non-interactive three party Diffie-Hellman key
exchange [Jou00]. Given public keys X = 2P, Y = yP, and Z = zP and one secret
key from x,y, or z, each party can compute the shared key = -e(Y,Z) = y-e(X,2) =
z-e(X,Y) =xzyz-e(P,P). The critical observation was that, although the DDH might be
easy in bilinear groups, the DL might be made hard if the size of the group is appropriately
increased in order to rule out the sub-exponential attacks implied by the MOV and FR
reductions. Moreover, Joux protocol can be proven secure under the bilinear decisional
Diffie-Hellman assumption, which is believed to be a hard problem in some bilinear groups
[BFO1], and also CDH and many other assumptions are believed to hold on some bilinear
groups [Verl3|. Furthermore, from Joux seminal work many open problems have been
solved using bilinear groups, being identity based encryption |BF01] the more outstanding
example, and many new applications have been found (a number of this applications can
be found the survey of Dutta et al. [DBS04]).
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2.3.1 Definition

Definition 2.8 (Bilinear Groups) % Let G, and Gy be cyclic groups of prime order q
and Py the generator of G, s € {1,2}, and Gr be another cyclic group of order q. We
say that Gy, Gy, Gy form a bilinear group if there exists a map e : Gy x Gy — G such
that:

Bilinearity: For all a,b € Z,, for all X € Gy, and all Y € Go
e(aX,bY) =ab-e(X,)),

Non-degeneracy: If XY # 0, then e(X,)) # 0,
Computability: e(X,)) is efficiently computable.

The first property says that e allows to “homomorphically” compute degree 2 expressions
in the field (Z,, +, ). Since any X can be written as /Py, where x is some element of Z,
(and the same can be done in Gg), e(X,Y) = zy - e(P1,P2). Non-degeneracy says that
e is does not map everything to 0. While the third property says that computing e is
practical, the reality is that it is still an expensive operation and is one of the critical
performance measures of cryptographic constructions.

Galbraith et al. classify bilinear groups in three types [GPS08|:
Type I: G; = Gy and also known as symmetric groups.
Type II: G; # G, but there is an efficiently computable homomorphism ¢ : G; — Gs.

Type III: G; # G, and no efficiently computable homomorphism is known. Also known
as asymmetric groups.

Type III bilinear groups are the most attractive from the perspective of a performance
and security trade-off, specially since the recent attacks on discrete logarithms in finite
fields by Joux [Joul4] and subsequent improvements.

We denote by Gen, the probabilistic polynomial time algorithm which on input 1*, where A
is the security parameter, returns the group key which is the description of an asymmetric
bilinear group gk := (¢, G1, Go, G, e, P1, Ps), where Gy, Gy and G are groups of prime
order ¢, the elements Py, Py are generators of GG, Gy respectively, and e : Gy X Gy — G
is an efficiently computable, non-degenerate bilinear map.

Implicit Representation of Group Elements

Elements in Gg, are denoted implicitly as [a]s := aPs, where s € {1,2,T} and Pr =
e(P1,P2). The pairing operation will be written as a product -, that is [a]; - [b]z =
[a]1[b]2 = e([al1, [b]2) = [ab]r. We sometimes abuse of notation and write [b]z[a]; to denote
([ 11, [b]2) (note that there is no ambiguity since e([b]2, [a]1) is undefined). Given a matrix
= ( i), [T]s is the natural embedding of T in Gy, that is, the matrix whose (i, j)th
entry is t; ;jPs. We denote by |G| the bit-size of the elements of G;.

2.3.2 The Decisional k-Linear Diffie-Hellman Family of Assump-
tions

In type I groups the DDH assumption is easy because, as noted before, using the pairing
operation one can check if [z]|[y] = [z][1] (implicit representation in type I groups can omit

2While the usual notation for the target group has been multiplicative, we write it in additive notation.
The reason is just to elude cumbersome expressions in the exponent.
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the group sub-index). Boneh, Boyen, and Sacham introduced a “DDH like” assumption
called the decisional linear Diffie-Hellman assumption (DLin) [BBS04|, proved that is
secure in the generic group model in type I groups, and that it is implied by DDH in type
I1I groups.

Definition 2.9 (DLin assumption) We say that the DLin assumption in G, s € {1,2},
holds relative to Gen, if for any adversary A

gk + Gen,(1*); a1, ag,71,79, 2 < Zg,b <+ {0,1} :

br A(gk, lar]s, [az]s, [r1ai]s, [reas], (1 = b)[r1 + ra]s + b[2]s) = b

~1/2.

The DLin assumption is a natural counterpart of the DDH assumption, and one can easily
replace DDH by DLin assumption (e.g. ElGamal encryption can be easily turned into the
linear encryption scheme). Moreover, Sacham noted that the DDH and DLin assumptions
are members of an infinite family of progressively weaker assumptions called the k-Linear
family of assumptions (k-Lin) [Sha07].

Definition 2.10 (k-Lin assumption) We say that the k-Lin assumption in Gg, s €
{1,2}, holds relative to Gen, if for any adversary A

Py gk < Gen,(1");ay, ..., ap, 71, .. Ty 2 < Ly, b {0,1} :
A(gka [a1]57 ) [ak]57 [rlal]sa SR [Tkak]sa (1 - b) [Zle ri]s + b[Z]s) =0
~1/2.

Thereby, the DDH assumption is the 1-Lin assumption, DLin is 2-Lin, and it can be proved
that (k 4 1)-Lin is weaker than k-Lin.

2.4 Matrix Diffie-Hellman Assumptions

In this section we review Matriz Diffie-Hellman assumptions (MDDH) of Escala et al.
[EHK*13] which are abstractions and generalizations of the k-Lin family of assumptions.
Then, we review Kernel Matriz Diffie-Hellman assumptions (KMDH) of Morillo et al.
[MRV15], which are the natural computational counterpart of Matrix Diffie-Hellman as-
sumptions.

We also put forward a new Kernel assumption which is specific to asymmetric groups,
and we prove its security in the generic group model.

2.4.1 decisional Matrix Diffie-Hellman Assumptions

Definition 2.11 Let (,k € N. We call D;y, a matriz distribution if it outputs (in poly
time, with overwhelming probability) matrices in ng’“. We define Dy, := Dyy1 and Dy,
the distribution of the first k rows of A when A < Dy.

For the following decisional assumption to hold, it is a necessary condition that ¢ > k.
However, in other contexts, we might need D, distributions where ¢ > k.

Definition 2.12 (MDDH Assumption in G,, v € {1,2} [EHK™'13]) Let Dy, be a
matriz distribution and gk < Gen,(1%). We say that the Dy-Matriz Diffie-Hellman (D .-
MDDHg_ ) assumption holds relative to Gen, if for all PPT adversaries D,

Advp,, Gen,(D) = |Pr[D(gk, [A],, [AW],) = 1] — Pr[D(gk, [A],, [z],) = 1]|
is negligible in k, where the probability is taken over gk < Gen,(1), A < Dyj, W <

L}, 2], < G and the coin tosses of adversary D.
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In this work we will refer to the following matrix distributions:

ar 0 ... O

0 a2 ... 0 B a1 .- a1k
Ly A= : 7£z,kiA=(C),Uz,kiA=(§ 5)7

0 0 ..ag agy ... Gpk

1 1 ... 1

where B «— L, C « Z!7%* and a;, a;; < Z,. The L£,-MDDH assumption is the k-linear
family of decisional assumptions and corresponds to the decisional Diffie-Hellman (DDH)
assumption in G, when & = 1. The SXDH assumption states that DDH holds in G, for
all v € {1,2}. The U, assumption is the uniform assumption and is the weakest of all
assumptions of size £ x k.

Further, given any matrix distribution Dy, m € N and any i € [m], we introduce the
distribution D;"*, which is defined as follows:

DIT’O A= (Bw1 ... Bwm, B) DZL’Z A= (Bwl .. Bw;—1 z Bw;11 ... Bwj, B)

where B <— Dy, w; Z’; and z Z’;H. The following are two trivial properties of the
D" distribution.

Lemma 2.13 Under the D;,-MDDH assumption in G, for any 0 < i < n, the distribution
of [A}, when A < D and when A < D' are computationally indistinguishable.
Further, if € > k, for any 1 > 0, if A < 'D;"’i, then with overwhelming probability its ith
column s linearly independent of the rest.

2.4.2 Computational Matrix Diffie-Hellman Assumptions

Additionally, we will be using the following family computational assumptions:

Definition 2.14 (Kernel Diffie-Hellman Assumption in G, [MRV15]) Let gk <+
Gen,(1*). The Kernel Diffie-Hellman assumption in G, (D,,-KerMDHg_ ) says that
every PPT Algorithm has negligible advantage in the following game: given [Al,, where
A Dy, find [x]s—, € G, x # 0, such that [x]5_ [A], = [0]7.

3=y’

The Simultaneous Pairing assumption in G, (SPg,) is the U;-KerMDHg_ assumption.
The Kernel Diffie-Hellman assumption is a generalization and abstraction of this assump-
tion to other matrix distributions. The D, ;-KerMDHg, assumption is weaker than the
D, ,-MDDHg,, assumption, since a solution to the former allows to decide membership in
Im((A],).

2.4.3 A new Computational Matrix Diffie-Hellman Assumption in
Type 1l Groups

In asymmetric bilinear groups, we introduce a natural variant of the Dy ;-KerMDH as-
sumption [GHR15al.

Definition 2.15 (Split Kernel Diffie-Hellman Assumption) Let gk<Gen,(1*). The
Split Kernel Diffie-Hellman assumption in Gy, Ge (Dy-SKerMDH) says that every PPT

Algorithm has negligible advantage in the following game: given ([A]1,[A]s), A < Dy,
find a pair of vectors ([r]y, [s]2) € G{ x G5, v # s, such that [r]{ [A], = [s]5 [A]:.

While the Kernel Diffie-Hellman assumption says one cannot find a non-zero vector in one
of the groups which is in the co-kernel of A, the split assumption says one cannot find a
pair of vectors in G{ x G4 such that the difference of the vector of their discrete logarithms
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is in the co-kernel of A. As a particular case we consider the Split Simultaneous Double
Pairing assumption in Gi, Gy (SSDP) which is the RL,;-SKerMDH assumption, where
R L, is the distribution which results of sampling a matrix from £, and replacing the last
row by random elements.

To gain confidence in this assumption, we first note that it implies the Kernel MDH
assumption and then we prove that the reciprocal is true in the generic bilinear model.

Lemma 2.16 D, ;-SKerMDH = D ;-KerMDHg, .

Proof Suppose there exists an adversary B against the D, ;-KerMDHg, assumption. We
show how to construct an adversary A against the D, ,-SKerMDH assumption. Adversary
A receives as a challenge ([A];,[A]2) and forwards [A], to B, who outputs with non-
negligible probability a vector [r]; such that [r]{[A], = [0]7. Then A simply outputs
([r]1,[0]2) as a solution to the Dy ,-SKerMDH challenge. O

Security of the D, ;-SKerMDH in the Generic Group Model

The generic group model is an idealized model for analysing the security of cryptographic
assumptions or cryptographic schemes. A proof of security in the generic group model
guarantees that no attacker, that only uses the algebraic structure of the (bilinear) group,
is successful in breaking the assumption/scheme. Conversely, for a generically secure
assumption /scheme, a successful attack must exploit the structure of the (bilinear) group
that is actually used in the protocol (e.g. a Barreto-Naehring curve in the case of bilinear

groups).

We use the natural generalization of Shoup’s generic group model [Sho97] to the (a)symmetric
bilinear setting, as it was used for instance by Boneh et al. [BBGO05|. In such a model
an adversary can only access elements of Gy, Gy or Gr via a query to a group oracle,
which gives him a randomized encoding of the queried element. The group oracle must
be consistent with the group operations (allowing to query for the encoding of constants
in either group, for the encoding of the sum of previously queried elements in the same
group and for the encoding of the product of pairs in G; x Go).

Lemma 2.17 IfD,;-KerMDH holds in generic symmetric bilinear groups, then Dy j-SKerMDH
holds in generic asymmetric bilinear groups.

Proof Suppose there is an adversary A in the asymmetric generic bilinear group model
against the D ;-SKerMDH assumption. We show how to construct an adversary B against
the Dy ;-KerMDHg, assumption in the symmetric generic group model.

Adversary B has oracle access to the randomized encodings o : Z, — {0,1}", and oy :

S0t i) >

Adversary B simulates the generic hardness game for A as follows. It defines encodings &; :
Zy—{0,1}", & : Zy — {0,1}" and & : Zy — {0,1}" as & = 0, ¢ = or and & a random
encoding function. B keeps a list La with the values that have been queried by A to the
group oracle. The list is initialized as La = {{(A4;;,&1(aij), 1), (A;;,&2(aij), 2) h<i<ei<j<k }
where &y(a;;) € {0,1}" are chosen uniformly at random conditioned on being pairwise
distinct. Adversary B also keeps a list Lg with the queries it makes to its own group
oracle. The list LB is initialized as LB = {{(A@JV O'(CLij), 1)}1§2§£,1S]§k}

Each element in the list La is a tuple (P, s;, z;), where P; € Z,[Aq1, ..., A,z € {1,2,T}
and s; = &, (P;(a11, - .., an)). The polynomial P, is one of the following: a) P, = A;;, i.e. it
is one of the initial values in the query list La or b) a constant polynomial or ¢) P, = P.+ P,
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for some (P., s.,x),(Py, Sq,x) € La or d) P, = P.P; for some (P., s, 1), (Py, S4,2) € La,
x; =T. For Lg the same holds except that x; € {1,7} and except that d) is changed to:
d) P, = P.P, for some (P,,s.,1),(Py,54,1) € Lg and z; = T.

Without loss of generality we can identify the queries of A with pairs (P;, z;) meeting the
restrictions described above. If (P, x;) was queried before, it replies with the same answer
Si-

Else, when B receives a (valid) query (P, z;), if z; € {1,T} it simply forwards the query
to its own group oracle, who replies with s;. Then (P, s;, x;) is appended to Lg and to
La. If z; = 2, then it forwards the query to its own group oracle as (P;,1). When it
receives the answer s;, B appends (P;, s;, 1) to Lg and it looks for the set S of all tuples
(Pj,s;,1) € Lg, P; # P, such that s; = s;. For every tuple in S, B checks if there is some
§ such that (P}, ,2) is in La (note that, because of the way La is constructed, if such §
exists it is the same for all P;).

If such s exists, it appends (P, 5,2) in La and it replies with 3. Else it chooses some §
uniformly at random conditioned on being distinct from all other values s such that there
exist some P such that (P, s,2) is in La. Finally, it appends (P, §,2) in La.

Finally, A will output as a solution to the challenge a pair s,, s, such that (@, s,, 1), (R, s,,2) €
Lp. Because of the way La and Lg were constructed, there exists some s, such that
(Q,84,1),(R,s.,1) € La. B queries its group oracle for (R — ), 1) and obtains as a reply

some string sp_q. Finally, it outputs sp_¢ as a solution to its challenge. It easily follows
that A and B have exactly the same probability of success. O

Finally, we note that the £o-SKerMDH assumption is implied by a decisional assumption
introduced by Libert et al. [LPJY15b|. The assumption says that, given ([A],[Al2),
where A < Ly, the vector ([Al,w,[A]ow), W < Z2, is computationally indistinguishable
from ([u]y,[u]z), u < Z}. The proof is analogous to the proof that Dy;-MDDH =
Dy -KerMDH. Suppose that ([r], [s]2) is a solution to the L£o-SKerMDH assumption, then
[x]y [Alow — [s], [Asw = ([r]{ [A]> — [s]; [A])w = [0]r, while [r]; [u]> — [s]; [u]; = [0]r
only with negligible probability whenever r # s.

2.5 Non-Interactive Zero-Knowledge Proofs

Zero-Knowledge proofs are proofs that reveal nothing beyond their validity. Since their
introduction by Goldreich et al. [GMRS89|, zero-knowledge proofs have played a central role
in cryptography and complexity theory from both the theoretical side —~they have been the
inspiration of probabilistic checkable proofs and the groundbreaking results on hardness
of approximation [GO05|- and the practical side — applications range from multi-party
computation [GMWS87| to electronic voting [JCJ10] and e-commerce [CHLO5].

In a zero-knowledge proof a prover P in possession of a secret w wants to convince a
verifier V that some statement z is true, namely that x belongs to some language £. To
do so the prover and the verifier engage on an interactive protocol: the prover starts with
a message a1, the verifier answers with b;, and so on. At the end the verifier outputs a
bit b € {0,1} indicating whether it rejects or accepts the proofs.

There are two basic requirements for a zero-knowledge proof: completeness, which says
that an honest prover should be successful when convincing the verifier about a true
statement, and soundness, which says that the verifier should rejects false statements
with high probability. The third requirement, which gives the name to zero-knowledge
proofs, requires that the verifier does not learn nothing beyond the fact that x is true.
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This is done by requiring the existence of an efficient algorithm S, the simulator, which,
for any true statement, is able to construct a transcript of the interactive execution of P
and V even without knowing any secret w.

A weaker variant of a zero-knowledge proof is a witness-indistinguishable proof. These
proofs are not necessarily simulatable and only guarantee to reveal the same information
when using two different secrets w, w’.

The focus of this work are non-interactive zero-knowledge proofs (NIZK), where the prover
sends a single message, the proof, to the verifier. Since their introduction by Blum et
al. [BFM88|, it was known that a “pre-shared” information, known as the common refer-
ence string (CRS), allows to construct NIZK proof systems (later it was shown a necessary
condition if the statement is not trivial [GO94]). Thereby, the simulator is allowed to sim-
ulate the CRS and thus is able to compute trapdoors associated to it. The knowledge of
such trapdoors enhances the possibilities of S to successfully simulating proofs.

Syntactically, a NIZK proof system consists of three probabilistic polynomial time algo-
rithms: a CRS generation algorithm K, a prover P, and a verifier V. The CRS generation
algorithm takes a group description gk as input and produces a CRS ¢ (which we assume
includes gk). The prover takes as input (o, x,w) and produces a proof 7. The verifier
takes as input (o, z, 7) and outputs 1 if the proof is acceptable and 0 if rejecting the proof.

In this work we will consider two particular cases of NIZK: composable NIZK |GS08| and
quasi-adaptive NIZK [JR13|. Both deal with the case of CRS dependent languages, say
the language is parameterized by some values which are (randomly) sampled within the
CRS. For example, the CRS might contain the group key gk defining a bilinear group and
the language might be some set of satisfiable equations over that group. Quasi-adaptive
NIZK goes further and the language might also depend on group constants defined in the
CRS.

2.5.1 Composable Non-Interactive Zero-Knowledge Proofs

The following definitions are from Groth and Sahai [GS12].

Definition 2.18 (Group dependent languages) Let R be an efficiently computable
ternary relation. For triplets (gk,x,w) € R we call gk the group key, x the statement,
and w the witness. Given some gk, we let L be the language consisting of statements x
that have a witness w so (gk,z,w) € R. For a relation that ignores gk this is, of course,
the standard definition of an NP-language. We will be more interested in the case where
gk describes a bilinear group, though.

Definition 2.19 (Composable NIZK proof system) We say that a non-interactive
proof system (K, P,V) is a composable NIZK proof system with respect to Gen, if

Perfect Completeness: For any x,w

Pr gk < Gen,(1*);0 « K(gk);m < P(o,z,w) : | ]
V(o,z,m) =1if (gk,z,w) € R o

Perfect Soundness: For any adversary A

p gk < Gen,(1*); 0 < K(gk); (z,7) + A(gk,o): | 1
: V(o,z,m)=0ifx & L -
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Computational Zero-Knowledge: There exist efficient algorithms Si,Ss such that for
any adversaries Ay, Ag

Pr [gk + Gen,(1Y);0 <+ K(gk) : Ai(ghk,0) = 1] ~
Pr [gk + Geno(1); (0,7) < Si(gk) : Ai(gk,0) = 1]

and

Pr [ gk + Geng(1%); (0, 7) < Si(gk); (z,w) <+ Ay(gk, o, 7); ] _
7 P(o,z,w) : Ag()zlif(gk;x,w)eR

Pr [ gk + Gen,(1%); (cr T) < S1(gk); (x,w) < As(gk, o, T); ]
7w So(o,1,x) : Ag(m) = 1 if (gk,xz,w) € R '

Definition 2.20 (Composable NIWI proof system) We say that a non-interactive
proof system (K,P,V) is a composable NIWI proof system with respect to Gen, if it have
perfect completeness and soundness as defined above and also

Computational Witness-Indistinguishability: There exists and efficient algorithm
S1 such that for any adversaries Ay, Ay

Pr [gk + Gen,(1Y);0 + K(gk) : Ai(gk,0) = 1] =
Pr [gk + Gen,(1); (0, 7) < Si(gk) : Ai(gk,0) = 1]

and

p gk + Gen,(1%); (0, 7) <+ S1(gk); (z,w,w’) + As(gk,o,7); N
" or e P(o,z,w) : Ay(m) =1 if (gk,z,w), (gk,z,w") € R -
p gk + Gen,(1%); (0, 7) < S1(gk); (z,w,w’) + Asx(gk,o,7);
g 7+ P(o,z,w') : Ay(m) = 1 if (gk, z,w), (gk,z,w") € R '

2.5.2 Quasi-Adaptive Non-Interactive Zero-Knowledge Proofs

A quasi-adaptive NIZK proof system [JR13] enables to prove membership in a language
defined by a relation R,, which in turn is completely determined by some parameter p
sampled from a distribution Dy.

Definition 2.21 (Witness Samplable Distribution) We say that D,y is witness sam-
plable if there exists an efficient algorithm that samples (p,w) from a distribution D;Zr
such that p is distributed according to Dy, and membership of p in the parameter language
Loar can be efficiently verified with w.

In a typical scenario, p is a matrix of group elements and w is the matrix of p’s discrete
logarithms.

While the common reference string can be set based on p, the zero-knowledge simulator is
required to be a single probabilistic polynomial time algorithm that works for the whole
collection of relations Rgx := {R,} pesup(D,1)-

Definition 2.22 (Quasi-Adaptive NIZK (QA-NIZK) proof system) A non-interactive
proof system (K, P, V) is called a QA-NIZK proof system with respect to Gen, for witness-
relations Ry, = {Rp}pesup(pgk), with parameters sampled from a distribution Dy, over
associated parameter language Ly, if there exists a probabilistic polynomial time simula-

tor (S1,Ss2), such that for all non-uniform PPT adversaries Ay, Aa, As we have:
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Quasi-Adaptive Completeness:

Py {gk  Geny(1Y); p < Dys ¥ = K(gk, p); (2, w) Al(gk,w);} _ 1
T+ P, z,w) :V(p,z,7m) =1 if R,(z,w) -

Computational Quasi-Adaptive Soundness:

gk < Geng(11); p <= Dgi; ¥+ K(gk, p);
@) As(gh, ¥) V(W 2, m) = 1 and —(Fw : R,(z,w))

] ~ 0; and

Perfect Quasi-Adaptive Zero-Knowledge:

Pr[ghk < Gen,(1); p <+ Dyp; 1 + K(gk, p) : Ag(w"")(gk,@b) =1] =
Pr[ghk < Gen,(1"); p ¢+ Dyi; (¥, 7) + Si(gk, p) : Agw’T"")(gk,Qb) =1]
where
e P(1,-,-) emulates the actual prover. It takes input (x,w) and outputs a proof
7 if (z,w) € R,. Otherwise, it outputs L.
e S(u,7,-,-) is an oracle that takes input (z,w). It outputs a simulated proof
So(¢, 1, x) if (x,w) € R, and L if (z,w) ¢ R,.

Note that 1) is the CRS in the above definitions. We assume that 1) contains an encoding
of p, which is thus available to V.

For witness samplable distributions, we and independently Libert et al., define a stronger
notion of soundness where the adversary has also access to a witness of the parameter p
[GHR15b, LPJY15a).

Computational Quasi-Adaptive Strong Soundness:

L [9F = Gena(1%); (p,w) <= DT3¢« K(gk, p);

P (x,7) <= Ag(gk,w,¥) : V(¢,z,m) =1 and ~(Fw : R,(z, w))

~ (.

2.6 Groth-Sahai Proofs

The GS proof system allows to prove satisfiability of a set of quadratic equations in a
bilinear group. In general, the proof is witness-indistinguishable but for most equations
it is also (or can be made) zero-knowledge.

The admissible equation types must be in the following form:

Zf(ajan)‘I'if(xz‘,ﬁi)'f‘iZf(Xia%‘,ij) =t, (2.1)
j=1 i=1 i=1 j=1

where A;, Ay, A are Zg,-vector spaces equipped with some bilinear map f : Ay x Ay — Arp,
a € A1, B e Ay T = (yi)) € Zg* ™™, t € Ap. The vector spaces and the map f can
be defined in different ways as:
(a) in pairing-product equations (PPEs), A; = Gy, Ay = Go, Ar = Gy, f([z]1, [y]2) =
[z1[yl2 € Gr,
(b1) in multi-scalar multiplication equations in G; (MMEs), A; = Gy, Ay = Z,, Ar = Gy,
f([z]1,y) = ylz]s € Gy,
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(b2) MMEs in Gy (MMESs), A = Z,, Ay = Go, Ar = Go, f(x,[y]2) = 2[y]2 € G2, and
(c) in quadratic equations in Z, (QEs), Ay = Ay = Ar =Z,, f(z,y) = 2y € Z,.

An equation is linear if I' = 0, it is two-sided linear if both @ # 0 and B # 0, and
one-sided otherwise.

When t = f(t;,1) or t = f(1,t3), for some efficiently computable t; € A; or ty € Ay, we
say that the equation allows simulation (see [GS12, Section 11]) and the proof is zero-
knowledge (rather than just witness-indistinguishable). Note that this is always the case
for equations other than PPEs.

2.6.1 Commit-and-Prove Schemes

The GS proof system works as a commit-and-prove scheme: first the prover commits to
all the variables in an equation with the Groth-Sahai commitment scheme, defined in the
next section, and then it “proves” that the committed values satisfy the equation. The
commitment to an element in the vector space A; lives in another vector space B; of larger
dimension where interesting decisional assumptions exist. To prove that the equation is
satisfied the verifier checks some equations in these larger fields.

2.6.2 Groth-Sahai Commitments

Definition 2.23 The Groth-Sahai commitment scheme in the group G, v € {1,2}, is
specified by the following three algorithms (GS.K, GS.Com, GS.Vrfy) such that:

o GS.K(gk,Ds2) is a randomized algorithm, which on input the group key gk and
the description of some matriz distribution Ds o, outputs a commitment key ck :=
[U]A/ = [(U1|112)}7 S G%XZ, where U + D272.

e GS.Comy(m;7) is a randomized algorithm which, on input a commitment key ck =
[U],Y, and a message m in the message space Mo, = A, it proceeds as follows. If
m = m € Zqy, it samples r < Z, and outputs a commitment [c] = m[es + wi], +
rluyl, in the commitment space Ce, = Gi and an opening Op = r. If m = [m], €
G,, it samples v < Z and oulputs a commitment [c|, := [m],e; + [Ul,r in the
commatment space Co, = G% and an opening Op =r.

o GS.Vrfy.([c]y, Op) is a deterministic algorithm which, on input the commitment key
ck = [U],, a commitment [c]., a message m € M and an opening Op, outputs 1
if [c],, = GS.Comx(m; Op) and O otherwise.

We will instantiate this commitment scheme with two different matrix distributions which
give rise to two different commitment keys: the perfectly binding and the perfectly hiding

commitment keys. The matrix distribution for perfectly binding commitment keys is
defined as

B : U = (uj]uy), where uy < £; and uy := pug, p < Zg,,

and the matrix distribution for perfectly hiding commitment keys is defined as
H : U = (uy|uy), where ug < £ and uy := pug — eq, it < Z,.

Theorem 2.24 ([GS12]) Ifck < K(gk,B) (resp. ck < K(gk,H)), where gk < Gen,(1*)
, the Groth-Sahai commitment scheme is perfectly binding (resp. computationally binding
if the DL assumption relative to Gen, holds) and computationally hiding if the SXDH
assumption relative to Gen, holds (resp. perfectly hiding).
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2.6.3 The Scheme

Next, we give a description of the Groth-Sahai proof system in the SXDH instantiation.

K(gk): On input the group key gk pick U,V <+ B and define cky := [U]; and cky := [V]s.
The common reference string is: crsgs := (gk, (w11, [uz1, [Vi]e, [v2]2) and is known
as the perfectly binding CRS. The CRS defines some associated maps:

1 :GUZ; — Gi v([z]y) = ([z]s, [0]1) u(z) = zfu)y

t2: G UZy — G3, w2([yl2) == ([y]2, [0]2) T, ta(y) = y[vils

I %2UU%;J GZ2,  up(t) = <t 8) : () = (2)a(1)
= 1 (

The maps tx X € {1,2} can be naturally extended to column vectors of arbitrary
length, and we write tx(8") for (1x(61)]. .. |ex(5,)).

P(crsgs, eq, (X1, - -, Xm, )s (Y15 - - - ¥m,)): Given some equation eq of the form 2.1 and solu-
tions to the equation xi, ..., Xy, and yi,...,yn,, the prover proceeds as follows:

e Commit to all x; € A; computing ([c;]1,1;) < GS.Com, (x;) and commit to
all y; € Ay computing ([d;]2,s;) < GS.Com, (y;).
o Let R:=(rq|...|ry,) and S := (s4]...|sy,). Compute

M, = (B )R +u(y )TTRT +[V],ST'R" — [V],TT,
[@]1 = Ll(aT)ST + Ll(XT)I‘ST + [U]lT

V(crsgs, eq, {[ci]1 : ¢ € [my]}, {[di]2 : i € [my,]}, [®]1, [IT]2): Check if

D leihia(B) + ) ule)ldily + > > vigleildyls =

€My JEMy 1€Mg JEMYy

vr(t) + O [V]y + [U):[I1], .

S1(gk): On input the group key gk pick U,V < H and define ck; := [U]; and ckq := [V]s.
The common reference string is: crsgs := (gk, [ui]1, [uzl1, [Vi]e, [v2]2) and is known
as the perfectly hiding CRS. This algorithm also outputs the trapdoor 7 := (U, V).

So(crsgs, eq, 7): If eq allows simulation, it defines the new equation

=3 Hagy) + 3 ) S V3OS ) =0, (22)

i=1 j=1

and runs the GS prover for equation eq’ for solutions x; = xs = ... = X, = y1 =
. =Ym, = 0 and x' = 1. The simulated proof is ([®];, [IT]3), the proof of the GS
prover for the modified equation.

The reference string crsgs chosen by algorithm K defines perfectly binding commitments
and the proof system has perfect soundness. Furthermore, there exists some extrac-
tion trapdoor which allows to compute a function of the witness (this is the perfect
F-Knowledge property [EG14]). More specifically, the extraction trapdoor allows to com-
pute maps p; : G2 — Gy, ps : G2 — Go, and pr : GZ* — Gy, such that:
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Klgk, MJ1,n) — (Si(gk, M]1,n))  Plers, [x]1, w) \\[x]s = [Miw
A+ Dy, A ZEX" Return [o]; := [Ma]iw.
[AA]Q = AT[A]Q, [MA]I = A[M]l

Return crs := ([Mal1, [Aa]2, [A]2)

(Tsim == A)
Sg(CI’S, [X]la Tsim) V(CI’S, [X]h [0-]1)
Return [o]; := Alx]; Return ([x]{ [Aa]s = [o]{ [A]2)

Figure 2.1: The figure describes ¥(D}) when Dy = Dy and k = k + 1 and U(D;,) when Dy = Dy, and
k = k. Both are QA-NIZK arguments for L, - Y(Dg) is the construction of [KW15, Section 3.1], which
is a generalization of Libert et al’s QA-NIZK [LPJY14] to any Dj-KerMDHg, assumption. W(Dy,) is the
construction of [KW15, Section 3.2.].

(a) for each X € {1,2,T}, px o tx is the identity map,

(b) for all x € A,y € Ag, t1(X)a(y)” = vr(f(x,y)) and for all [x]; € G2, [y], € G2,
Foi(x), pa(lyle)) = pr(xhly]2),

(c) for each i € [2], p1(Jw;]1) = 0 and py([vi]2) = 0.
Theorem 2.25 (|GS08]) Ifeq allows simulation then the Groth-Sahai proof system is a
composable zero-knowledge proof system with perfect completeness, perfect soundness, and
computational zero-knowledge based on the SXDH assumption. Otherwise, is a composable

witness-indistinguishable proof system with perfect completeness, perfect soundness, and
computational witness indistinguishability based the SXDH assumption.

2.7 QA-NIZK Arguments of Membership in Subspaces
of G; or Gs

In this section we recall the two constructions of QA-NIZK arguments of membership in
linear spaces given by Kiltz and Wee [KW15], for the language:

Livy, = {[x]1 € Gy : 3w € Z;, [x]s = [M]iw}.
The proof system is described in Fig. 2.1.

Theorem 2.26 (Theorem 1 of [KW15]) If Dy, = Dy and k = k+1, Fig. 2.1 describes
a QA-NIZK proof system with perfect completeness, computational adaptive soundness
based on the Dy-KerMDHg, assumption, perfect zero-knowledge, and proof size k + 1.

Theorem 2.27 (Theorem 2 of [KW15]) If D, = Dy, and k = k, and Dy is a witness
samplable distribution, Fig. 2.1 describes a QA-NIZK proof system with perfect complete-
ness, computational adaptive soundness based on the Dy-KerMDHg, assumption, perfect
zero-knowledge, and proof size k.
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Chapter 3

QA-NIZK Arguments of Membership
iIn Subspaces of G| x Gy

In this chapter we construct three QA-NIZK constant-size arguments of membership in
different subspaces of GJ* x GY. Their soundness relies on the split kernel assumption.
We then show that similar techniques allow to give a constant-size proof of satisfiability of
many linear equations (aggregation of Groth-Sahai proofs). Finally, we show that the same
techniques also allow to build structure preserving linearly homomorphic signatures where
messages can be elements of G}* x GY, an extension of the signature scheme introduced
by Libert et al. [LPJY13].

3.1 Introduction

A recent line of work [JR13, JR14, KW15, LPJY14] has succeeded in constructing constant-
size arguments for very specific statements, namely, for membership in subspaces of G,
where G is some group equipped with a bilinear map where the discrete logarithm is
hard. The soundness of the schemes is based on standard, falsifiable assumptions and
the proof size is independent of both m and the witness size. These improvements are
in a quasi-adaptive model (QA-NIZK, [JR13]). This means that the common reference
string of these proof systems is specialized to the linear space where one wants to prove
membership.

Interestingly, Jutla and Roy [JR14] also showed that their techniques to construct constant-
size NIZK in linear spaces can be used to aggregate the GS proofs of m equations in n
variables, that is, the total proof size can be reduced to ©(n). Aggregation is also quasi-
adaptive, which means that the common reference string depends on the set of equations
one wants to aggregate. Further, it is only possible if the equations meet some restrictions.
The first one is that only linear equations can be aggregated. The second one is that, in
asymmetric bilinear groups, the equations must be one-sided linear, i.e. linear equations
which have variables in only one of the Z, modules G, Go, or Z,."

Thus, it is worth to investigate if we can develop new techniques to aggregate other types
of equations (in particular, two-sided linear equations) in asymmetric bilinear groups. The
latter (Type III bilinear groups, according to the classification of Glabraith et al. are the
most attractive from the perspective of a performance and security trade off [GPS08|),

1 Jutla and Roy show how to aggregate two-sided linear equations in symmetric bilinear groups. The
asymmetric case is not discussed, yet for one-sided linear equations it can be easily derived from their
results. This is not the case for two-sided ones, see Section 3.5.2.
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specially since the recent attacks on discrete logarithms in finite fields by Joux [Joul4]
and subsequent improvements. Considerable research effort (e.g. [AGOT14, Frel0|) has
been put into translating pairing-based cryptosystems from a setting with more structure
in which design is simpler (e.g. composite-order or symmetric bilinear groups) to a more
efficient setting (e.g. prime order or asymmetric bilinear groups). In this line, we aim
not only at obtaining new results in the asymmetric setting but also to translate known
results and develop new tools specifically designed for it which might be of independent
interest.

3.2 Argument of Membership in Subspace Concate-
nation

Figure 3.1 describes a QA-NIZK argument of membership in the language
Loy, = {(x]1, [y]2) : Iw € Zfz’ x =Mw,y = Nw} C G" x G},

where ([M];, [N]3) <= Dy, for some matrix distribution Dyy.

We refer to this as the concatenation language, because if we define P as the concatenation

of [M]y, [N]y, that is P := (%ﬂ;), then ([x]1, [y]2) € Ly, Ny, iff (E;) is in the span of
P.

Soundness Intuition. If we ignore for a moment that G, G, are different groups, Wy (Dy,)
(resp. Wy (Dy)) is almost identical to W(Dy) (resp. to W(Dy)), as defined in Section 2.7,
for the language Lpy,, and A := (A|E), where A € ZI*™ B € ZF*". Further, the
information that an unbounded adversary can extract from the CRS about A is:

— T ATA
1. {PA =AM+ EN, A =A"A = =T A } from crsy(p,),

§
2 {My =AM +7,Nz =EN - Z, (22) B @Tﬁ) } from crsum.)

Given that the matrix Z is uniformly random, crsy(p,) and crsy,,(p,) reveal the same
information about A to an unbounded adversary. Therefore, as the proof of soundness
is essentially based on the fact that parts of A are information theoretically hidden to
the adversary, the original proof of Kiltz and Wee can be easily adapted for the new
arguments.

Theorem 3.1 ]fﬁ; =Dy and k = k+ 1, Fig. 3.1 describes a QA-NIZK proof system
with perfect completeness, computational adaptive soundness based on the D;-SKerMDH
assumption, and perfect zero-knowledge.

M

Proof Through this proof we define P := (N

>, A= (A E) and m :=m + n.
(Completeness.) Follows from the fact that

x"Ar+y Az = (Pw) ATA

(9 ()

= p'A+o'A.
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K(gkv [M]lv [N]2>m=n)

A ﬁg, A ngm, B« ZEX”, 7 « 7kxt
[AA]Q = AT[A]Q, [AE]l = E [A]l
[My]i =AM}y + [Z]5, :
Return Crs ;= ([MA]l, [AA]Q, [A 2, [NE 27[AE]17 [A]l)
(Tsim == (A, B).)

[1]
Il
i
m
Z

no

|
N

no

P(crs, [X]1, [yla, w)\\([x}1 = [M]iw, [y]> = [N]ow)
Z Z’;

[p]1 := [MAliw + [2]1, [o]2 := [Nzow — [z];
Return ([pl, [o]2).

V(ers, ()1, [yl2). ([p1, [o]2))
Return ([x"]1[Aals — [pT11[A]z = [0 T]2[A]; — [y T]2[A=]1).

52(Cr57 ([X]b [y]2>7 Tsim)

Z — Zg

o1 := Alx]1 + [z]1, [o]> == Ely]> — [z]
Return ([p]1, [o]2).

Figure 3.1: Two QA-NIZK arguments for Lini, (nj,- Wspt(Dr) is defined for YA); =Dyand k=k+1, and is
a generalization of Kiltz and Wee's construction [KW15, Section 3.1] in two groups. The second construction
Wepi(Dy) corresponds to ’/Dj@ =Dy, and k = k, and is a generalization of Kiltz and Wee's contraction [KW15,
Section 3.2] in two groups. Computational soundness is based on the Dj-SKerMDH assumption. M is matrix
of size m xt, N is of size n xt, A is of size Xk, A is of size k xm, = is of size kxn, M, is of size kxt, Nz is of
size kxt, A is of size mx k, and Az is of size n.x k. The CRS size is (kk+kt+mk)|G |+ (kk+kt+nk)|Go|
and the proof size k(|G| 4 |G2|). Verification requires 2kk -+ (m -+ n)k pairing computations. We denote by
W, the most efficient instantiation of Wy (Dy), which happens when Dy, = L.

(Soundness.) B receives a challenge ([A]q,[Al]2), A < Dg, and then it chooses A «+
ZE = g samples (M4, [Ny) < Dye, My € G, [N], € G2*¢, and
computes
crs :=([Mal1, [Axla, [Al2, [Nz]2, [A], [Ah)
c ngJrl)xt % G;nXk % Gék+1)><k % G§k+1)><t x G?Xk,G§k+l)Xk

in the natural way. An adversary F against the soundness property outputs a vector
(1, [y*]2) € Loy, ng, and a valid proof ([p*]i,[0*]z). At this point, B computes its
own proof ([p']1, [o1]2) using A and E. The adversary B will output as a response to the
Dy-SKerMDH challenge the pair ([r]y, [s]2) = ([p*]1 — [p']1, [0]2 — [6%]2). We now see

that with all but probability 1/¢, this is a valid solution. Indeed, if r # s, we are done,
because since both are valid proofs, subtraction of the verification equations yields

(lp"]1 = [p"]1) "[A]2 = ([o"]: — [07]2) "[A]L.

By definition r # s if and only if p* 4+ o* # p' 4+ o'. Note that
p + ol = Ax* + Ey* = At, where t := (;) :

Since Z is a uniform random value, the CRS reveals (information theoretically) only
{AP =PAr, ATA = AA} about A. From ATA = Aj, an (unbounded) adversary
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might only deduce that
A= (A]) (AL - A Ay),
A
A;) A = (ALA).
Therefore, A, remains completely hidden given only Aa. Note also that the first £ rows

of Pa (i.e. AjP) are completely determined by the last row of Pa (i.e. AsP) and the
CRS, since

where A; € ZE™ Ay € Z™ Ay € Z8F, Ay € ZET and A =

AP =(A)) ' (AAP — A A,P).

Let P+ € Z?X(m_r), where r = rank(P), a basis of the kernel of P. The row vector
A, can be always written as A) = Pwy + Ptw,y, where wy € Z),wy € Z]'"" are
uniformly random vectors. It follows that wy is completely hidden given only the CRS
since AgP = w/PTP. Since t ¢ span(P), there exists some w| € Z!, w} € Z]"" such
that w), # 0 and t = Pw} + P+w). Finally, note that

Ayt = (Pwy + Plwy) " (Pw), + Ptw))

=w, P'Pw, +w, (P1) P*w,

where the non-zero component of w is multiplied by a component of (the random vector)
wy and thus, Ast is uniformly distributed over Z,. It follows that Pr[At # p* + p*] >

1-1/q.

(Zero-Knowledge.) It is direct from the construction that the simulated proof follows the
same distribution as an honestly computed proof. [l

Theorem 3.2 ]fﬁf =Dy and k =k, and Dy, is a witness samplable distribution, Fig.
3.1 describes a QA-NIZK proof system with perfect completeness, computational adaptive
strong soundness based on the Dy-SKerMDH assumption, and perfect zero-knowledge.

Proof (Completeness and Zero-Knowledge.) Equal as in Theorem 3.1.

(Soundness.) Define m := m +n and P := (M). An adversary B against Djy-SKerMDH
assumption receives a challenge ([A], [A]2), A < Dy. It samples ([M];, [N]o, M,N) €
Rpar and computes P+ € Zi™ ) where r = rank(P), a basis of the kernel of P
By definition, P" = (M'|NT) and P"P+ = 0, thus we can write P+ = (E), for some
matrices such that M'TE = —NTF.

(—r—1)x (k+1

Adversary B samples R € Zq ) and defines
no._ [A]l (k+m—r)xk "o [A]Q (k+m—r)xk

Then B samples (A|Z) « ZE*™. Let Ag be the first k rows of A’ (or A) and A/ the rest
of the rows, and Tar = AJAy"'. Then B implicitly sets (A|E) := (A|E) + TA(ET|FT),
and computes:

<[AA]2> _ (AT[AO]Q) — (Z}/T + ETA/) [AO}Q _ (§T|E>[A/]2 (31)
[Az]; ET[Aoh (BT + FTa)[Aq); (ET|F)[A;
So far the argument is very similar to Kiltz and Wee’s [KW15, Section 3.2], now comes an

important difference. Adversary B also needs to compute A[M]; + [Z]; and E[N]y — [Z],.
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Although the adversary B does not know how to compute EN or AM, it can compute
their sum in Z, as:

EN + AM = ((X|§) + TL(EUFT)) (1\1\/11) —AM+EN=T.
Thus, B picks Z < Z}** and outputs [Nz], := [T]; — [Z]; and [Mz]; := [Z];. Now, when
F outputs a valid proof for some ([x]1, [yl2) € L), N, it holds that:
[x1[Ax]2 — [Ff]l[Ao]z = [0 "]2[Ao]i — [y ']2[Az] =
x"TL(ATE)[A]: — ([p 1101k a-n]1)  [A]2 =
([0 2l[01x(m-n]2)[Ah = [y (BT [F)[A] <=

(e "T1[A]o = [d"]2[A]:,

where [¢']; == (x 1A = [p h|[x hE) and [dT]y := ([0 ]2 — [y 8| — [y ]2F).
Obviously
c—dcker((A)) <= (c—d)'A'=0<+= (¢ +cgR) —(d] +d,R) € ker(A").

while, by assumption, ([x]1,[y]2) ¢ L, N, and thus [x'|{E # —[y"];F. We conclude
with an information-theoretic argument. Because R is only revealed to B through Agr :=
RA it holds that

RQ = AEI(AR — I'1.A1>7

where Ry € Z{™ "D 1 € ' R = (Rylr1), A = (io), and r; remains com-
1
pletely hidden to the adversary. Therefore,

Prlc; +c;R=d| +djR] =Pr[(c; —d))R=d] — ]
= Pr[(c; —dy)Re,(c; —dy)r1) = (', 5)]
< Pr[(c; - dZT)rl = A
=1/q

where o € Z’;,ﬂ € Zy, and (a',B) :=cy —d,.

We conclude that, with high probability, ([c{]; + [cg iR), ([d] ]2 + [d] ]2R) solves Dy-
SKerMDH.

This proves standard soundness. Strong soundness follows from the fact that the argument
is essentially information theoretic. In particular, the knowledge of (M, N) does not reveal
additional information about R. 0

3.3 Argument of Sum in Subspace

We can adapt the previous construction to the sum in subspace language,
E[M]17[N]27+ = {([X]l, [Y]Q) - ng X G;n : dw - Zg, X + Yy = (M + N)W}

We define two proof systems Esum(Dk), Uoum(Dy) as in Fig. 3.1, but now with A = E.
Also, we define Wy, := Vgym(Dy) when Dy = L.
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Completeness and zero-knowledge are straightforward. Soundness follows from the same
argument as before with the following differences. First, note that in the subspace con-
catenation case the information revealed to the adversary in the CRS was AM + EN,
ATA, and ETA, and the information revealed now is A(M + N),ATA. In the sound-

ness proof for Dy the key point was that if ([x*],[y*]2) ¢ L, Nja+, then A (;(*)’

where A = (A|E), was information theoretically hidden to the adversary. In this case
x* +y* ¢ Span(M + N) and thus x* +y* = (M + N)w + Ptw’, where P+ is a basis of

the kernel of M + N and w’ # 0. Then, A (;) = A(x* + y*) is information theoret-

ically hidden because AP+ is information theoretically hidden. In the soundness proof
for Dy, one needs to compute P+, a basis for the kernel of M + N, and defines E := P+
and F := P+. From these definitions it follows that A(M + N) = A(M + N) and that
(x]1,[y]2) & L NJo,+ implies that x"E = —y"F. Given that the same information is
revealed in the CRS, the proof of soundness follows as in Theorem 3.2.

3.4 Argument of Equal Opening in Different Groups

Given Wgy(Dy) or Uy (Dy), it is direct to construct constant-size NIZK arguments of
membership in:

d(w,r,s) s.t.

W
= U d
Loomunviw = 4 (i, [dl2) € G x 63+ [ =1 ]() S

=V (%)

where [U]; € G, [V]; € GY*" and w € ZY. The witness is (w,r,s) € Z! x ZI'"™" X
Zp~¥. This language is interesting because it can express the fact that ([c];,[d]s) are
commitments to the same vector w € Z; in different groups.

The construction is an immediate consequence of the observation that Leom v, (v}, can
be rewritten as some concatenation language L), nj,- Denote by U; the first v columns
of U and U, the remaining ones, and V; the first v columns of V and V, the remaining
ones. If we define:

M = <U1|U2|0m><(ﬁ—1/)> N := (Vl‘onx(rh—y)|v2)~

then it is immediate to verify that Leom [u),,[v]s,r = LiM)y,[N2-

We denote as ¥eom (I_Dk) the proof system for Ecom,fj,v,y which corresponds to Wy, (I_Dk) for
Ly, NJo» where [M], [N}, are the matrices defined above. Also, we denote the proof
system as Veom when we use Wg,. Note that for commitment schemes we can generally
assume [U], [V]s to be drawn from some witness samplable distribution. Therefore, it
follows from Theorem 3.2 that \Ifcom(ﬁk) satisfies the notion of strong soundness.

3.5 Aggregation of Groth-Sahai Proofs

In this section we discuss two different ways to aggregate GS equations. The first is a
direct application of the proof of equal commitment opening and is only valid for two-
sided linear equations in Z,, the second is an extension of the results of Jutla and Roy for
all other types of linear equations.
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3.5.1 Aggregating Two-Sided Linear Equations in Z,

We note that proving that n pairs of GS commitments open (pairwise) to the same
elements in Z, is simply a special case of the proof of equal commitment opening in
Section 3.4. Indeed, the concatenation of n GS commitments is just a commitment to a
vector of scalars. In particular, given crsgs = (gk, [u1]1, [us]1, [vi]2, [Va]2), it is easy to see
that n commitments to x; € Z,, which are of the form: [c;|; = x;[u;]; + 7;[ug); for some
ri € Zg (recall that ¢;(z;) = z;[u;]1), can be written as

[Cl]l [111]1 [0]1 T [112]1 [0]1 T1
= DT S s R S

[Cn)1 0], ... [ui)s T, 0], ... [ua]y T

and similarly the concatenation of n commitments [d;], ¢ € [¢] can be written as [V1]oy +
[V2]ys, where [V, is the block-wise concatenation of n copies of [v]s.

In particular, proving that n GS commitments open to the same value can be also seen as
the aggregation of the proof of n GS equations of the form x, —y, = 0. The aggregation
of any other set of two-sided linear equations in Z, easily reduces to this case using the
homomorphic properties of GS commitments. Indeed, given n equations of the form:

oy +x' B =1, L€ n],

and the commitments to a satisfying assignment (where the commitments to every coordi-
nate of x (resp. y) are in G (resp. Gy), it is easy to derive a commitment to x' 3, —t; in
G, and a commitment to &)y in G, for all £ € [n]. Obviously, the equations are satisfied
if for each ¢, these commitments open to the same value.

3.5.2 QA Aggregation of Other Equation Types

Jutla and Roy [JR14| show how to aggregate GS proofs linear equations in symmetric
bilinear groups. In the original construction of Jutla and Roy soundness is based on a de-
cisional assumption (a weaker variant of the 2-Lin assumption). Its natural generalization
in asymmetric groups (where soundness is based on the SXDH assumption) only enables
to aggregate the proofs of one-sided linear equations.

In this section, we revisit their construction. We give an alternative, simpler, proof
of soundness under a computational assumption which avoids altogether the “switching
lemma" of Jutla and Roy. Further, we extend it to two-sided equations in the asym-
metric setting. For one-sided linear equations we can prove soundness under any kernel
assumption and for two-sided linear equations, under any split kernel assumption.?

Let Ay, Ay, Ar be Z,-vector spaces compatible with some Groth-Sahai equation as detailed
in Section 2.6. Let D,y be a witness samplable distribution which outputs n pairs of
vectors (ay, 3,) € AT x Ay, ¢ € [n], for some m,,m, € N. Given some fixed pairs
(o, B,), we define, for each t € AL, the set of equations S; as:

Sg={Exy) =t L€ n]}, Exy):= Z flawg,yj) + Z f(%is Be)-

j€[my] i€[ma]

2The results of Jutla and Roy are based on what they call the “switching lemma". As noted Morillo
et al. [MRV15], it is implicit in the proof of this lemma that the same results can be obtained under
computational assumptions.
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We note that, as in Jutla and Roy’s work, we only achieve quasi-adaptive aggregation,
that is, the common reference string is specific to a particular set of equations. More
specifically, it depends on the constants a, 3, (but not on #,, which can be chosen by the
prover) and it can be used to aggregate the proofs of S, for any t.

Given the equation types for which we can construct NIZK GS proofs (and not only NIWI
proofs), there always exists (1) t, € A;, such that £, = f(t,, base;) or (2) t; € A, such
that ¢, = f(basey,t;), where base; = 1 if A; = Z, and base; = P; if A; = G, i € {1,2}
|[GS12]. For simplicity, in the construction we assume that (1) is the case, otherwise
change to(ag;), t1(te) for v1(as;), t2(te) in the construction below.

K(gk,S;): Let A = (a;;) < Dy . Define

crs = | crses, § > ilaria), Y ta(ariBy), {talars) : L € [n]} < i € [K]

Len] Le[n]

P(gk,S;, x,y): Given a solution x = x, y =y to S;, the prover proceeds as follows:
e Commit to all z; € A; as [c;]; + GS.Com(z;), and to all y; € Ay as [d;]s
GS.Com(y;).

e For each ¢ € [k], run the GS prover for the equation > ., ar;Ei(X,y) =
> e f(te, ae;) to obtain the proof, which is a pair ([©;]1, [IL]2).
Output ({[c;hr : j € [ma]}, {d;la : j € [my]}, {([TL]2, [©:]) = 7 € [K]}).

V(ers, Sg, {[cjli 1 g € [ma]}, {[djl2 : 5 € [my]}, {[®i]1, [IL]2 : @ € [k]}): Foreachi € [k], run
the GS verifier for equation

ZahEéxy thé,au

Len] Le(n]

Theorem 3.3 The above protocol is a QA-NIZK proof system for two-sided linear equa-
tions.

Proof (Completeness.) Observe that for each i € [k]

Z ariFoi(x,y) Z agite = Z f(te,ag;). (3.2)

Le[n] Le[n]

Completeness follows from the observation that to efficiently compute the proof, the GS
prover only needs, apart from a satisfying assignment to the equation, the randomness
used in the commitments plus a way to compute the inclusion map of all involved constants,
in this case t1(ag ;0w ;), ta(arifBe;), and the latter is part of the CRS.

(Soundness.) We change to a game Game; where we know the discrete logarithm of the
GS commitment key, as well as the discrete logarithms of (o, B,), ¢ € [n]. This is possible
because they are both chosen from a witness samplable distribution.

We now prove that an adversary against the soundness in Game; can be used to con-
struct an adversary B against the D,, ;-SKerMDH assumption, where D, . is the matrix
distribution used in the CRS generation.

B receives a challenge ([A]1,[A]y) € G™F* x G§**. Given all the discrete logarithms
that B knows, it can compute a properly distributed CRS even without knowledge of the
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discrete logarithm of [A];. The soundness adversary outputs commitments {[c;]; : j €
[ma]}, {[d]2 - j € [my]} together with proofs {[®;]1, [IL]s : ¢ € [k]}, which are accepted
by the verifier.

The adversary B can use the discrete logarithm of the commitment keys to compute
openings of {[c;]1 : j € [m4]}, {[d;]2 : j € [my]} (or the corresponding translation to G
when A, =7Z,,s € {1,2}). Let [x]; and [y]» the vectors of these commitments. We claim
that the pair ([p];,[o]2) € G} x GE, [p], = (B] [x]1 — [ti]1, .-, B [x]1 — [tu]1), [6]2 =
(@] [y]a, .., [y]2), solves the D, x-SKerMDH challenge and can be efficiently computed
by B.

First, observe that if the adversary is successful in breaking the soundness property, then
p # o. Indeed, if this is the case there is some index ¢ € [n] such that Fy(x,y) # ts,

which means that >, 1 f(Qw;,¥;) # 2 jepma (%, Bej) — f (e, bases). If we take discrete
logarithms in each side of the equation, this inequality is exactly equivalent to p # o.

Further, because GS proofs have perfect soundness, x and y satisfy the equation ) ten) ap; Eo(x,y) =
> vepn) [ (e acy), for all i € [k]. Thus, for all i € [k],

D lacile (8] xh — [tedr) = > lacilh (e [yl) (3.3)

Le[n] Le[n]

which implies that [p];[A], = [o]2[A]1.

(Zero-Knowledge.) The same simulator of GS proofs can be used. Specifically the simu-
lated proof corresponds to k£ simulated GS proofs. O

One-Sided Equations.

In the case when oy = 0 and #, = f(t,, basey) for some t, € Ay, for all £ € [n], proofs can be
aggregated under a standard kernel assumption (and thus, in asymmetric bilinear groups
we can choose k = 1). Indeed, in this case, in the soundness proof, the adversary B receives
[A], € G3**, an instance of the D,, ;-KerMDHg, problem. The adversary B outputs [p]; :=
(B8] x]i—[ti]1, ..., B, [x]i—[tn]1) as a solution to the challenge. To see why this works, note
that, when a, = 0 for all £ € [n], equation (3.3) reads > _,(,[arla (B/ X1 — [teh) = [0]7
and thus [p];[A], = [0]7. The case when B, = 0 and ¢, = f(base;,t,) for some t, € As,
for all ¢ € [n], is analogous.

Public Parameters.

The size of the CRS of the construction above depends on the number of elements needed
to represent [Als. In this sense, it is interesting to sample [A], from some family of matrix
assumptions with good representation size. As we assume that n > k, it is interesting to
instantiate this scheme with the circulant matriz distribution of Morillo et al. [MRV15],
which has a representation size of n — independent of k.

3.6 Structure Preserving Linearly Homomorphic Sig-
natures

Linearly-homomorphic structure preserving signatures [AFG™10, BFKWO09] enable to sign
group elements in GG, where G is a group and to publicly derive signatures of new elements
which are a linear combination of other signed messages. We take Libert et al.’s definition
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[LPJY13], except that we do not identify the elements of G with vectors in G}, for some
group G;. The reason is that G might be some space of the form GJ* x G%.

Definition 3.4 (SPLHS scheme) A linearly homomorphic structure-preserving signa-
ture scheme over the group G consists of a tuple of efficient algorithms ®=(SignGen, Sign,
SignDerive, Verify) for which the message space is M = G, with the following specifica-
tions.

SignGen(gk,n) : is a randomized algorithm that takes as input a group key gk and an
integer n and outputs a key pair (pk, sk). The public key pk specifies a Z, vector
space G of dimension n.

Sign(sk, m): is a possibly probabilistic algorithm that takes as input a private key sk and
m € G. It outputs a signature o € G.

SignDerive(pk, {w;, o;, m;}icq): is a possibly probabilistic signature derivation algorithm.
It takes as input a public key pk as well as € pairs (w;, o), each of which consists
of a weight w; € Z, and a signature o; € G. The output is a signature o € G on

the vector m = Ziem w;m;.

Verify(pk, m, o): is a deterministic algorithm that takes in a public key pk, a signature
o, and a vector m. It outputs 1 if o is deemed valid and 0 otherwise.

Correctness is expressed by imposing that, for all security parameters A € N, all integers
n € poly(A) and all pairs (pk, sk) < SignGen(gk,n), the following holds:

1. For all m € G, if o = Sign(sk, m), then we have Verify(pk, m, o) = 1.

2. For any ¢ > 0 and any set of triples {(w;, o5, m;)}icpg, if Verify(pk, m;, ;) = 1 for
each i € [{], then Verify(pk, ;. q wim;, SignDerive(pk, {(w;, 0:)})) = 1

In order to get a uniform definition for different types of forgery, we will say that a pair
(m*, o) is a forgery if P(m*,Q)) = 1, where P is a predicate on (m*, Q) and @ is the
set of reveal queries made by the adversary. We stress that the predicate P is not always
efficiently computable. For instance, for the scheme of Libert et al. ([LPJY13]), this
predicate is 1 iff m* is outside the linear span of previous queries, and this is, in general,
hard to decide in the group G (although it might be easy for some set Q).

Definition 3.5 A SPLHS scheme ® = (SignGen, Sign, Verify, SignDerive) is secure against
type P adversaries if no PPT adversary has non-negligible advantage in the game below:

1. The adversary A chooses an integer n € N and sends it to the challenger who runs
SignGen(gk,n) and obtains (pk, sk) before sending pk to A.

2. On polynomially-many occasions, A can interleave the following kinds of queries.

Signing queries: A chooses a vector m € G". The challenger picks a handle h
and computes o < Sign(sk,m). It stores (h,m, o) in a table T and returns h.

Derivation queries: A chooses a vector of handles h = (hy,...,hy) and a set
of coefficients {w;}icg. The challenger retrieves the tuples {(h;, m;, a;)}icy
from T" and returns L if one of these does not exist. Otherwise, it computes
m = Zz’e[z} wm; and runs o < SignDerive(pk, {(wi, i) }icig). 1t also chooses
a handle h, stores (h,m, o) in T and returns h to A.

Reveal queries: A chooses a handle h. If no tuple of the form (h,m, o) exists in
T, the challenger returns L. Otherwise, it returns o to A and adds (m, o) to
the set Q).
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3. A outputs a signature o* and a vector m*. The adversary A wins if P(m*, Q) = 1.
A’s advantage is its probability of success taken over all coin tosses.

Libert et al. also used a set T of tags in order to add up many instances of their signature
scheme in only one. For simplicity, we omit this parameter.

3.6.1 One-Time LHSPS Signatures in Different Groups

The one-time linearly homomorphic signature of Libert, Peters and Yung [LPJY14] implies
a QA-NIZK argument for linear spaces. Similarly, our constructions of QA-NIZK proofs
for membership in concatenated subspace and for sum in subspace (in the case where the
space is not from a witness samplable distribution) is implied by a one-time structure
preserving signature scheme with different security properties.

In particular, for subspace concatenation, “one-time" means that the adversary is unable
to sign vectors which are not in the span of previously signed vectors, namely, the ad-
versary cannot output a signature for a pair ([x]3, [y]5) € G x Gy if ((x*)T|(y*)") is
linearly independent from the vectors (x;'|y,"), i € [gs], (the concatenation of two vec-
tors), where ([X;]1,[y:]2) are the signing queries of the adversary. The discussion for the
scheme which results from our Sum-in-Subspace QA-NIZK proof, results in a different
notion of “one-time" — this is captured in the security definition by a different predicate
P —, see discussion below.

In either case, the size of the resulting signatures is (k+1)(|G1|+|Gs|) under the SKerMDH
assumption, but if security against random message attacks is sufficient (meaning that
the signatures in the set () which are seen by the adversary are sampled uniformly at
random), the signature size can be reduced to k(|G| + |Ga|) (essentially, in this case
one can sample A from D;). This is inspired by the one-time constructions of structure-
preserving signatures of Kiltz et al. secure against random message attacks|[KPW15]. We
omit any further discussion of this case, as it is a straightforward generalization of our
QA-NIZK proofs in the witness samplable setting using the ideas of Kiltz et al.

Our construction is based on the SKerMDH assumption introduced in Section 2.4. Fol-
lowing the syntactic definition of Section 2.4, our scheme assumes G = GJ* x G} and the

length of the messages is n + m.
e SignGen(gk,m,n): Choose A + Dy, A,E « ZV™™ Ay = ATA, Az :=ETA
The secret key is sk = (A, E), while the public key is defined to be

(1

pk = ([A], [Az]1, [Als, [Anls) € GEFDF s Gk 5 GIFFDXF o Gk,

e Sign(sk, ([x]1, [y]2)): To sign a vector ([x]1,[y]2) € G x G, pick z + Z™ and
output the pair ([p], [o]s) € GF x GIHY | defined as:

o1 = Alxly + [z, [o]2 := Elyl2 — [2]2-

e SignDerive(pk, {(w;, [p;]1,[0i]2) }i=1): given the public key pk, and ¢ tuples (w;, [p;]1,
[07,)2), output the pair (X0_, wilp]1, S, wiloi]s) € GV x G,

o Verify(pk, ([x]1, [¥]2), ([p]1, [6]2)) is a deterministic algorithm, that takes as input a
public key pk, a signature ([p]1, [o]2) and returns 1 if and only if ([p]1, [o]2) satisfies

[p h[A]y + [0 ]o[A] = [x Thi[Axl: + [y ']o[A=]r
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Correctness. If a signature is correctly generated then

[0 h[A]y — [x Ti[An]2 = [2"1[A], [0 "]2[A] — [y "]2[Az] = —[z" ]2[A]L.

Therefore the verification algorithm outputs 1 on a correctly generated signature. The
proof of correctness of the signature derivation algorithm follows a similar argument.

Let @ = {([xi]1, [yi]2) }iclq,) De some set of elements of G* x Gj. We define the predicate
P a[s ]]3}(([X]1, [v]2),@) = 1iff (x"[y") € Z2™ is not in the space spanned by {(x/|y;) :
1€ |qs| |-

Theorem 3.6 The signature scheme is type P unforgeable if the SKerMDH assumption
holds in Gy, Gs.

The argument is almost identical to Libert et al.’s [LPJY13].

Proof We show how to construct an algorithm B which takes as input an instance
([A]1, [A]2) of the SKerMDH assumption and outputs a pair of vectors ([r]y, [s]2) € G xG3,
r # s, such that [r"|;[A], = [s"]z[A]; given oracle access to a forger F against the signa-
ture scheme (see Section 3.6).

Algorithm B starts by honestly running the key generation algorithm using a randomly
chosen sk = (A, E). Any signature query of F on a vector ([x]q, [y]2) is honestly answered
by B, by running the signing algorithm. The game ends with F outputting a vector
([x]7, [y]5) with a valid signature ([p*]1, [6*]2). At this point, B computes its own signature
([p']1, [o1]2) using the secret key sk := (A, Z). The adversary B will output as a response
to the SKerMDH challenge the pair ([p*]; — [p']1, [6]2 — [07]2).

We now see that, with overwhelming probability, this is a valid answer to the SKerMDH
challenge. Indeed, since both signatures satisfy the verification equation, we can subtract
the verification equation of each pair, obtaining:

([P = [p"]1) "[A]2 = ([o"]> — [o7]2) "[A]

Therefore, all we need to argue is that p* — p! # o — ¢* with overwhelming probability.
This is equivalent to show that the probability that p* + o* = p' + o is negligible. The
key point of the argument is that

pl+ol = Ax* +Ey* = (A E) (X>

is information theoretically hidden to F.

The rest of the argument is identical to Libert et al.’s. The argument goes as follows:
*

since, by assumption, (;*) is independent of all previous queries, then there is some

information about (A E) which is information theoretically hidden. Thus, pf + o' is
information theoretically hidden and from the adversary’s point of view it is equally likely
that it has any out of ¢ potential values. Il

Signing the Sum of Two Linear Spaces. When m = n, we can adapt the previous
construction to a different forgery condition namely, we can prove security against a
different type of adversary. Namely, Libert et al.’s scheme is secure against an adversary
whose goal is to output a forgery for a message which is linearly independent from all of
its signing queries. In our case, we require that the adversary cannot output a signature
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for a pair ([x]}, [y]5) € G* x GJ if x* 4+ y* is linearly independent from the vectors x; +y;,
i € [gs], where ([x;]1, [yi]2) are the signing queries of the adversary.

Our construction is like the previous one taking = = A. Indeed, in this case the adversary
only learns Ax* + Ey* = A(x* 4+ y*), and identically the same argument follows.
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Chapter 4

QA-NIZK Arguments for Bit-Strings

In this chapter construct a constant-size proof that a set of n commitments to elements
in some field Z, open to 0 or 1. Equivalently, we construct a constant size proof for the
satisfiability of the equations by(b;y — 1) = 0,...,b,(b, — 1) = 0. Although solutions for
this problem can be easily derived from general results of constant-size NIZK for any
NP language |GGPR13, DFGK14, Grol6|, they would rely on strong and controversial
assumptions, namely non-falsifiable assumptions. Therefore, it is an open question how to
build constant-size proofs for this statement using only standard falsifiable assumptions.

A set of n commitments cy,...,c, to elements of Z,, each commitment of size s, defines
a single commitment ¢ = (cy, ..., ¢c,) to an element of Z}, of size n - s. Alternatively, one
can define the commitment c so that its size may be < n - s and, depending on the size
of ¢, there may or not be a unique opening. Thereby, we distinguish two different cases:

Perfectly Binding Commitment: The commitment defines a unique vector x € Zj.
It must hold that |c| > nloggq = Q(n).

Computationally Binding Commitment: In this case ¢ can be opened to many val-
ues and it is possible that |c| = o(n).

In the second case it is not clear what a proof that the openings are in {0,1} means.
For example, in the case of perfectly hiding commitments such as multi-Pedersen commit-
ments — where a commitment to x € Z} is [c]; = Zie[n] z;gi|1 + 7[gn+1]1 € Gy — each [c];
can be opened to any x’ € Z since

i =Y @ilgh + | | c= D #lgi | guts | [nsahs

i€[n) i€[n]

(in particular to 0 or 1) and thus the proof is trivial. Although it does makes sense to
do a proof of knowledge, where one can extract a witness, we do not know how construct
such proof system using only falsifiable assumptions.

For this reason, in [GHR15a| we first concentrated in the perfectly binding case, specif-
ically Groth-Sahai commitments (and also other related perfectly-binding commitment
scheme). We find two interesting applications of this proof system: more efficient signa-
ture schemes, with emphasis on the case of ring signatures, and more efficient threshold
Groth-Sahai proofs.

Later, in [GR16], we tackle the computationally binding case for a commitment scheme
which is an “hybrid” between multi-Pedersen commitments and Groth-Sahai commitments.



We call this commitment scheme extended multi- Pedersen commitments. What is inter-
esting about extended multi-Pedersen commitments is that they can be perfectly hiding
but they can also be perfectly binding at one (and only one) coordinate, depending on
the the commitment key distribution. Furthermore, the different commitment key distri-
butions are computationally indistinguishable and, thereby, one can randomly choose an
index which remains hidden to the adversary such that b;, the opening at coordinate ¢, is
uniquely defined. Unlike the NIZK proof for multi-Pedersen commitment, our NIZK proof
for extended multi-Pedersen commitments implies that b; € {0,1} which is not trivially
true.

Extended multi-Pedersen commitments bears some similarities with somewhere statisti-
cally binding hashing [HW15| and vector commitments |[CF13|. See Section 4.2.1 for a
more detailed comparison.

To exemplify the usefulness of extended multi-Pedersen commitments, we build a proof
for the perfectly binding case. Given a perfectly binding commitment [c]; to b € Z7
compute a proof that b € {0,1}" as follows:

1. Compute and extended multi-Pedersen commitment [c']; to (b, ..., 0b,).
2. Show that [c|; and [c/]; can be opened to the same value.
3. Show that [¢/]; can be opened to and element from {0, 1}".

Soundness follows from soundness of the proof from step 3 as follows. Suppose that
b ¢ {0,1}", i.e. there is some i* such that b ¢ {0,1}. By choosing a random index
i from [n] and picking the commitments keys such that the extended multi-Pedersen
commitments are perfectly binding at coordinate i, we have that with probability 1/n,
i* = 4. Given that [c|; and [c/]; can be opened to the same value and the opening of [¢'];
at coordinate 7 is uniquely defined, such opening must be equal to b;« ¢ {0, 1} and we can
break soundness of the proof from step 3 with probability at least 1/n.

While we use essentially the same techniques from the perfectly binding case to build the
proof system for the computationally binding case (step 3), this new approach can be
applied to more diverse scenarios. Indeed, it is a key ingredient in Chapter 5 where we
construct aggregated set-membership proofs and more efficient range proofs and proofs
of correctness of a shuffle.

In Section 4.1 we describe our results for the perfectly binding case and the applications,
and in Section 4.2 we describe our results for the computationally binding case.

4.1 The Perfectly Binding case

In this section we construct a constant-size proof that a perfectly binding commitment in
G opens to an element of {0,1}". Such a construction was unknown even in symmetric
bilinear groups (yet, it can be easily generalized to this setting [GHR15b, Appendix C]).
More specifically, we prove membership in

Lekbits == {[c]1 € GI™™ : Fb € {0,1}", w € Z s.t. [c]y := Com(b; W)},

where ck := ([U4]1, [Us)y) € nger)X" X G§"+m)xm define a perfectly binding and compu-
tationally hiding commitment to b which is computed as Com.(b; w) := [U;]1b + [Us]w.
Specifically, we give instantiations for m = 1 (when [c]; is a single commitment to b), and
m = n (when [c]; is the concatenation of n Groth-Sahai commitments).
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We stress that although our proof is constant-size, we need the commitment to be per-
fectly binding, thus the size of the commitment is linear in n. The common reference
string which we need for this construction is quadratic in the size of the bit-string. Our
proof is compatible with proving linear statements about the bit-string, for instance, that
> ici bi = t by adding a linear number (in n) of elements to the CRS (see Section 4.1.5).
We observe that in the special case where t = 1 the common reference string can be linear
in n. The costs of our constructions and the cost of GS proofs are summarized in Table
4.1.

Our results rely solely on falsifiable assumptions. More specifically, in the asymmetric case
we need some assumptions which are weaker than the symmetric external DH assump-
tion plus the SSDP assumption. Interestingly, the translation of our construction to the
symmetric setting relies on assumptions which are all weaker than the 2-Lin assumption
|[GHR15b, Appendix C|.

We combine the QA-NIZK argument for Ly, nj,,+ from Section 3.3 with decisional
assumptions in G; and G,. We do this with the purpose of using QA-NIZK arguments even
when M+N has full rank. In this case, strictly speaking “proving membership in the space”
looses all meaning, as every vector in GT* x GJ' is in the space. However, using decisional
assumptions, we can argue that the generating matrix of the space is indistinguishable
from a lower rank matrix which spans a subspace in which it is meaningful to prove
membership.

Finally, in Section 4.1.6 we discuss some applications of our results. In particular, our re-
sults provide shorter signature size of several schemes, more efficient ring signatures, more
efficient set membership proofs, and improved threshold GS proofs for pairing product
equations.

[ [ Comms ] Proof [ CK [ CRS(p) | #Pairings |

GS [GS08] (2n,2n) (4n, 4n) (4,4) 0 28n

GS + Yeom(Dy) (2n,2n) | (2n+2,2n+2) (4,4) (110%:3 20n + 8
My m = 1 (n+1,0) (10, 10) (n+1,0) (667;211111;1:3%’ n+55
Myie m =7 (i) (2n,0) (10, 10) (4,0) (1122532:11;:‘;*2242)’ 2 + 52
My m = n (ii) (2n,0) (10, 10) (4,0) (6%2j112?:3322)’ dn + 52
My weight 1L, m=1 || (n+1,0) (10, 10) (n+1,0) (1198::3342)’ n+ 55
My weight L, m=n || (2n,0) (10, 10) (4,0) (1280;113322)’ dn + 52

Table 4.1: Comparison for proofs of membership in L. pits between GS proofs and our different constructions.
Our NIZK construction for bit-strings is denoted by Iln; and the construction for proving that two sets of
commitments open to the same value Weom(Dy). Row “Ily m = 1" is for our construction for a single
commitment of size n + 1 to a bit-string of size n. Rows "I,y m = n (i)" and "I, m = n (ii)” are for
our construction for n concatenated GS commitments, using the two different CRS distributions described in
Section 4.1.2. Rows “IIy;; weight 1, m = 1" and “Ily;; weight 1, m = n" are for our constructions for bit-strings
of weight 1 with m = 1 and m = n, respectively. Column “Comms” contains the size of the commitments,
“CK" the size of the commitment keys in the CRS, and “CRS(p)" the size of the language dependent part of
the CRS. Notation (a,b) means a elements of G; and b elements of Gy. The table is computed for D), = Lo,
the 2-Linear matrix distribution.

4.1.1 Intuition

To prove that a commitment in G; opens to a vector of bits b, the usual strategy is to
compute another commitment [d], € G} to a vector b € Z} and prove (1) b;(b; — 1) =0,
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for all i € [n], and (2) b; — b; = 0, for all i € [n]. For statement (2), since [U]; is witness
samplable, we can use our most efficient QA-NIZK from Section 3.4 for equal opening
in different groups. Under the SSDP assumption, which is the SKerMDH assumption of
minimal size conjectured to hold in asymmetric groups, the proof is of size 2(|G1| + |G2)).
Thus, the challenge is to aggregate n equations of the form b;(b; — 1) = 0. We note that
this is a particular case of the problem of aggregating proofs of quadratic equations, which

was left open in [JR14].

We finally remark that the proof must include [d], and thus it may be not of size indepen-
dent of n. However, it turns out that [d], needs not be perfectly binding, in fact n = 2
suffices.

Our Approach

A prover wanting to show satisfiability of the equation x(y — 1) = 0 using GS proofs, will
commit to a solution x = b and y = b as [c]; = b[uy]; + r[ug]; and [d]y = b[vi]s + s[va]a,
for r,s < Z,, and then give a pair ([0];,[w]2) € G? x G3 which satisfies the following
verification equation!:

[e]1 ([d]2 — [vi]2) " = [uala[m "] + [O]1[v3 ]a- (4.1)

The reason why this works is that, if we express both sides of the equation in the basis of
G%XZ given by {[ul]l[vf]g, [u2]1[v1|—]27 [ul]l[vﬂg, [UQ]l[V;—]Q}, the coefficient of [ul]l[VI]g is
b(b—1) on the left side and 0 on the right side (regardless of ([@]y, [r]2)). Our observation

is that the verification equation can be abstracted as saying:

[l ([d]s — [va]o) " € Span([ushi[v{ ], [wi]s[v3 |2, [uzhi[v5]2) € GF2, (4.2)
Now consider commitments to (b, .. .,b,) and (by,...,b,) constructed with some commit-

ment key {([g;]1, [hi]2) : 7 € [n+ 1]} € G} x G, for some w € N, to be determined later,
and defined as [C]l = Zze[n] bz[gz]l + T[gn+1]1, [d]g = Zzé[n] b,[hz]Q + S[hn+1]2, r,S < Zq.
Suppose for a moment that {[g;]1[h/]s : i,j € [n + 1]} is a set of linearly independent
vectors. Then,

[ch [ [d7)2— > [h/]> | € Span{[gii[h]o:i#j wheni,j #n+1}  (4.3)

JE€M]

if and only if b;(b; — 1) = 0 for all i € [n], because b;(b; — 1) is the coordinate of [g;];[h; ]
in the left side of the equation.

Equation 4.3 suggests to use one of the constant-size QA-NIZK arguments for linear
spaces to get a constant-size proof that b; (l_)i —1) =0 for all i € [n]. 2Unfortunately, these
arguments are only defined for membership in subspaces in G7* or G5* but not in G/7'. Our
solution is to include information in the CRS to “bring back” this statement from Gr to
Gy, i.e. the matrices [C; ;|1 := [gi]1h], where i # j when 4, j # n + 1. We denote this set
of matrices as C := {[C;,]1 : i # j when 4,5 # n + 1}. Then, to prove that b;(b; — 1) =0
for all i € [n], the prover computes [@]; as a linear combination (with coefficients which

'For readers familiar with the Groth-Sahai notation, equation (4.1) corresponds to c e (d — t2(1)) =
u e+ 0evy.
2We identify matrices in G§*” (resp. in G5*") with vectors in G$ (resp. in Gg%).
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depend on b, b, 7, s) of the matrices in C. Then the verifier checks that
T

el { [d2 = > [hyla | = [Oh[Tala, (4.4)

Jeln]
and finally the prover gives a QA-NIZK proof of [®]; € Span(C).

This reasoning assumes that {[g;]sh} } (or equivalently, {[C;]1}) are linearly independent,
which can only happen if m > n + 1. If that is the case, the proof size cannot be
constant because [@]; € GT*™ and this matrix is part of the proof. Instead, we choose
g1, 81 € GY and hy,... h,,, € G2, so that {[C;;]i} € GP**. Intuitively, this
should still work because the prover receives these vectors as part of the CRS and he
does not know their discrete logarithms, so to him, they behave as linearly independent
vectors.

Nevertheless, the statement [©]; € Span(C) seems no longer meaningful, as Span(C) is
all of G2*? with overwhelming probability. But this is not the case, because by means of
decisional assumptions in G; and in Go, we switch to a game where the matrices [C; ]
span a non-trivial space of G1*?. Specifically, to a game where [C;- ]; ¢ Span(C), were
i* is a random integer in [n| which remains hidden to the adversary. Once we are in
such a game, perfect soundness is guaranteed for equation b (b — 1) = 0 and a cheating
adversary is caught with probability at least 1/n. We think this technique might be of

independent interest.

The last obstacle is that, using decisional assumptions on the set of vectors {[h;]2}jen+1) is

incompatible with using the discrete logarithms of [h;], to compute the matrices [C]y, ; ==

[gi]lth given in the CRS. To account for the fact that, in some games, we only know
gi € Z, and, in some others, only h; € Z,, we replace each matrix [C;;]; by a pair
([Cijl1, [Diy]2) which is uniformly distributed conditioned on C;; + D;; = g;h]. This
randomization completely hides the group in which we can compute gith. Finally, we
use our QA-NIZK argument for sum in a subspace (Section 3.3) to prove membership in
this space.

4.1.2 Instantiations

We discuss in detail two particular cases of languages L pits. First, in Section 4.1.3 we
discuss the case when

(a) [c]; is a vector in G w,y1 < L4311 and Uy := (E"X") € Zé”H)X“, U, :=u, €
1xn
ZZLJFI, U .= (U1|U2)

In this case, the vectors [g;]; in the intuition are defined as [g;]; = A[w;];, where A <+
72" and the commitment to b is computed as [c]i == > i bilwsls +w[unia]i. Then
in Section 4.1.5 we discuss how to generalize the construction for a) to

(b) [c]y is the concatenation of n GS commitments. That is, given the GS CRS crsgs =
(gk, [wi]1, [ua]1, [Vi]2, [va]2), we define,

u; ... 0 U ... 0
Up=|: . :|ezz» Uy=|: .. :|ezi™
0o ... u; o ... U9

Although the proof size is constant, in both of our instantiations the commitment size is
©(n). Specifically, (n + 1)|G,| for case a) and 2n|G,| for case b).
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4.1.3 The Scheme

K(gk,[U]1): Let hyy « Z2 and for all i € [n], h; := €hpyq, where ¢; < Z,. Define
Hy = ([ho]...[[hps1)2). Choose A «— Z2*U" define [G]; := A[U]; and
(g1 == Alw]; € G, for all i € [n+ 1]. Let a < £; and define [aa], := AT[a], €
G4*'. For any pair (i,5) € Z,1 (as defined in Section 2.1), let T;; — Z2*? and set:

[Cigli = [gihih] — [Ty h € G2, [Dijl2 := [Tijl2 € G

Note that [C;;]i can be efficiently computed as h; € Zg is the vector of discrete
logarithms of [h;];.

Let Wgym be the proof system for sum in subspace (Section 3.3) and Wy, be an
instance of the proof system for equal opening (Section 3.4).

Let crsy,,,, < Ki(gk, {[Cijl1, [Dijl2 : (4,7) € T }) and crsy,,, < Ki(gk, [G]1, [H]2,n).

The common reference string is given by:

Crsp = ([U]la [G]h [H]h {[Ci,j]b [Di,j]Q : (27]) € In,l}, CrSwym > CrS‘I/com) )

crsy = ([a]y, [aa]e; Crsug,, CrSw.,,) -

P(crsp, [c]1, (b, wy)): Pick wy, <= Zg, R <= Z2** and then:

1. Define
el =161 (). =L ().

2. Compute ([O]y, [IT]3) :=

> Giwn([Cipsals, Dinsls) + wy (b = D([Crsr il Dagala))

i€[n]
+3 ) bilby = D)([Cijly, [Dijl2)
[n] j€[n]
i#i
Fwewn([Crirnt1lt, Pntintalz) + (R, —[R]a). (4.5)

3. Compute a proof mg,m that ®@+1II belongs to the space spanned by {C; ;+D, ; :
(i,7) € Zp1}, and a proof meom that ([cali, [d]2) open to the same value, using
b, wy, and wy,.

V(CFSV, [C]l’ [CA]l’ [d]Qv ([8]1’ [H]2)7 Tsum) 71-Com):
1. Check if [c]{ [aa]s = [cal{ [a]o.

2. Check if
-

lcali ([ [d2a = ) hyla | =[O [Taxale + [Tax2)s [TT)2. (4.6)

J€ln|

3. Verify that meym, Tcom are valid proofs for ([®]y, [IT]z) and ([cali, [d]2) using
Voum and Y, respectively.

If any of these checks fails, the verifier outputs 0, else it outputs 1.

39



S1(gk,[U];): The simulator receives as input a description of an asymmetric bilinear
group gk and a matrix [U]; € ngﬂ)x(nﬂ) sampled according to distribution D,.
It generates and outputs the CRS in the same way as K;, but additionally it also
outputs the simulation trapdoor

= (H7 A’ 7_‘I/sum7 T\I/com) Y

where 7y, and 7y, are, respectively, Uq,m’s and Weom's simulation trapdoors.

Ss(crsp, [c]1, 7): Compute [cal; := Alc];. Then pick random @), < Zg, R < Z2** and
define d := wh,, 1. Then set:

T

O] :=[cali (d=> hi| +[R], ], := —[R]s.

i€[n]

Finally, simulate proofs mgym, Tcom using 7y, and 7y,

4.1.4 Proof of Security

Theorem 4.1 The proof system from Section 4.1.3 is QA-NIZK proof system for the
language Lk pies with perfect completeness, computational soundness, and perfect zero-
knowledge

Proof (Completeness.) It is obvious by definition that for any [c]; € L pits the vector
[calr generated by an honest prover passes the verification test described in 1).

Note that, by definition of [Ci,j]l and [Di’j]g, [Ci,j]l[IQXZ]Q -+ [IQXQ]l[DiJ‘]Q = [gz]l[h;]g
Since b;(b; — 1) = 0 for each i € [n],

T

[eal [ [d]2 = > [hi,

i€[n]

= > | biwnlgdi[byale + wy(b = Dlgnpalih ]2 + > bib; — Digdi[b]o | +

i€[n] J€[n]

WyWh [8nt1] [hlﬂb

=Y | bawnlgila[hy ]2 + we(b — Dgnsi b ]2 + > bi gili[h)]>
i€[n] Jj€ln]
JFi

+ wywn[gni1]1[Byy1]2 + [R]1[T2xa]2 — [Taxai [R]2
=[0]1 [Taxz]2 + [Taxz): [TT]o.
Finally, the rest of the proof follows from completeness of ¥ oy and Weypm.
(Soundness.) Soundness is proven in Theorem 4.2.

(Zero-Knowledge.) First, note that the vector [d], € G2 output by the prover and the
vector output by Ss follow exactly the same distribution. This is because the rank of [H],
is 1. In particular, although the simulator Ss does not know the opening of [c|;, which
is some b € {0,1}", there exists w, € Z, such that [d], = [H], (.2 ). Since R is chosen
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uniformly at random in Z2*?, the proof ([@]y, [IT],) is uniformly distributed conditioned
on satisfying check 2) of algorithm V. Therefore, these elements of the simulated proof
have the same distribution as in a real proof. This fact combined with the perfect zero-
knowledge property of Vg, and W ., concludes the proof. O

Theorem 4.2 Let Advps(A) be the advantage of an adversary A against the soundness
of the proof system described above. There exist PPT adversaries By, Bo, Bs, P71, P5 such
that

Advps(A) <n (6/q + Advy, ¢, (B1) + Advy, ¢, (Ba) + Advsp,, (Bs)
+ AdV‘I’sum<PT) + Adv\ycom(P;)) °

The proof follows from the indistinguishability of the following games:

Real This is the real soundness game. The output is 1 if the adversary breaks the sound-
ness, i.e. the adversary submits some [c]; = [U]; (., ), for some b ¢ {0,1}" and
w € Zg, and the corresponding proof which is accepted by the verifier.

Gamey This game is identical to Real except that algorithm K does not receive [U]; as a
input but it samples ([U]y, U) € R, itself according to Dyy.

Game; This game is identical to Gamey except that the simulator picks a random i* € [n],
and uses U to check if the output of the adversary A is such that b € {0,1}. It
aborts if b € {0, 1}.

Game, This game is identical to Game; except that now the vectors [g;]1, i € [n] and 7 # i,
are uniform vectors in the space spanned by [g,11]1-

Games This game is identical to Gamey except that now the vector [h;«], is a uniform vector
in G3, sampled independently of [h,,1]s.

It is obvious that the first two games are indistinguishable. The rest of the argument goes
as follows.

Lemma 4.3 Pr[Game;(A) =1] > 1 Pr [Gamey(A) = 1].
n

Proof The probability that Game;(A) = 1 is the probability that a) Gamey(A) = 1 and
b) b ¢ {0,1}. The view of adversary A is independent of i*, while, if Gameg(A) = 1, then
there is at least one index ¢ € [n] such that such that b, ¢ {0,1}. Thus, the probability
that the event described in b) occurs conditioned on Gameg(A) = 1, is greater than or
equal to 1/n and the lemma follows. O

Lemma 4.4 There exists a U;-MDDHg, adversary B such that |Pr[Game;(A) = 1] —
Pr[Gamey(A) = 1] | < Advy, ¢, (B) +2/¢.

Proof The adversary B receives ([s]i, [t]1) an instance of the U;-MDDHg, problem. B
defines all the parameters honestly except that it embeds the U;-MDDHg, challenge in
the matrix [G];.

Let [E]; := ([s]1|[t]1). B picks i* < [n], Wy « ZZ*V Y W, « 22X [g.], « G2,
and defines [G]; := ([E]1Wo|[gi<]1|[E]1 W1][s]1). In the real algorithm K, the generator
picks the matrix A € ng(nﬂ). Although B does not know A, it can compute [A]; as
[A]; = [G]; U™, given that U is full rank and was sampled by B, so it can compute the
rest of the elements of the common reference string using the discrete logarithms of [U];,

[H]Q and [a]g.
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In case [t]; is uniform over G?, by the Schwartz-Zippel lemma det([E];) = 0 with prob-
ability at most 2/g. Thus, with probability at least 1 — 2/g, the matrix [E]; is full-rank

and [G]; is uniform over G a5 in Game;. On the other hand, in case [t]y = v[s]1,
all of [g;]1, @ # i*, are in the space spanned by [g,+1]1 as in Game,. O

Lemma 4.5 There exists a U;-MDDHg, adversary B such that |Pr[Gamey(A) = 1] —
Pr[Games(A) = 1] | < Advy, 6,(B).

Proof The adversary B receives an instance of the U;-MDDHg, problem, which is a pair
([s]2, [t]2), where [s]y is a uniform vector of G3 and [t] is either a uniform vector in G3
or [t]s = 7[s]z, for random v € Z,.

Adversary B samples p1; < Zg, 8i+, 8ny1 Zg and defines g; = 1;gn11, ¢ # ¢*. Then,
defines [h,,;1]o := [s]z and honestly samples the rest of the columns of [H], with the sole
exception of [h;:], which is set to [t]s.

Given that adversary B can only compute g;[h]], € G3*%, it defines [D; ] := gih/], —
[Ti,]2 and [Cijl1 := [Ty, for Ty < Z2** and (i,j) € Z,1. Note that this does
not change the distribution of ([D; ]2, [C; ]1), which is the uniform one conditioned on
Ci’j + Di’j = glh;r

The rest of the parameters are computed using a < £;, the matrix A € ng(nﬂ) and the
discrete logarithms of [G];. It is immediate to see that adversary B perfectly simulates
Game, when [t]; = [s]z and Games when [t]; is uniform. O

Lemma 4.6 There exists a SPg, adversary B, a soundness adversary P for ¥g,m and a
strong soundness adversary P} for Weom such that

Pr[Game;(A) = 1] < 4/q + Advsp,, (B) + Advy,,,(P]) + Advy,,,(P3).

Proof Pr[det((gi<|gn+1)) = 0] = Pr[det((h;+|h,+1)) = 0] < 2/q, by the Schwartz-Zippel
lemma. Then, with probability at least 1 — 4/q, g~h/. is linearly independent from
{gih] : (i,) € [n+1]*\{(¢*,7*)}} which implies that g;-h/. ¢ Span({C;;+D;; : (i,7) €
Z,.1}). Additionally Games(A) = 1 implies that b;« ¢ {0,1} while the verifier accepts the
proof produced by A, which is ([cali, [d]s, ([®]1, [I1]2), Tsum, Teom)- Since {[hy+]a, Ay y1]2}

is a basis of G3, we can define Wy, b;+ as the unique coefficients in Z, such that [d], =
by [hi]o + Wh[hy,41]2. We distinguish three cases:

1) If [ea]s # Alc]i, we can construct an adversary B against the SPg, assumption that
outputs [ca]; — Alc]y € ker([a], ).

2) If [ca]i = Alc]y but b # b;-. Given that [c]; is perfectly binding and that b;- # b;.
is the unique opening of [ca; at coordinate i*, both commitments can not be opened
to the same value. Therefore, the adversary P} against the strong soundness of W,
outputs mem which is a fake proof for ([cali, [d]2). Note that strong soundness is
required since, in order to compute {[C; |1, [Dijl2 : (¢,7) € Z,1}, Pj requires the
discrete logs of either [G]; or [D]s.

3) If [ca]li = Alc]y and by = b, then by (b — 1) # 0. If we express © + II as a
linear combination of gih;»r, the coordinate of g,-*h; is b= (b — 1) # 0 and thus
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O +1II ¢ Span({C, ;+D,; : (i,7) € Z,,1}). The adversary P} against Uy, outputs
Tsum Which is a fake proof for ([@], [IT]y). 3 O

4.1.5 Extensions
CRS Generation for Individual Commitments.

A natural way to extend our construction to individual commitments (distribution (b)
from Section 4.1.2) is the following. The only change is that the matrix A is sampled
uniformly from Z2**" (the distribution of [H], is not changed). Thus, the matrix [G]; :=
A[U]; has 2n columns instead of n+ 1 and [cal; == [G]; (w, ) for some w, € Z2. In the
soundness proof, the only change is that in Game,, the extra columns are also changed to
span a one-dimensional space, i.e. in this game [g;]1, i € [2n — 1] and i # i*, are uniform
vectors in the space spanned by [go,]1. With this approach, the proof size is still constant
and the changes to the original construction are minimal but the CRS is considerably
larger. Further, we do not know how to make the CRS linear for bit-strings of weight 1.

Therefore, we propose an alternative way to extend our result to individual commitments.
In this new construction, the matrix [GJ; is independent from [U]; and for all ¢ € [n],

[gil1 = til@n+1]1, i < Zg and [gy41]1 Zﬁ.

The proof is defined in a slightly different way. Now one computes [cal; := [G]y (Jj’;),

wy « Zg, and one proves that the three commitments, [c]i,[ca]1,[d]2 open to the same
value. Intuitively, this replaces in the original construction the proofs that Alc|; = [cals
and that Alc|; and [d]; open to the same value. More specifically, this is proven by

showing that (( el ) ,[d]2) € Ly, )., Where.

[cals

U1 U2 02n><1 02n><1
M = dN:=(H; O 0 h .
<G1 Osxn Enr1  Oos an ( 1 VUaxn U2xi n+1)
The advantage of this alternative approach is that the matrix [G]; has now n+1 columns
as in the original construction as opposed to 2n in the first extension to individual com-
mitments.

The proof of soundness must be modified in the following way. In the proof of Lemma 7.7
one sets [g,+1]1 := [s]1 and [g«]1 := [t]1, similarly as done in Lemma 4.5. This guarantees
that, as in the original construction, in the last game [g;]; (resp. [h;«]2) is linearly
independent of the rest of columns of [G]; (resp. [H]z). In the last game we need to show
that [cali = bi[gir]1 + Wylgn41]1 and [d]s = b= [hi+] + Wi [hy11]2, for some @, W), € Z,

and that b;- € {0,1}. Note that the fact that (( el > [d]2) € Lpwy, N, implies that

[ealr /7

[c]
there is some v € Z2"*? such that ([ﬁi) = (%121 ) ~, and the fact that [c]; is perfectly
d]2

binding together with the form of [M];, [N]; implies that v = (2 ). In particular, [ca]; =
(Gl (qorr ) = i + Wylgnia]r and [dlz = [H]s (1,0,,) = bir[his]a + Wa[hy41]s for some

Y2n+1 Y2n+2

3The proof system Wqm is constructed for matrices {(Ci;,Di;) : (4,5) € In} sampled from some
distribution Dy, which in this case depends on the distribution of G and H. We assume that the
adversary P35 against Vg, receives the common reference string of Wg,m, as described in Section 3.3 and
additionally the matrices [G]; and [H], which defines the language, i.e. the distribution of C; ;, D, ;
(this is necessary so that Pj can simulate the crs for adversary A). We stress this additional information
to describe the language does not affect the soundness proof for Theorem 3.1 (in particular, [G]; and
[H], are independent of (A, E)).
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unique b;«. To conclude the proof of soundness we just need to argue that b« # {0, 1},
leads to a contradiction. This follows from the same argument as the original proof.

For zero-knowledge, observe that [cal; is just a uniform vector in Span([g;,+1]1). The sim-

ulator just picks a random [cal; and simulates the proof that (( [Eiil) , [dl2) € Ly, s

with the appropriate trapdoor. The rest of the proof is identical to the simulated proof
in the original construction.

Linear Equations Satisfied by Bit-Strings

Because of the homomorphic properties of the commitments, we can easily extend it to
prove that the bit-string b satisfies Zie[n] Bib; = t, for some B € Zy,t € Z,. If the
commitment [c]; is a concatenation of GS commitments to b;, this can be done in the
usual way with GS proofs. But if U is drawn from distribution (a) (see Section 4.1.2) this
can also be done as follows. Define B := (501 » " ) € ZQX("H) We claim the following:

Blc]; — t[e?] € Span (B[u,;1]1) < Z Bib; = t.

i€[n]

This is justified because Bu; = Be'™' = 3;e?, and then Bc—te? = wBW, 1+ iy, biBui—

te? = wBu, 1 + <zi€[n] Bib; — t) e?. So to be able to prove that D iep Bibi = t, we just
need to add to the CRS the necessary elements to prove membership in Lgp, ), =
{[x]: € G : Jw € Z,;,x = wBu,;; } using one of the constructions of Section 2.7.

Bit-Strings of Weight 1

In the special case when the bit-string has only one 1 (this case is useful in some applica-
tions, see Section 4.1.6), the size of the CRS can be made linear in n, instead of quadratic.
To prove this statement we would combine our proof system for bit-strings of Section 4.1.3
and a proof that Zie[n] b; = 1 as described above when m = 1 or using GS-proofs when
m = n. In the definition of (©,II) in Eq. 4.5, one sees that for all pairs (,7) € [n] x [n],
the coefficient of (C; ;,D; ;) is b;(b; —1). If ¢* is the only index such that b« = 1, then we

have:
D) bib; — 1)(Ciyy,Diy) = > (Cirji Divj) =t (Cie 2, Dy ).

i€[n] je[n] J#*

Therefore, one can replace in the CRS the pairs of matrices (C; ;,D; ;) by (C; ., D; ),
i € [n]. The resulting CRS is linear in n.

4.1.6 Applications

Many protocols use proofs that a commitment opens to a bit-string as a building block.
Since our commitments are still of size ©(n), our results may not apply to some of these
protocols. Yet, there are several applications where bits need to be used independently
and our results provide significant improvements. Table 4.2 summarizes them.

Signatures

There are many signature schemes where a proof that some vector of integers is a bit-string
is useful |[BFPV11, BPV12, Cam13, EHM11]|. For example, in the revocable attribute-
based signature scheme of Escala et. al [EHM11], every signature includes a proof that a
set of GS commitments, whose size is the number of attributes, opens to a bit-string.
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Further, the set membership proof discussed below can also be used to reduce the size
of the ring signature scheme of Chandran et al. [CGS07|, which is the most efficient ring
signature in the standard model. Indeed, to sign a message m, among other things, the
signer picks a one-time signature key and certifies the one-time verification key by signing
it with a Boneh-Boyen signature under vk,. Then, the signer commits to vk, and shows
that vk, belongs to the set of Boneh-Boyen verification keys (vky, ..., vk,) of the parties
in the ring R.

] Proof System ‘ Author ‘ Proof Size ‘
Rafols [Raf15] (1) (mg + 3(n —t) + 2n,0)
Threshold GS Rafols [Raf15] (2) 2(n—t+1,n)

This work (2n +12,10)
Set-Mermbership proof Cl\landran\ et al. [CGS07] (16y/n +4,16y/n + 4)
(Ring Signature) Rafols [Raf15] (8y/n +6,12/n)

This work (4y/n +14,8y/n + 14)
Set-Membership proof | This work (first scheme) (4y/n +16,2/n + 22)
(fixed set) This work (second scheme) | (6/n + 36,6+/n + 60)

Table 4.2: Comparison of the application of our techniques and results from the literature. Notation (a,b)
means a elements of Gy and b elements of Ga. In rows labeled as “Threshold GS” we give the size of the
proof of satisfiability of t-out-of-n sets S;, where m,, is the sum of the number of variables in G in each set
S;, and 71 is the total number of two-sided and quadratic equations in Uie[n] S;. For all rows, we must add
to the proof size the cost of a GS proof of each equation in one of the sets S;. In the other rows n is the size
of the set.

Threshold GS Proofs for PPEs

There are two approaches to construct threshold GS proofs for PPEs, i.e. proofs of
satisfiability of t-out-of-n equations. One is due to Groth [Gro06| and consists in compiling
the n equations into a single equation which is satisfied only if ¢ of the original equations
are satisfied. For the case of PPEs, this method adds new variables and proves that each
of them opens to a bit. Our result reduces the cost of this approach, but we omit any
further discussion as it is quite inefficient because the number of additional variables is
O(Myar + 1), where m,,, is the total number of variables in the original n equations.

The second approach is due to Rafols [Rafl5|. The basic idea behind Rafols’s work,
which extends Groth et al.’s work [GOS06a|, follows from the observation that for each
GS equation type tp, the CRS space K is partitioned into a perfectly sound CRS space
ICfp and a perfectly witness indistinguishable CRS space leLp.

In particular, to prove satisfiability of t-out-of-n sets of equations from {S; : i € [n]} of
type tp, it suffices to construct an algorithm K, which on input crsgs and some set of
indexes A C [n], |A| = t, generates n GS common reference strings {crs;,7 € [n|} and
simulation trapdoors 7; sim, ¢ € A, in a such a way that?:

a) it can be publicly verified the set of perfectly sound keys, {crs; : crs; € /Cfp} is of
size at least t,

b) there exists a simulator Scor who outputs (crs;, 7; sim) for all ¢ € [n], and the distri-
bution of {crs; : i € [n|} is the same as the one of the keys output by K., when
crsgs is the perfectly witness-indistinguishable CRS.

4More technically, this is the notion of simulatable verifiable correlated key generation of Rafols, which
extends the definition of verifiable correlated key generation of Groth et al. [GOS06a].
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The prover of t-out-of-n satisfiability can run K, and, for all ¢ € [n], compute a real
(resp. simulated) proof for S; with respect to crs; when i € A (resp. when ¢ € A°).

Rafols gives two constructions for PPEs, the first one can be found in Appendix C and
the other follows from Section 7°. Our algorithm K., for PPEs® goes as follows:

e Define (by,...,b,) as
[Zi]l = GS.Commck(bi

b =1ifi € Aand b, = 0if i € A°. For all i € [n], let
)
i € A°. Define crs; := (I'

bi[ui]y + ri[us)s, i € Z,, and define 7,; = r;, for all
[Zi]la [112]17 [V1]2, [Vz]z)-

Y

e Prove that ([c1]1,...,[ca]1) opens to b € {0,1}" and that 3, b; = ¢.

i€n

The simulator just defines b = 0. The reason why this works is that when b, = 1,
([z:]1 — [wi]1) € Span([ug)y), therefore crs; € K% pp and when b; = 0, ([z;]1 — [wi]1) ¢
Span([ug];) so crs; € Ki .

More Efficient Set-Membership Proofs

Chandran et al. construct a ring signature of size ©(y/n) [CGS07], which is the most
efficient ring signature in the standard model. Their construction uses as a subroutine
a non-interactive proof of membership in some set S = ([s1]1,...,[Sx]1) which is of size
O(y/n). The trick of Chandran et al. to achieve this asymptotic complexity is to view S as
a matrix [S]; € GT"™™, for m = \/n, where the i, j th element of [S]; is [s; ;|1 := [s(,;)]1 and
(i,7) := (i—1)m+j. Given a commitment [c]; to some element [s,]1, where a = (iq, ja),
their construction in asymmetric bilinear groups works as follows :

1. Compute GS commitments in Go to by ..., b, and b),...,0 , where b; = 1 if i = i,
and 0 otherwise, and 0, = 1 if j = j,, and 0 otherwise.

2. Compute a GS proof that b; € {0,1} and b} € {0,1} for all 7,5 € [m], and that
Zie[m] b; =1, and Zje[m} b; =1.

3. Compute GS commitments to [x1]1 := [5i,1))15- - [Tm]1 = [S(ia,m))1-

4. Compute a GS proof that [z;]; = > bi[sq i, for all j € [m], is satisfied.

1€[m]

5. Compute a GS proof that [s,]; = > b.[x;]; is satisfied.

J€lm] 7J

With respect to the naive use of GS proofs, Step 2 was improved by Rafols [Raf15]. Using
our proofs for bit-strings of weight 1 from Section 4.1.5, we can further reduce the size of
the proof in step 2, see table.

We note that although in step 4 the equations are all two-sided linear equations, proofs can
only be aggregated if the set comes from a witness samplable distribution and the CRS is
set to depend on that specific set. This is not useful for the application to ring signatures,
since the CRS should be independent of the ring R (which defines the set). If aggregation
is possible then the size of the proof in step 4 is reduced from (2|G4| + 4|Gs|)v/n to
4|Gy| + 8|Gyl.

Next we describe the construction generalized to vectors (which will be useful in the next
construction) and then we show that, when the CRS depends on the set and the set is
witness samplable, the proof can be further reduced to ©(y/n).

°The construction in [Rafl5, Section 7| is for other equation types but can be used to prove that
t-out-of-n of crsq,...,crs, are perfectly binding for PPEs.
6Properly speaking the construction is for PPEs which are left-simulatable in Rafols’s terminology.
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More Efficient Set-Membership proof for a Set of Vectors

Here we describe a more efficient version of Chandran’s et al. set-membership proof, which
is also extended to vectors —i.e. to the case where S = ([s1]1, ..., [Sn]1) is a set of vectors
of length ¢. In such a proof, we show that some commitment [c]; opens to a vector [s,]1,
where « = (iy, jo) (recall that (i,7) = /n(i — 1) + 7).

1. Compute GS commitments in Gy to by ..., b, and b}, ..., b, where b; = 1 if i =i,
and 0 otherwise, and b; = 1 if j = j,, and 0 otherwise.

2. Compute a proof that b; € {0,1} and b; € {0,1} for all 4, j € [m], using the proof
system of Section 4.1.3.

3. Compute GS proofs that 3, bi=1and >, b =1

i€lm
4. Compute GS commitments to each coordinate of [xi]; = [sq, 1)1, [Xm]1 =
[S(ia,m)]l'

5. Compute an aggregated GS proof that the equations [x,|; = Zie[m} bi[s(, )1, for all
J € [m], are satisfied, as detailed in Section 3.4.

6. Compute a GS proof that [s,]1 = > b.[x;]1 is satisfied.

JEm] “J

We emphasize that the CRS depends on the set S. This is necessary to aggregate the
proofs as in step 5. More specifically, to aggregate the proof of the equations [x;]; =
> icim) bilSaph 7 € [m] (that is, a total of (k equations), we need to include in the CRS
some information which depends on the coordinates of s jy]i.

In Section 6 we require a CRS independent of the set and thus step 5 is proven using GS
proofs without aggregation. While this require ©(y/n) additional elements, the proof size

is still ©(y/n).

Theorem 4.7 If S is witness samplable, the above protocol is a perfectly complete, com-
putationally sound, and computationally zero-knowledge proof system for the language of
commitments to elements from the set S.

Proof Completeness follows directly from the completeness of the building blocks. Sound-
ness follows directly from the perfect soundness of GS proofs together with the compu-
tational soundness of aggregation of GS proofs. For computational zero-knowledge, if
crsgs = (', (w1, [uz]1, [Vi]e, [V2]2) is the GS common reference string in the soundness
setting as defined in Section 2.6, switch to a game where [vy]y = €[Vva]s. Under the DDH
assumption in Gy, the new CRS is computationally indistinguishable from the original
CRS. In a simulated proof, commit to b; = 0, b, = 0 for all i,j € [m]. In step 2, simply
compute a real proof. In step 3, use the GS simulation algorithm (with trapdoor €) to
simulate the proof. In Step 4, set [x;]; = [0];. Finally, in step 6, simulate a proof using
€. It is not hard to see that such a proof can be simulated even without knowledge of an
opening of [c];. O

A ©(y¥/n) Set-Membership proof for Witness Samplable Fixed Sets

We give set-membership proof with improved asymptotic proof size when the set is drawn
from a witness samplable distribution and the CRS depends on the set (two different sets
require two different CRS).

The main idea is to combine the previous set-membership proof with a split kernel assump-
tion. Specifically, the CRS includes a matrix [A]s, A < D,, 2, whose rows are denoted
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[@i1]2, ..., [an]: and a set

S = Z a;i[sgi1,)h; Z ailsail, .-, Z ai[simmli | € Gfxmg’

1€[m] 1€[m] 1€[m]

where m := /n, (i,5,k) = m*(i — 1) + m(j — 1) + k € [n]. As before, the goal to prove
is that a commitment [c]; opens to some [s,|1 € S = {[s1]1,---,[Sn]1} and (i, Ja, ko) are
such that @ = (ia, Ja, ka)-

1. Commit to [y]1 1= 3 ic () @ilS6jaka]t such that o = (ia, ja, ka).

2. Using the set-membership proof for vectors to show that [y]; is an element of S’.
3. Compute commitments to [2;]1 1= [S(i j. ko)1, for each i € [m].

4. Compute a GS proof for the equations [yi[h]s = > [ail2[zi1-

5. Compute GS commitments in Gg to by ..., b, € {0,1}, where b; =1 if i =i, and 0
otherwise.

6. Using our proof system from Section 4.1.3 prove that b; € {0, 1} for all i € [m).

7. Compute GS proofs for the satisfiability of equations = 1 and [s,]; =

Zie[m] bilzil1-

The first step is to commit to [y]i := > ;¢ @i[S(ijake]1 and use the previous proof
system to prove [y]; € S’. The next step is to commit to [2]1 := [s( . k)1 and prove
that 3¢, [a@il2[zi]1 = [h]2[y]: holds. Finally, steps 5 and 6 prove that [s,]s is an element
of the set ([z1]1, - . ., [2m]1). For the last statement, compute GS commitments to b;, i € [m],

and prove that Y7, bi[2ili = [Sal1, Doy bi = 1 and b; € {0, 1}.7

Theorem 4.8 If S is witness samplable, the above protocol is a perfectly complete, com-
putationally sound, and computationally zero-knowledge proof system for the language of
commitments to elements from the set S.

Proof Completeness follows directly from the completeness of the building blocks. Sound-
ness can be argued as follows. If the set is witness samplable, the CRS can be gener-
ated given an instance of the D,, »-SKerMDH assumption, ([A];,[A]2). By the sound-
ness of the extension to vectors of the proof of Chandran et al., it holds that [y|; =
> icim) @ilSG.jm) for some j, k € [m]. Because of the perfect soundness of GS proofs it
must hold that >, [ails[zi] = [y]i[hl2 = 3-,cpml@il2[sqm)i- It must also be the case
that [z1]1 = [s@ mli, -, [Zm1 = [S@mjk)1, because otherwise the pair ([p]i, [0]2), where
Pl = ([z1)i—=[50150]1, - - [Zm]1 = [Sem,j k)1 is & solution to the D, »-SKerMDH challenge,
as [p]1[A]a = [0]2[A];. Soundness of the last step implies that b; € {0,1}, for all i € [m],

and that ., b = 1. Therefore, there exists a unique ¢ € [m] such that b; = 1. Finally,
[Sali = > icpm bilzi]1 implies that [c]; opens to [sa]i = [2i]1 = [s(ijk)]1. Zero-knowledge
follows from the same argument as in the proof of Theorem 4.7. 0

"Such statement can also be proven using again the set-membership proof, and the proof will be of
size ©(¥/n). Note this is not exactly a set-membership proof, since only the commitments to the elements
in the set are public. However, it is not hard to construct a proof system for that statement using the
same ideas as Chandran et al.

48



4.2 The Computationally Binding Case

In this section we construct a constant-size proof that a computationally binding commit-
ment to a vector from Z} opens to an element from {0,1}". In this case the size of the
commitment is independent of n.

In Section 4.2.1 we introduce a new commitment scheme, extended multi-Pedersen com-
mitments, which is an “hybrid” between Groth-Sahai commitments and multi-Pedersen
commitments. Then, in Section 4.2.2, we construct a QA-NIZK argument that an ex-
tended multi-Pedersen commitment opens to an element from {0,1}". Finally, in Sec-
tion 4.2.3 we show how to give a constant-size proof that many multi-Pedersen commit-
ments open to bit-strings. Using this last proof system one can derive our construction
for the perfectly-binding case as a simple corollary and, further, it helps to construct the
efficient constructions from Chapter 5.

4.2.1 Extended Multi-Pedersen Commitments

In this section we introduce a new commitment scheme which is a generalization of multi-
Pedersen commitments and which was implicitly used in Section 4.1.3.

Given a vector m € Z", the multi-Pedersen commitment in G, is a single group element
ey = D iepm Milgily + 7[9m11]y € G, where [gi], € G, i € [m + 1], and 7« Z,. ® The
(k + 1)-dimensional multi-Pedersen commitments differs only in that the keys and the
resulting commitments are in G’f/“, for k> 1.

While the original MP commitments are perfectly hiding, the interest of the new commit-
ments is that, if the keys come from the distribution D,T’i defined in Section 2.4, they are
perfectly binding at coordinate ¢. Intuitively, the new commitment is defined in a larger
space so that not all the information about the witness is destroyed (in an information-
theoretic sense).

Definition 4.9 The (k+1)-dimensional multi- Pedersen commitment scheme in the group

G, is specified by the following three algorithms MP = (MP.K, MP.Com, MP .Vrfy):

e MP.K is a randomized algorithm, which on input the group key gk, a natural num-
ber m € N, and the description of some matriz distribution Dyt mir, outputs a
commiatment key ck := [G|,, where G <= Dii1mtk-

e MP.Com is a randomized algorithm which, om input a commitment key ck = [G],,
and a message m in the message space M, = 7", samples r < Z’; and outputs a
commitment [c|. = [G], () in the commitment space Co, = GE*' and an opening
Op=r,

e MP.Vrfy is a deterministic algorithm which, on input the commitment key ck = [G]w

a commitment [C]w a message m € Z;' and an opening Op =1 € Z’;, outputs 1 if

], =[G], (T) and 0 otherwise.

Theorem 4.10 The MP scheme is computationally binding if the discrete logarithm as-
sumption holds in G.. Further, if Dyi1m+r = Dy, it holds that:

e [fi=0, then MP is perfectly hiding,

e [fi € [m], then MP is statistically binding at coordinate i, which means that for
each [c], € GEF!, there exists a unique m; € Zq such that for all m € Z7",r € L}

8Written in the usual multiplicative notation ¢ = [Licpm 9" - 91
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such that [C}v = [G}v (™), m; = my;. Further, the scheme is perfectly hiding at the
rest of coordinates.

Proof (Computationally binding.) (This follows a proof due to Jorge Villar). Let [a], €
G, be the discrete logarithm challenge. To sample the commitment key according to
D', choose Gy < Dy, and define the last k columns of [G], as [Ga],. For the rest of
the columns of [G],, independently for each j € [m], i # j, sample a pair o, 3; and
define [g;], = [Ga(ac; + B;)],, which can be computed as [a],Gao; + [G25;],. If @ # 0,
set g; < Z’;H. In this case, with overwhelming probability, g; is linearly independent of
the rest of the columns and we will assume so in the following. The commitment key is
then given to the adversary against the binding property of the scheme, and it outputs
a commitment [c|,, together with two valid openings (m,r), (m’,r’) such that m # m’.
It follows that [c], = [G], () = [G], (™), which implies that [0}, = [G], ("=%").

Further, because g; is linearly independent of the rest of the columns, it holds that:

a (GQ(Z(mg — mj)aj)> — (GQ(I' '+ B;(m; - m;.))> : (4.7)
J#i J#
W.lo.g we can assume that Gy has full rank (it can be shown that if D,-MDDH is a
generically hard assumption in k-linear groups, then matrices sampled from Dy have full
rank with overwhelming probability). Then, we can recover a € Z, from equation 4.7
/

except if >, ;(m; — m;)a; = 0. But since, for all j, a; is information theoretically
hidden from the adversary, the probability of this event is at most 1/¢".

(Perfectly binding at coordinate i.) With overwhelming probability, g; is linearly indepen-
dent of the rest of the columns of G. Therefore, given any [c], € G, if m € Z*,r € Zj
are such that ¢ = G ('), there exists a unique m; € Z, such that m; = m,.

(Perfectly hiding at coordinate j, j # 4.) This follows immediately from the fact that g;
is in the image of Go. U

Comparison with other Primitives

Somewhere Statistically Hashing. The idea of primitives being binding at only one coordi-
nate have been used before in the context of somewhere statistically binding hash functions
(SSB hashing) [HW15, OPWW15]. SSB hashing formalize the notion of being binding at
only one coordinate and of indistinguishability of the different keys (called index hiding).
In addition, SSB hashing should have a local opening property which means that there
is a short proof that certifies the i th opening. Unlike multi-Pedersen commitments, SSB
lacks of a (computational) “everywhere binding” property nor a hiding property. While
the former property can be easily shown to hold from the somewhere statistically binding
and index hiding properties (with a security loss of 1/n), they totally lack of a hiding

property.

Okamoto et al. constructed a “two-to-one” SSB hash function under the DDH assumption —
i.e. a vector of size 2n is hashed into a digest which uniquely defines one of the halves of the
original vector — which bears some similarities with extended multi-Pedersen commitments
[OPWW15]. Using our notation, Okamoto et al. compute the hash of (x,y) € Z2" %10

Hp(x,y) = [Alix + By € G,

9In fact, Okamoto et al. considered that x € {0,1}* and then they “parsed” x as a vector in Ly , for
n = s/t, where each coordinate is the integer in [0, 2% — 1] corresponding to the respective block of size ¢
of x.

100kamoto et al. considered a transposed version of what is written here.
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where hk = ([A]; € G [B]; € G"™*™). A and B can be sampled in such a
way that either A or B is full rank and their columns are linearly independent from the
columns of the other matrix (B and A respectively). The size of the digest is ©(n) group
elements.

Okamoto et al.’s construction can be viewed as variant of extended multi-Pedersen com-
mitment where the commitment key is a matrix of size (n 4+ 1) x 2n and the first (or
last) columns are linearly independent from the other columns. However, with stan-
dard extended multi-Pedersen commitments, one can construct a SSB hash function
Hpp(x) := MP.Com.(x;0), hk := ck, where digests consist of only 2 group elements.
Further, one can have the local opening property by attaching a QA-NIZK proof that

MP.Com.(x;0) — x;[g:]: € Span({[g,]: : 7 # i}),

while Okamoto et al.’s “two-to-one” construction lacks of this property.

Vector Commitments. Extended multi-Pedersen commitments bear some similarities with
vector commitments, introduced by Catalano and Fiore [CF13]. Using extended multi-
Pedersen commitments, one can commit to a vector m € Zg and show the so called
position binding property, that is, show that it opens to m; at coordinate 7. Indeed, we
can compute a proof that (MP.Com.;(x;;0) —m;[g:]1) € Span({[g;]1 : j # i}). However,
we do not elaborate more on this application since Catalano and Fiore’s construction is
(by a constant factor) more efficient in terms of CRS size and commitment size, and also
relies on weaker assumptions.

42.2 The Scheme

We construct a QA-NIZK argument of membership in the language
Lepits = {[ch € GI*" : Ib € {0,1}",r € Z} s.t. [c]; = MP.Com(b; 1)},

where ck := [G]; and G is a matrix sampled from some distribution D} (as defined on
Section 2.4). For simplicity, in the exposition we restrict ourselves to the case Dy = L,
so G is sampled from £, for some 0 < i < m.

It is important to note that, as an extended MP commitment is at best only binding at
one coordinate, a priori showing that it opens to b € {0,1}"™ is not very meaningful, as
it does open to other values as well. However, when combined with external protocols
that unequivocally define b, it becomes a key building block to obtain the the results of
Chapter 5.

The argument is implicit in Section 4.1, where we construct a QA-NIZK argument for
proving that a perfectly binding commitment opens to a bit-string. More technically, to
prove that a perfectly binding commitment [c’]; opens to a bit-string b, the argument in
Section 4.1 takes the following steps:

1. Construct two MP commitments [c];, [d]> to b.
Prove that [c|; and [c/]; open to the same value.
Prove that the two MP commitments [c]; and [d], open to the same value.

Prove that c(d — >, h;)" € Span({g:h] :i,j € [m+ 1]} \ {gh : i € [m]}),
where ck :=[(g1,...,8m+1))1 and ¢k’ == [(hy, ..., hy,11)]o.

Ll
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The argument we need for our results eliminates the perfectly binding commitment, which

of course also means that step 2 disappears. Additionally, in the original scheme from
Section 4.1, the distribution of ck = [G]; is uniform over G?X("H), while in our argument

of membership in L pits, G can follow any distribution ET’i for some 0 < i < m. However,
it is not hard to adapt the original proof to these distributions (in fact, in the soundness
proof of Lemma 4.3, there is a game where the distribution of G is changed to ET’i,
for some i < [m]). The proof that L. pits admits a constant-size QA-NIZK argument
essentially reuses parts of the proof of Theorem 7.3. For completeness, we give a full
description of the scheme for the computationally binding case below.

Detailed Description

K(gk,[G]1): Pick H < £]*°, and denote by h; the j th column of H. Pick T < 3
and for each (i, ) € Z,,; define matrices

([Cijli, Dijl2) == ([gh] + T, [~ T)2).

Let Ilg,m be the proof system for sum in subspace (Section 3.3) and Ic,m be an in-
stance of the proof system for equal commitment opening (Section 3.4). Let crsgym
Hsum.K(gk, {([Ci,j]la [Di,j]Q) : (Z,]) - Im,l}) and let ClScom < Hcom.K(gk, [G]l , [H]Z ,m).

The common reference string is given by:

crs = (gk, (G, [Hz, {([Ci;l1, [Dijl2) : (4,7) € i1}, CrSsum; CrScom) -

P(crs, [c];, (b,7)): The proof ([d], ([®]1, [I1]2), Tcom, Tsum) is computed as follows:
1. [d]s := MP.Comgy, (b; s), 5 < Zg.

2. Pick R + Zg“ and compute:

([®), (M) = (R, [-Rl2)+ > Y bi(b; — D([Cijh, [Dijl) +

1€[m] j€[m]
r5([Crttm+1)1s [Dmg1,m1l2) +
Z (bis([Cimyilis [Dimial2) +

i€[m]

r(bi = D([Crmsrilt;, Dmiril2)) -

3. Compute a proof gy, that @ + IT is in the span of {C;; + D;;} ¢ j)ez,., and
a proof mem that ([cli, [d]2) open to the same value, using b, r, and s.

V(ers, [c], [d]2, ([®]1, [IT]2), Tecom, Tsum): If any of the following checks fails, the verifier
outputs 0, else it outputs 1:

L lel (11 = Xje 1] ) = (O [Tz + [1:[IT)..

2. Hgum-V(crssum, ([O]1, [I]2), Tsum)) = 1 and [eom.V(crscom, ([€]1, [d]2), Teom) = 1.

Si(gk, [Gl1): It generates and outputs the CRS in the same way as K and additionally
outputs the simulation trapdoor 7 = (H, Taym, Teom ), Where 7gum and 7eom, are, respec-
tively, Ilsym’s and Ileom’s simulation trapdoors.
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Sa(cers, [c]1, (H, Tsum, Teom)): The proof ([d]y, ([®]1, [I1]2), Tcom, Tsum) is simulated as follows:
1. d:= MP.Com[H]Q(Onxl,Eh), wp, Zq.

2. Pick R « Zg“ and define:

[@]1 = [C]l d-— Z hz + [R]l, [H]Q = —[R]Q

1€[m]
3. Tsum < Hsum'SZ(crssuma ([@}1: [H]Q)a 7—sum) and Tcom Hcom-SQ(Crscoma ([C]la [d]2)7 7—com)'

Security Proof

Theorem 4.11 The proof system described above is a QA-NIZK proof system with perfect
completeness, computational soundness, and perfect zero-knowledge.

Proof We remark that proof of completeness and zero-knowledge is the same for any

distribution £7"".

Perfect Completeness: Note that, by definition of C; ; and D, ;, [C; ;|1 [T]2+[1]1[D; ;]2 =
[gi]1[hy]; . Since b;(b; — 1) = 0 for each i € [m],

T

= > | bislgiibmials + (0 = Digmeala[hily + Y bi(b; — 1gila[hy);

i€[m] JE€m|

+ Ts[gm+1]1[hm+1]2T

= | D bislgilih)y + r(b — Dlgmaihih) + ) bi(b; — Dgilih] | [T
i€[m] JEm|
i
+78(gmi1]1h,, 1 2 + [R]: [T + [T [-RJ;
= [O©]i[1]s + [I];[IT]s.

Finally, the rest of the proof follows from completeness of Il and eom.

Soundness: When G is sampled from £7° it suffices to prove that the commitment [c];
output by the adversary is in Span([G];) since, by the perfect hiding property, [c|;
can be opened to any b € {0,1}™ thus [c]; € Lepits- If [c]1 ¢ Span([|G];), then
we can break the (strong) soundness of the proof that [c]; and [d], open to the
same value, since that proof implies that there exist x, r, s such that [c]; = [G]; (¥)
and [d]; = [H]z (%). Therefore, we construct an adversary B against the strong
soundness of Iy, that simulates A until it halts and outputs ([c]1, [d]2, Tcom). Note
that, in order to simulate the CRS B requires H, but this is not a problem since it
is part of the input in the strong soundness game.

When G is sampled from L?“'*, 1* > 0, the proof follows from the indistinguishability
of the following three games:
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Real: This is the real soundness game. The output is 1 if the adversary submits some
[c]1 & Lekpits and the corresponding proof which is accepted by the verifier.

Gamey: This identical to Real, except that K does not receive [G]; as a input but it
samples G itself according to L7 .

Game;: This game is identical to Gamey except that now H « E’f”

It is obvious that the first two games are indistinguishable. The rest of the argument
goes as follows.

Lemma 4.12 There exists a £L,-MDDHg, adversary D such that | Pr [Gamey(A) = 1]
— Pr[Game; (A) = 1] | < Advg, en, (D).

Proof We construct an adversary D that receives a challenge ([Als, [u]2) of the
L,-MDDHg, assumption. From this challenge, D just defines the matrix [H], €
ng(mﬂ) as the matrix whose last column consists of [A]y, the ith column consists of
[u]2 and the rest of the columns are random vectors in the image of [A],. Obviously,
when [u], is sampled from the image of [A]y, H follows the distribution £, while

if [u], is a uniform element of G2, H follows the distribution £ .

Adversary D samples G <+ E;’“ Given that D does not know the discrete loga-
rithms of [HJs, it cannot compute the pairs (C; ;, D; ;) exactly as in Game,. Never-
theless, for each (i, j) € Z,,; it can compute identically distributed pairs by picking
T «+ Zg“ and defining

([Cigli, Digl2) = ([T]y, gifhyly — [T2).

The rest of the elements of the CRS, namely crscom and crsqum, are honestly computed.
When H « £7°, D perfectly simulates Gamey, and when H « £ D perfectly
simulates Game;, which concludes the proof. O

Lemma 4.13 There exist adversaries By, against the strong soundness of Ileom,
and By, against the soundness of lgm, such that Pr[Game(A) = 1] < 4/q +
AdVHcom (Bl) + AdVHsum (BQ) °

Proof With probability 1 — 4/q, {gi,8m+1} and {h; h,,1} are both bases of
Zg, we can define b;-, Wy, Wy, b+ as the unique coefficients in Z, such that ¢ =

bi*gi* + wggm—i—l and d = Bz*hz* + whhm+1.

In particular, if A breaks soundness, this implies that b;« ¢ {0,1} (since for i # i*,
c can always be opened to choose b; = 0). Further, the verifier accepts the proof
proof: ([d]a, ([®]1, [IT]2), Tcom, Tsum) Produced by A. We distinguish two cases:

bi» # b2 Given that [c]; and [d], are perfectly binding at coordinate 4*, if b;- # by
it is not possible that [c]; and [d]s open to the same value. We construct an
adversary B; against the strong soundness of 11, that simulates game Game;
with A (using H to simulate the CRS) until it halts and outputs ([c]1, [d]2, Tcom)-
If by # bir, Teom is a fake proof for ([c]y, [d]2) opening to the same value and
then B breaks the strong soundness of I1conm.

bi» = by bix(bj» — 1) # 0: If we express © + IT as a linear combination of {gith :

i,j € [n+ 1]}, the coordinate of gsh]. is by« (b= — 1) # 0 and thus © + IT ¢

7%

Span({C,; + D;; : (i,j) € Z,1}). We construct an adversary B, against
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the soundness of Il that simula_tes game @amel with A until it halts and
outputs ([®]y, [II]a, Tum). If by = by« but by (b — 1) # 0, Teum is a fake proof
for ([®]y, [II]2) and then By breaks the soundness of Ilg,n,. O

Perfect Zero-Knowledge: First, note that the vector [d]s € G2 output by the prover
and the vector output by S, follow exactly the same distribution. This is because
H « ET’O defines perfectly hiding commitments. In particular, although the simu-
lator Sy does not know b € {0, 1} such that [c]; = [G]; (?), for some r € Z,, there
exists s € Z, such that [d], = [H]> ().

s

Since R is chosen uniformly at random in Z2*?, the proof ([®]y, [IT];) is uniformly
distributed conditioned on satisfying check 1) of algorithm V. Finally, the rest of
the proof follows from zero-knowledge of Ilg,, and Ilcom. O

4.2.3 Constant-Size Argument for L’Zk’bits

We give a QA-NIZK argument of membership in the language L7 o = Lok pits X .. X
Lk birs With a proof size which is independent of n (but with a loss factor of n in the proof
of soundness). The result will be crucial to get improved proof sizes for more complex
statements. For example, note that the language for the perfectly binding case with GS
commitments is L7 .., where ck := [U]; and U < £, 1!

Intuition

We would like to prove that some tuple ([ci]1, ..., [c,]1) € LY, b, Where [c;]; = MP.Com,,(
b;;r;), j € [n], ck :== [G];, and G < D;"’i, for some 0 < i < n. Denote c = c1/.../cy,
b=by/.../b, and r = r;/.../r, (concatenation of column vectors as defined in Sec-
tion 2.1). The proof system works as follows:

1. Tt defines ck := [G]y < MP.K(gk, mn, £"™°) for computing multi-Pedersen commit-
ments to vectors of size mn

2. it computes [€]; = MP.Com(b;s) for some randomness s, and proves that [¢]; €
L7 bits With the proof system Iy,

3. it proves that there exists an equal opening of [c|; and [¢]; with TTeom.

First, note that in step 3, we can use the proof system Il.,m, as both [c]; and [¢]; are
commitments of the required form, as if G, denotes the last k columns of G and Gy
the rest, ¢ = diag(Gy,n)b + diag(Ge,n)r. We give some intuition on why is the above
scheme sound. For the case G < D;*° it suffices to note that the proof that [c]; and
[c]; share an opening implies in particular that they are both valid commitments. But
if [c]; is a valid commitment then ([ci]y, ..., [cn]1) € L, s because for this distribution
the commitments are perfectly hiding.

For the case where G <« D,T’i, 1 > 0, recall that the MP commitment with this key is
perfectly binding at coordinate 7. In particular, this implies that if some [c;|; & L pits, the
ith coordinate of b;, denoted b; ;, satisfies that b; ; ¢ {0,1}. Therefore, given some j*
[n], if the adversary breaks soundness, then, with probability at least 1/n, b; ;« ¢ {0,1}.
In the soundness proof, we switch to a game where the distribution of G is changed so that
now MP.Comg; is perfectly binding for b; j-. Now it is easy to prove that if b; ;- ¢ {0,1},
the soundness of Ty or of I is broken, because this is incompatible with [c]; and [€];
sharing an opening and [€]; € L pi,-

"UNote that E}’l = B, where B is the perfectly binding distribution defined in Section 2.6.2. The
perfectly hiding case corresponds to U <« E}’O =H.
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K_(gk7 [G]lvn) (Sl(gkv [G]lﬂn))

[G]; « MP.K(gk, mn, L]"™°) B

ClfScom < Hcom~K(gk7[_diag(G17 n)|diag<gn+1; n)}h {G]la mn)
CrSpits <— Llpits-K(gk, [G]1)

Return crs := (crscom, CrSbits)- o

(Teom ¢ Heom-S1(gk, [diag(G,n)]1, [G1,mn)

Thits < Hbits-Sl(gka [G]l)-

T = (a7 Tiin, Tbits))-

P(crs, ([c]1, .-, [en]1), (b1, ..., by,), w))
€] :== MP.Comgg, (b; ), w + Z,

Teom — eom-P(Crscom, [€]1, [€]1,(b, W, W))
Thits <— Llbits.P(Crspits, [€]1, (b, W))

Return  ([€]1, Teoms Thits)-

V(CI’S ([cl]la-- [ ] ) ([ ]177Tcom77rbits))
ans; < 1_Icom V(Crscom7 [C] [c]h 7Tcom)
ansy <— Ilyits.V(crspits, [€]1, Wb.ts)

Return ans; A anss.

So(ers, ([c1]1s - - - [en]1), (D)1, 7)

[€]1 « MP.Com@l(Omnxl)

Teom < Heom-S2(CrScom, [€]1, [€]1, Tcom)
Tbits <= Llbis-S2(CrSbits, [C]1, Thits)
Return ([€]1, Teom, Thits) -

Figure 4.1: The proof system for the language L’fb]hbits. IT,;ts is the proof system from Section 4.1.3. The
matrix G is parsed as G = (G1|gn+1), and ¢ :=c¢1/.../c, and b := by/.../b. The size of [¢1] is 2
elements of G1, the size of meom is 1 element of G1, and mpits requires 10 elements of G; and 10 elements of
Go, respectively. The total proof size is 13 elements of G; and 10 elements of Gs.

The scheme

The description of the protocol is in Fig. 4.1 and we prove that:

Theorem 4.14 The proof system from Fig. 4.1 is a QA-NIZK proof system for the lan-
guage LY yiws with proof size 10|G| +10|Gy|, perfect completeness, perfect-zero knowledge,
and computational soundness.

Proof (Completeness.) Follows from the fact that ([c], [c];) € £ and

com,[diag(G,n)]1,[G]1,mn

(Soundness.) When G « £7"* the proof follows from the proof that [c]; and [€]; open to
the same value. When G «+ L' | the proof follows from the indistinguishability of the
following games.

Real: This is the real soundness game. The adversary wins if it outputs ([c1]1, ..., [ca]1) ¢
L7 birs @and the corresponding proof which is accepted by the verifier.

Gameg: This game is exactly as Real except that K; does not receive [G]; as a input but
it samples G itself according to £]""
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Game;: This game is exactly as Game, except that the simulator picks a random j* € [n]
and uses G to check whether cj« = b j+g;+ + Wgyny1 such that b« ¢ {0,1}. It
aborts if this is not the case.

Game,: This game is exactly as Game; except that G « £§n"’m(i*_1)+j*.

It is obvious that the first two games are indistinguishable. The rest of the argument goes

as follows.

Lemma 4.15 Pr[Game;(A) = 1] > %Pr [Gamey(A) = 1].

Proof The probability that Game;(A) = 1 is the probability that a) Gamey(A) = 1 and
b) by j« ¢ {0,1}. The view of adversary A is independent of j*, while, if Gamey(A) = 1,
then there is at least one index ¢ € [n] such that [c,]y ¢ L), pits = bi=¢ & {0,1}. Thus,
the probability that the event described in b) occurs conditioned on Gamey(A) = 1, is
greater than or equal to 1/n and the lemma follows. O

Lemma 4.16 There exists a D1-MDDHg, adversary D such that | Pr[Game;(A) = 1] —
Pr[Gamey(A) = 1] | < Advz, Gen, (D).

Proof We construct an adversary D that receives a challenge ([A]i,[u]y) of the £;-
MDDHg, assumption. From this challenge, D just defines the matrix [G], € G?X(mnﬂ)
as the matrix whose last column consists of [A];, the ith column consists of [u]; and the
rest of the columns are random vectors in the image of [A];. Then D honestly simulates
the rest of the CRS, gives it as input to A, and outputs whatever A outputs.

Obviously, when [u]; is sampled from the image of [A];, G follows the distribution £’
and D perfectly simulates Gamey, while if [u]; is a uniform element of G3, G follows the
distribution £7"" and D perfectly simulates Game,. O

Lemma 4.17 There exists adversaries By, Ba such that Pr[Gamey(A) = 1] < Advy, (B1)+
AdVHbits (BQ) .

Proof If Game(A) = 1, then b~ ¢ {0,1} while all the verification equations are ac-
cepted. Given that g, «_q);;~ is linearly independent from {g; : j # m(i* — 1) + j*}, it
holds that {8g,,i_1)1j+» Bmns1) 15 @ basis for Z2 and thus we can define by« j=,Wp; as the
unique coefficients in Z, such that € = bi*,j*gm(z‘*—l)—i—j* + Wh,i8mps1- I bix j« 7# i j», then
([c]1, [€]1) can not open to the same value and we can construct an adversary By against
ITeom. Else, it must be the case that EZJ = b;» j» ¢ {0,1}. Therefore, if an adversary B
simulates Gamey until A halts and outputs ([€], Tpits), then By breaks soundness of ;.

(Zero-Knowledge.) Given that G defines perfectly hiding commitments, [€]; can be opened
to any value. Therefore [¢]; and [c]; share a common opening and [¢]; € Lz 1, and thus
Teom and Tt are correctly distributed. O
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Chapter 5

New Techniques for Non-Interactive
Shuffle and Range Arguments

This chapter focuses on obtaining efficiency improvements for two non-interactive argu-
ments, namely range proofs and proof of correctness of a shuffle, based only on falsifiable
assumptions. To derive efficiency improvements for these arguments we develop a new
cryptographic primitive which we call aggregated zero-knowledge set-membership proof
(aZKSMP). A zero-knowledge set-membership proof allows to show, in zero-knowledge,
that the openings of many commitments belong to a public set. We say that the proof is
aggregated when the size of the proof does not depend on the number of commitments.

Our resulting proofs are more efficient in terms of proof size and are based on more stan-
dard assumptions, but they have a rather large common reference string. They build on
the recent arguments for membership in linear spaces [LPJY14, JR14, KW15|, arguments
of membership in linear spaces of Chapter 3, and the argument for proving that some
commitment to a vector of integers in Z{ opens to {0,1}" from Section 4.2.

5.1 Related Work

Zero Knowledge Set Membership Arguments.

Camenisch et al. constructed ©(1) interactive zero-knowledge set membership arguments
using Boneh-Boyen Signatures, and they prove them secure under the ¢-SDH assumption
[CCs08]. Bayer and Groth constructed ©(log|S|) interactive zero-knowledge arguments
for polynomial evaluation, which can be used to construct set membership arguments,
relying only on the discrete logarithm assumption [BG13|. However, none of the previous
constructions has addressed the problem of aggregating many proofs, and a direct use of
them will end up with a proof of size Q(n).

NIZK Shuffle and Range Arguments.

The most efficient NIZK shuffie argument under falsifiable assumptions is the one from
Groth and Lu [GLO7|, which works for BBS ciphertexts. The proof size is linear in the
number of ciphertexts, specifically 15n+120 group elements in type I groups. The security
of their construction relies on two assumptions: the pairing product assumption and the
permutation pairing assumption. The first assumption is a D,, o-KerMDH assumption,

when M <« D, 5 is of the form M' := (a:;, o ,:1:721> for x; < Z,, i € [n]. The second
T



assumption is proven generically secure by Groth and Lu, but it seems to be unrelated
with any other assumption.

Using non-falsifiable assumptions (i.e. knowledge of exponent type of assumptions), Lip-
maa and Zhang [LZ12] constructed a shuffle argument with communication 6n|G;|+11|Ga|,
and recently Fauzi and Lipmaa [FL15| constructed a shuffle argument with communication

(5n + 2)|Gq| + 2n|Ga|.

Rial, Kohlweiss, and Preneel constructed a range argument in [0,2" — 1] with communi-
cation O (7 —jtriosy) and prove it secure under the ¢-HSDH assumption [RKP09]. One
might get rid of the ¢-HSDH assumption replacing the P-signature with any structure
preserving signature, but, since the proof requires m Groth-Sahai proofs of sat-
isfiability of the signature’s verification equation and the signature’s size is at least 6
group elements [JR17|, the resulting protocol is far less efficient. Using non-falsifiable as-
sumptions, Chaabouni, Lipmaa, and Zhang constructed a range argument with constant
communication [CLZ12].

A detailed comparison of our shuffle and range arguments with the most efficient construc-
tions under falsifiable assumptions is depicted in Table 5.1.

Shuffle Argument Range Argument

[GLO7] 1_[shuffle [RKPOQ] Hrange—proof

CRS size 2n + 8 (n® +24n 4 36,23n + 37) | O(rrmoriozn) (607 6n°%)
o3 2n

Proof size 15n 4+ 120  (4n +17,14) (oentoziozn) (Flogn 10)
P’s comp. 5ln 4246 1ln+ 17 @(m) 2n
V’s comp. 75n + 282  13n+ 55 O(fognisgTorn)  Flosn
Assumption | PP SXDH+SSDP g-HSDH SXDH-+SSDP

Table 5.1: Comparison of our shuffle, Tsnyee, and range, Iiange-proof, arguments with the literature. To
increase readability, for Il ange-proof We include only the leading part of the sizes, that is, we write f(n) and
we mean f(n) + o(f(n)). Notation (z,y) means = elements of Gy and y elements of Go. “PP" stands for
the permutation pairing assumption. The prover’'s computation is measured by the number of exponentiations
(i.e. z[z];) and the verifier's computation is measured by the number of pairings.

5.2 Overview

Our starting point is the observation that range and shuffle proofs can be constructed using
an aZKSMP as a common building block by slightly modifying some previous strategies
used for shuffle and range proofs. Before moving to shuffles and range proofs, we need to
define in more detail what an aZKSMP is.

Given some publicly known set S, an aZKSMP allows to prove that n commitments

c1,...,Cc, open to values zq,...,x, € S. The set S is of polynomial size and is either
[0,d—1] C Z, or asubset of G,, v € {1,2}. In other words, an aggregated set membership
argument proves that each cq,..., ¢, is in the language

Lops = {c: 3z € S,weZ;st. c=Comy(r;w)}, where ck + K,

and ¢ = Comg(z; w) is a Groth-Sahai commitment to x with randomness w.

The proof that we construct in Section 5.3 is quasi-adaptive, in the sense that the language
and the common reference string depends on ck and S. Further, the marginal distribution
of ck is witness samplable, that is, it can be sampled along with its discrete logarithms.
The argument is aggregated because the size of the proof is independent of n (O(logd)
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when S = [0,d — 1] and ©(|S|) when S C G,). However, in the soundness proof we will
loose a factor of n in the reduction.

5.2.1 Range Argument

A range argument is a tool often required in e-voting and e-cash scenarios, with the
purpose of showing that the opening y of some commitment ¢ is an integer in some
interval [A, B]. For simplicity, the range considered is usually [0,2" — 1] since a proof in
any interval can be reduced to a proof in this interval.

Let n,d € N, m :=logd, and ¢ := n/m. A commitment ¢ opens to a integer x in the
range [0,2" —1] if Jzy,..., 2, € [0,d—1] and v = 3,y 7;d"~". Indeed, since z; € [0,d—1]

o= Y mdte0,d —1] =10, (d/ )" — 1] =[0,2" - 1].
1€[(]

The statement Jzq,...,z, € [0,d — 1] can be proven by showing that (c¢y,...,¢c,) €
Eﬁk,[(},d—l]? where ¢; = Com(x;), with an aggregated set membership proof, and the

statement z = Ziem d"1z; can be proven using standard techniques.

While this way of constructing range arguments has been widely used in the literature
[CCs08, RKP09|, with the addition of our techniques we get a smaller proof size. Indeed,
the total cost of the range proof is (¢ + m) (¢ is due to the size of the commitments
c1,...,co and m to the size of an aggregated proof of membership in Eﬁk,[o,d—l])' Setting

d = n* for arbitrary k leads to a proof size of O klggn

the novelty of ours is that the cost of proving that x1,..., 2, € [0,d — 1] is significantly
reduced.

). Compared to previous approaches,

5.2.2 Shuffle Argument

An argument of correctness of a shuffle is an essential tool in the construction of miz-nets
[Cha81]. A mix-net, in turn, is a distributed protocol between many mixers, where each
mixer receives as input a set of n ciphertexts and outputs a shuffle of the input ciphertexts.
That is, a re-randomization of the set of ciphertexts obtained after applying a random
permutation to the input set of ciphertexts. To enforce the honest behavior of mixers
they are required to produce a zero-knowledge argument that the shuffle was correctly
computed.

Our proof is partially inspired by the non-interactive shuffle of Groth and Lu [GL07|. The
statement we want to prove in a correctness of a shuffle argument is : “Given two vectors
of ciphertexts which open, respectively, to vectors of plaintexts [mi]s, [ms]s, prove that
[my], is a permutation of [m;],”. Roughly, our strategy is the following:

1) Publish some vector of group elements [s]; = ([s1]1,...,[sx]1)" (which we identify
with the set S of its components) in the common reference string, where s is sampled
from some distribution D, ;.

2) The prover commits to [x|; = ([#1]1,...,[z.]1)", a permutation of the set S and
proves that the commitments to [x]; are in L7} g.

3) The prover proves that Zie[n] [zi]1 = Zie[n] B
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4) Finally, the prover outputs a proof that:!

[s"]1[my]y = [x ']y [my)s. (5.1)

The underlying computational assumption is that it is infeasible to find a non-trivial
combination of elements of S which adds to 0, that is, given [s]; it is infeasible to find
(k]2 # [0], such that s"k = 0 (this is the D, ;-KerMDH assumption from Section 2.4).

Soundness goes as follows. First, by the soundness of the aggregated set membership
proof, [x]; € S" and from the fact that } ;.. @ = 3 ,c(, Si, 1t holds that if x is not a
permutation of s, then one can extract in the soundness game (assuming the extractor
knows ck) a non-trivial linear combination of elements of S which adds to 0, which
contradicts the security assumption. Finally, if x is a permutation of s, then equation
(5.1) implies that the shuffle is correct, or, again, one can extract from [my]s, [my]s the
coefficients of some non-trivial combination of elements of S which is equal to 0 (breaking
the D,, ;-KerMDH assumption).

This soundness argument is an augmentation and translation into asymmetric groups of
the argument of Groth and Lu [GLO07|. Essentially, the argument there also consists of two
parts: one devoted to proving that some GS commitments open to a permutation of some
set in the CRS (Groth and Lu prove this using the (non-standard) pairing permutation
assumption), while the second part (Step 4) is proven very similarly (in particular, its
soundness also follows from some kernel assumption secure in symmetric bilinear groups).

We note that it is crucial for our soundness argument that it is possible to decrypt the ci-
phertexts (otherwise we cannot extract solutions to the kernel problems). This is possible
in our case because public key for encryption is assumed to be witness-samplable and the
argument is quasi-adaptive. This explains why we do not refer to the notion of culpable
soundness, as done by Groth and Lu [GLO7| and by Fauzi and Lipmaa [FL15].

5.3 Aggregated NIZK Set Membership Arguments

In this section we construct a QA-NIZK argument that many commitments open to
elements in a set [0,d — 1] C Z, or S C G,. We say that the argument is aggregated
because the size of the proof does not depend on the number of commitments.

Before we move to the aggregated case, we study the case of a single set membership
proof.

5.3.1 Set Membership Proofs

We want to show that a single commitment belongs to the language
Lops ={c:IreS,weZ; st c= Comeg(z; W)}, where ck < K,

and ¢ = Comg(x; w) is a Groth-Sahai commitment to x with randomness w.
We observe that membership in S can be written as:

o If S C G,, and we identify S with [s], = ([s1],,...,[Sm],)" then, ¢ € Ly s if and
only if 3b, € Z* and w € Z? such that:

!This is a slightly oversimplified explanation. Actually, a prover (a mixer) does not know the random-
ness nor the decryptions of the ciphertexts but only the randomness of the re-encryptions, so it cannot
prove exactly this statement.
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1. be{0,1}m
2. ¢ = GS.Com(z; W),
3. x=s'"b,

o If S=[0,d— 1] and m := logd, then ¢ € L s if and only if 3b € Z* and w € Z,
such that:

1. be{0,1}™,
2. ¢ = GS.Com(z;w),

3. 2=(1,2,...,2" )b,

That is, both languages can be written in a similar way, except that when S C G, there
is an additional linear constraint that b must satisfy (condition 4)).

To avoid distinguishing all the time between both types of subsets, we note that both
languages can be seen as special case of the language L, N A0 © G{l, as defined
below.

Definition 5.1 Denote by L, Nyaa C G the language parameterized by M), €
Gi*™m N e G2 A ¢ L™, and o € L such that

[c]i € LivyyNpaa <= Jdb e {0,1}", w € fo s.t. (C> = (M N ) (b) . (5.2)
’ Y A 0@3><£2

(87 W

Additionally, we require (N, [N];) to be efficiently samplable and that membership in
Ly, [N A« @5 efficiently testable with the trapdoor N, that is, that there ewists an ef-
ficient algorithm F such that F([M];,N, [c];) =1 <= [c]; € LMNA.a-

The additional condition is key in the proof of soundness and allows telling apart fake
from honest proofs.

Example 5.2 The language of GS commitments to group elements in the set S :=
{Isii, .- [smli} C Gu, Lens, where ck := ([w]i[[us)1), is equal to L, N)y,a,0, where
M:=(3.°%), Ni=(u —eju), a=1, and A = (1,...,1). Membership in S is
efficiently testable given uy,uy € Zg and assuming |S| € poly(A).

Example 5.3 The language of GS commitments to integers in the range [0,d—1], Leg [0,4-1];
where ck = ([w]1|[uz)1), is equal to Ly, Npae, where M = uy (20,24, ... 2led"1)
2224 N := uy € Z2, and l3 := 0. Membership in Lejoq-1) is easily testable given
uy € Z2 and assuming d € poly(X).

Proof Strategy

The most efficient strategy we are aware of for proving membership in Ly, Na,a fol-
lows a commit-and-prove approach. Namely, to prove that b, w exist, one computes GS
commitments [d;]1, ¢ € [m], to all coordinates of b and then it proves two independent
statements, namely that:

1. db € Zj',r € Z" such that

a) b e {0,1}™ and
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b) Vi € [m],d; = (u1 u2) (b)

Ti

2. db e Zy, v € L', w € Z? such that

a) (a) = (1}\/{ 0331\>I<[2) (5;) and

b) Vi € [m],dl = (111 112) (é’:)
For the first statement, one can use the QA-NIZK argument for bit-strings of Section 4.2,
and for the second, the QA-NIZK argument for linear spaces of [JR14, KW15]| (for the

latter, note that conditions 2.a) and 2.b) can be written down as a single system of
equations with a large matrix M and then satisfiability of 2.a) and 2.b) is equivalent to
(c",a’,d],...,d])T being in the span of this matrix M).

Since both proofs are constant-size, the resulting proof size is dominated by the cost of
the commitments to b;, which is ©(m). For soundness, the important point here is that
we never prove that b = E, but, since GS commitments are perfectly binding (or, said
otherwise, because (u1 u2) has full rank), equality holds. This immediately proves that
the statement is in the language.

5.3.2 Aggregated set membership proofs

An aggregated set membership proof amounts to proving membership in E[th,[Nh, A
By definition, ([c1]1, ..., [en)1) € Livg, Ny, 4.0 if and only if Vj € [n],Tb; € Z', w; € 7L
such that
1)bj € {07 1}m A 2) (Ca]) = (IXI OZ:ieg) (\I;JJ) .

Recall that we want a proof size independent of n. This rules out the naive approach of
computing GS commitments to all the coordinates of b;, for all j € [n], as the cost is
©(nm). Therefore, to improve on the asymptotic size of the proof, we are forced to use
shrinking commitments to b; ;. We stress that it is far from clear how to do this, as it
might break down the soundness argument completely (e.g. in the single proof, we used
in a fundamental way the uniqueness of the commitment openings). In fact, overcoming
this problem is one of the main technical contributions of this chapter.

Our idea is to use as a shrinking commitment a two-dimensional multi-Pedersen commit-
ment, as defined on Section 4.2.1, to commit to b}, ..., b* , where b} = (b;1,...,bin)"
is the vector of the ¢ th bits of all witness by,...,b,. Thereby, we use only 2m group
elements and, carefully using the QA-NIZK proof systems from Sections 3 and 4, we
construct a proof whose total proof size is linear in m and independent of n.

Given some matrix G € ng("ﬂ) sampled from some distribution Dy, 1, recall that

the multi-Pedersen commitment to y € Z; using randomness r € Z, is computed as
MP.Com(y;r) := [G]; (¥). The special thing about these commitments is that one can
set a “hidden” linearly independent column of G, and thus commitments are perfectly
binding at some coordinate j* € [n] which is computationally hidden to the adversary.

Define the matrix B = (by|...|b,) € {0, 1}™*™ and let b} be the ith row of B. To prove
(lei)i, - - [en]t) € Livy, Ny 4,00 We first compute MP commitments [d;]:, ¢ € [m], to by.
As before, the proof actually consists of two independent statements:

L. dr € Z',B € Z;"*" such that

a) B €{0,1}™™ and
b) Vi € [m],d; = G (),

T
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2. Ir €Ly, wy,..., W, € fo, Be Zy", (whose rows are denoted as B;‘, i € [m], and

the columns b;, j € [n]), such that

a) Vi € [n]v<(2) = (IXI Oé;\iéz) (vts)zjj) and

b) Vi € [m], d, :G(F}‘).

7
For the first statement we use our aggregated proof that many commitments opens to bit-
strings from Section 4.2.3 and for the second, (after rewriting the equations) a QA-NIZK
argument for linear spaces. With this approach, the proof remains of size ©(m), the size
of the commitments, while the rest of the proof is constant.

The interesting part is the soundness argument. The previous reasoning for the non-
aggregated case (when n = 1) fails here because now there is no guarantee that B = B
(as the openings of [d;]; are not unique). However, as we said, the distribution of the MP
commitment key can be chosen so that it is binding at some coordinate j*. This implies
that for all ¢, the j*th coordinate of b} and b} is equal, i.e. the j7*th column of B and B
must be equal.

Thus, we have that for the coordinate j*, the proof is sound (because b is uniquely
determined, which was the uniqueness of openings which was necessary to prove soundness
for n = 1). That is, the adversary cannot break soundness for any tuple ([c1]1, ..., [cn]1)
such that [c;]1 € Livy,,N),A,a- But since j* is computationally hidden from the adversary,
we can prove soundness with a loss in the reduction of 1/n.

5.3.3 QA-NIZK Argument of Membership in ﬁﬁ\/[]l,[N]l,A,a

As announced in the previous section, our construction proves two different statements.
For the second statement, conditions 2.a), 2.b) are written as a single system of equations
with a single matrix E and use IIj;, to prove that certain vector of G is in the span of E.

This matrix is defined as:

S ...0 0
=SMN,AG) =] = " | |,
0O ... % 0
G, - Gy ‘ G
M N . . . .
where X := A o) G, = diag(g;,m)|0, i € [n], G4 := diag(g,+1,m), and g; is the

7 th column of G.

Define y := ¢i/a/ ... /c,/a/dy/ ... /dy, and v := by/wy/... /b, /w,/ri/ ... /r,. The
statement we want to prove is that [y]; € Im([E];), and the witness is v. The upper
left block of the matrix guarantees condition 2.a), while the two lower blocks guarantee
condition 2.b). Note that & has n(¢; + {3) + 2m rows and n(m + {3) + m, the vector v is
of size n(¢; + £3) + 2m, and that v is of size n(m + £3) + m.

The full description of the proof system is in Fig. 5.1 and security follows from Theorem
5.4.

Theorem 5.4 There exists a QA-NIZK argument Ilse: for membership in the language
M) [N A With proof size (2m + 11)|Gq| + 10|Gs|, perfect completeness, perfect-zero
knowledge and computational soundness.
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K(.gk? [M]lv [N]lv n) (Sl(gkv [th [N]lv n))
(G]1 + MP.K(l)‘,n)

[E]l = [E(M7 N7 A7 G)]l

CrSjin < H“n.K(gk, [E]l)

crspits < s K(gk, [G]1, m)

Return crs := (crsjpn, Crspits) -

(Tiin < iin-S1(gk, [Z]1)

Toits < Llbits-S1(gk, [G]1,m).

T := (Tiin, Thits) )-

P(crs, {le;]1, (b, w;) : j € [n]})
[dz]l = MPCom[Gh(b;ﬂ Ti),

i < Ly, Vi € [m]

Tiin <= jin.P(crSjin, [y]1, V)

Thits € Hbits-P(Crsbit57 {[dz]l, <b;k, Tz‘> 11 € [m]})
Return  ([d]1, mjin, Thits)-

V(C"S, {[Cj]l S [n]}n ([d]lﬂﬂinﬂfbits))

ansy < ;. V(crsin, [¥]1, min)

ansy < Ilpits.V(crspiss, {[di]1 1 7 € [m]}, Tpits)
Return ans; A ans,.

So(cers, [cly, 7)

[dz]l = MP.Com[Gh(Onxl; fz)

7:2‘ < Zq,Vi < [m]

Tiin < Wyin.S(crsin, [¥]1, Tin)

Tpits < Hbits-S(CrsbitSa {[di]l RS [m]}77—bits)
Return ([d]1, min, Tbits)-

Figure 5.1: Proof system for the language L{; N A o Where Iluis is the proof system for L7} ..o from
Section 4.2.3, d:=d;/.../ds,, and c:=c1/ ... /c,. The proof size is (2m + 11)|G1| + 10|Go|.

Completeness. If ([ci]i;...,[cn]1) € L, (Nj1a.00 then for every j € [m] there exists
b; € {0,1}™, w; € Z such that

(@)= (R o) (%)

Given that [dz]l = I\/IPCom[G]l(bf,n) = Zje[n] bi,j[gj]l + Ti[gnJrl]l,

4/ . /d, - <g7 0> ( 1; ) N <gnz+1 0 > 1"21
J%T;] 0 .. g bm,j 0 .. gnt1 ('rm)
= (Gi] -+ |Ga|Grir)(br/wi/ ... /by /Wy /x).

Combining these two facts we conclude that [y]; = [E];v, which implies that ans; = 1.
On the other hand, b}, ..., b} € {0,1}" implies that ansy = 1.

Soundness.

Theorem 5.5 Let Advps(A) be the advantage of an adversary A against the soundness of
the proof system described in Fig. 5.1. There exist PPT adversaries D, against £,-MDDH
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in Gq, By against the soundness of 11y, and Bs, against the soundness of llpis, such that

Adeg(A) <n (2/(] + Adv£1,G1 (D) + AdVH|in(Bl> + AdVHbits<BQ)> .

The proof follows from the indistinguishability of the following games:

Real This is the real soundness game. The output is 1 if the adversary breaks soundness,
that is, if the adversary submits ([c1]1,..., [cn]1) & Livg, N),.4. a0d the correspond-
ing proof which is accepted by the verifier.

Game, This is identical as Real except that algorithm K; does not receive [N]; as input but
it samples N itself.

Game; This game is identical to Game, except that the simulator picks a random j* € [n],
and aborts if F([M];, N, [c;<];) = 1 (that is to say if [c;-]; € Loy, NJ1AQ-)

Game, This game is identical to Game; but now G «+ £7f’j*.

It is obvious that the first two games are indistinguishable. The rest of the argument goes
as follows.

Lemma 5.6 Pr[Game;(A) =1] > %Pr [Gamey(A) =1].

Proof The probability that Game;(A) = 1 is the probability that a) Gameg(A) = 1 and
b) [cj«]1 ¢ LmN A« The view of adversary A is independent of j*, while, if Gameg(A) =
1, then there is at least one index j € [n] such that [c;|; € L, Nji,a,e- Thus, the
probability that the event described in b) occurs conditioned on Gameg(A) = 1, is greater
than or equal to 1/n and the lemma follows. U

Lemma 5.7 There exists a £,-MDDHg, adversary D' such that | Pr[Game (A) = 1] —
Pr[Gamey(A) = 1] | < Advg, Gen, (D).

The proof is obvious in the light of lemma 2.13.

Lemma 5.8 There exist adversaries By, By such that Pr[Gamey(A) = 1] < Advyi,(By) +
AdVbits(BQ).

Proof Let E the event where y ¢ Im(E), and let By the adversary against IIj;, that
outputs [X];/[d]; and m;,. Obviously, Pr[Gamey(A) = 1] < Advy,, (B1) + Pr[Gamey(A) =
1|=E], because if E occurs the adversary breaks the soundness of II;,. To prove the
lemma, there is only left to bound this last probability.

If Game(A) = 1, then [c;«]; € Lm),,N]i A« While all the verification equations are accepted.

—FE implies that there exists v, which uniquely defines some (Ej*,wj*) and some E:‘ such

that: -
= ¢\ (M N b«
vem= (%)= (X 5) ()

and [d;]; = MP.Comg, (b;;7),Vi € [m]. Since in this game [c;«]; ¢ Lav,NAo (Otherwise

the game aborts), then b;« ¢ {0,1}™.

Since the MP commitment is perfectly binding at coordinate j*, this implies that ([d;]1,
- [dm]1) & L&), pirs: Therefore, an adversary B, that simulates A and outputs (([d1]; .. -,
[dn]1), Toits) violates soundness of Il with probability at least Pr[Games(A) = 1|—FE].0]
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Zero-Knowledge.
Theorem 5.9 The proof system is perfect quasi-adaptive zero-knowledge.

Proof Recall that ([ci]1,...,[ca]1) € Ll Ny, a0 implies that x = diag(X,n)b and,
given that £7"° defines perfectly hiding commitments, for all i € [m] there is some r; € Z,
such that [d;]; = MP.Com(0,,x1;7;) = MP.Com(b}; ;). Then y € Im(E) and thus perfect
zero-knowledge of I, and Il;s implies that m;, and s are correctly distributed. O

5.4 Proof of Correctness of a Shuffle

In a NIZK shuffle argument one wants to prove that two lists of ciphertexts open to
the same values when second list is permuted under some hidden permutation. We
represent each list of ciphertexts as a matrix in G5 where each column is an El-
Gamal ciphertext under public key pk := [v]; € G3 and we write Enc,,([m']o;r") :=
(Encpr([ma]a;m1)| - - - [Encpr([mn]2; 7)), where [m], € GY, v € Z7, and Encyp([m]y;r) =
[m]zes + r[v]p. Similarly, through this section we will sometimes write GS.Com,([x"],;
R) := (GS.Comey([21]; 1) - - - |GS.Comek ([ )4i1n)), where R = (1| - - - [r,,) € Z2*™.

The language of correct shuffles under public key pk := [v]y € G3 can be defined as

Lok nshufiie = {([Clz2,[D]2) € ngn X ngn :
AP € 8,8 € Z7 s.t. [C]oP — [D]s = Encyi([01xn)2;6 7)1,

where S, is the set of permutation matrices of size n xn. This definition can be generalized
for any “El-Gamal like” encryption scheme as, for example, the BBS encryption scheme
[BBS04].

5.4.1 Our construction

Our proof system builds on a proof that a set of GS commitments open to elements in
the set S = {[s1]1,...,[sn1}, where s := (s1,...,8,)" < D, 1 and the D,, ;-KerMDH as-
sumption holds in G;. Given [F]; € G**", where the i th column is [f;]; + GS.Com([z;],),
let x := (x1,...,7,)" = Ps, for some permutation matrix P, and given a commitment to
[yl := [s"]18, we prove that ([Cla, [D]2) € Lpknshufie as follows:

a) Show that [F]; € L7} 5, where ck + GS.K(gk).
b) Give a GS proof for the satisfiability of 37, [si]1 — > jcp (2] = [0]1.

c¢) Give a GS proof for the satisfiability of [x"];[C"]y — [sT]i[D "] = [y]:[v ']

Soundness Intuition.

Conditions a) and b) implies that x is a permutation of s or equivalently, x = Ps and P
is a permutation matrix. Note that P is a permutation matrix iff P is a binary matrix
and for each row and column there is at most one 1. Let’s see in more detail why x is a
permutation of s. Condition a) implies that each z; is an element from {s1, ..., s,}, which
can be written as x = Ps, P € {0,1}"*", where each row of P has at most one 1. But,
given that there might be repeated elements, there might be also more than one 1 in some

column of P. For example, if S = {s1, 59, 53}, it may be that x = (g%) = (§ é g) <§%)
S1

but also x = <§§> = (8 0 %> <§§ ) Condition b) implies that there are no repeated z;s

53
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unless one can break the D,, ;-KerMDH assumption. Indeed, there are repeated z;s iff
(1,...,1)P (the row vector of “frequencies" of x, which in the first example is (1,1,1)
and in the second (0,1,2)) is not equal to (1,...,1). Given that b) is equivalent to
(1,...,1) = (1,...,1)P)[s]; = [0];, then ((1,...,1) — (1,...,1)P)T is solution to the
D,,1-KerMDH problem. We conclude that P is a permutation matrix and thus x is a
permutation of s.

The remainder of the proof follows essentially Groth and Lu’s proof. Suppose that [Cly =
Encpyy,((m']2) and [Cls = Encyy,([n']2). Let k = (—uva/v1,1) " the “decryption key” (i.e.
vk = 0 and (0,1)k = 1)2, we multiply by k, on the right, the equation from condition
c) to “decrypt” [C], and [D]y. We get that [s"];PT[m]y — [s'];[n], = [0]r, which implies
that PT[m]y = [n]y unless P'[m], — [n], is a solution to the D,, ;-KerMDH. Finally this
implies that [C];P — [D]; is an encryption of [0,,x1]2 and thus ([Cla, [D]2) € Lk n shuffle-

A detailed description of our construction is in Fig. 5.2 and the proof of security follows
from Theorem 5.10

Theorem 5.10 The proof system from Fig. 5.2 is a QA-NIZK proof system for the lan-
quage Ly nshuffie With perfect completeness, computational soundness, and computational
zero-knowledge.

Proof (Completeness.) If P is a permutation matrix and x = Ps, then GS.Com(x") €
Ly a0 3 [sii = 25 el = [0]1- IE [y = [s7]10 then

x 1 [CT]; = [s"h[D s = [s"]i([CP — [D)2) " = [s"J1([v]26")" = [yl[v .

(Soundness.) We will show that for any adversary A against the soundness of the proof
system from Figure 5.2, there exist an adversary B; against soundness of Il and an
adversary By against the D,, ;-KerMDH assumption such that

AdV(A) S AdVHset(Bl) + AdVDnyl—KerMDH(BQ)-

The adversary B receives as input crss; and honestly samples the rest of the CRS. Then
B; runs A until it halts and outputs [F|; with the proof 7.

The adversary By receives as input [s]; € G7, samples uy, ug, v < Zg, honestly simulates
the rest of the CRS, and runs A until it halts. It extracts [x'];, the opening of [F];,
using uy, up, and aborts if [F|; ¢ Ly |, 5. Else [x]; = BJ[s];, where B € {0,1}"*" and
Bl,x; = 1,.:. If there are repeated z;3, B outputs (114, — 1,x,B)". Else, using v,
B, decrypts [C], and [D]y obtaining [m'], € G} and [n'], € G3*", respectively, and
returns BT [m], — [n]s.

Let E; the event where ([Cla, [D]2) € Lk nshuifie, 2 the event where [F]; € L7, ¢, and
FE3 the event where 114, = 1;x,B AB"[m], — [n], = 0. Note that Ey A B3 = E,
since Fsy implies that x = Bs, where B € {0,1}"*" and Bl,«; = 1,41, and together
with E5 implies that B is a permutation. Note also that eq; A eq, A = FE3 implies that

2The availability of the decryption key k in the soundness reduction is possible since the reduction
samples by itself the language parameter v. Correspondingly Groth and Lu [GLO7] proved culpable
soundness (also called co-soundness), which essentially requires the soundness adversary to produce the
decryption key.
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K(gka {V]27n) (Sl(gka [ ] ))

S = {[51]1, cey [Sn]l}, S < El n

crsgs « GS.K(gk)

ClSget <— Hset-K(gka [M]la [N]l’ [A]lﬁ n)
Return crs := ([v]s, crsgs, CrSset)-

(7‘(;5 < GSSl(gk')

Tset < Hset'Sl(gka L7 [M]h [N]la [A]lv n)
T = <S7TG57 7-set))-

P(crs, [Clz, [D]s, (P, §))

x| = Plsi, [yl ;= [s']:0

Tas < GS.P(crsgs, {eqy, eq,}, ([x]1, [y]1))
Tset < Hset-P(Crsseta [F]lv <PT7 R>)

//[F]i = GS.Comerses ([xT]15 R)

Return (7gs, Tset)-

V(crs, [Cla, [D]a, (7gs, set))

ans; < GS.V(crsgs, {eq,eq,}, mes)
ansy — gt V(crseet, [F|1, Teet)
Return ans; A ans,.

SQ(CI’S, [C]l, [D]l, T)

TGS < GS.SQ(CI’SGs, {eql, eq’2}, TG5)
Tset < Hset-52<crsset7 [F]ly 7—set)
Return (7gs, Teet)-

Figure 5.2: The proof system Tlgn,fie for the language Ly, n shuffie- Ilset is the proof system from Section 5.3.3.
The matrices M, N, A are defined as M := (° s’ ), N := (uj|uz), A := (1,...,1), where uy,u, are the

O1xn
GS commitment keys from crsgs, and the equations are defined as eqy := 3, [sil1 — > ¢ [zl = [0]1,

n)l
edy := [x1[CT]a —[s]i[D ]2 = [y}1[v ]2, and eq} := [x "1 [C ]2 — [1]1[s TDle [1[v ]2 . The proof
size is (4n + 17)|Gq| + 14|G2| + 1|Z|

(11xn — Bliy,)" or BT[m]; — [n]; are solutions to the D; ,-KerMDH. Then it holds that

Adv(A) = Pr[-E; AV(crs, ([Cls, [D]o), 7) = 1]
Pr[=FE; A V(crs, ([Cla, [D]s), ) = 1 A =Esy] +
Pr[=FE; A V(crs, ([Cla, [D]s), ) = 1 A Es]
Pr[—FEy A Tget.V(crsset, [Fla, Tset) = 1] + Pr[—FE; Aeqy Aeqy A Es]
Advy,(By) + Pr[-FE; Aeqy Aegy A By A Es] +
Pr[—FE) ANeq; Aeqy A Ey A —Ej3)
Advy, (By) + Pr[—E; A Ey A E3] + Prleqy A eqy A —E3]
= Advy,,(B1) + 0+ Advp, ,-kermpH(B2).

IA A

(Zero-Knowledge.) We need to check that the inputs to the simulators are true statements
and, for the GS simulator, that the equations allow simulation. This is certainly true for
eq; and, if ([C]y, [D]1) € Lk nshuffie, then is also true for eq),. Furthermore, it is guaranteed
that mgs is computationally indistinguishable from a real proof for {eq,,eq}}, which is
identically distributed to a real proof for {eq;, eq,} since eq}, and eq, accepts the same set
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of solutions. Finally, since the perfectly hiding crsgs is such that rank(u;|uy) = 2, then
u GT*" and thus [F]; € L2, ¢ is always true. O

ui,uz,S

5.5 Range Argument

We want to prove that a GS commitment [c]; opens to some integer y in the range
[0,2" — 1]. That is, construct a NIZK proof system for the language

Leoon-1 = {[ch € G} : Jy,r € Z, s.t. [c]; = GS.Com(y;r) Ay € [0,2" — 1]},

where ck := ([ui]y, [uz]1) + GS.K(1*). Our proof is as follows:
a) Commit to yi,...y,.
b) Show that y; € [0,d — 1], for each i € [¢].
c) Show that y = 7,y yid'™".

Given that it must hold that £ = n/logd, the total size of the proof is Sy 4—1](¢) + ©(¢),
where Sy 4-17(€) is the size of ¢ range proofs in the interval [0,d — 1].

5.5.1 Our Construction

Note that b) is equivalent to show that (GS.Com(yy)|---|GS.Com(y,)) € ﬁﬁk,[o,d—l]' Thus,
using the proof system from Section 5.3 we are able to aggregate ¢ range proofs in the
interval [0,d — 1] into a single proof of size ©(logd). Choosing d = n* we get that
Sp,a-1](¢) = O(klogn) and ¢ = n/logn* = Tlogn» and thus the size of our range proof
is @(klggn) for an arbitrarily chosen k& € N. One would be tempted to choose d = 2V"
to obtain a proof of size O(y/n). However, the proof system from Section 5.3 requires

membership in L j0,4-1) to be efficiently testable, which seems to be infeasible as when
d=2v",

A detailed description of our proof system is in Fig. 5.3 and security follows from Theorem
5.11

Theorem 5.11 The proof system from Fig. 5.3 is a QA-NIZK proof system for the lan-
guage L. 0,21 with perfect completeness, computational soundness, and computational
zero-knowledge.

Proof (Completeness.) If [c]; = GS.Com(y;r) and y € [0,2™ — 1], then there exists
Y1,y € [0,d — 1] such that y = 37,y vd""". Therefore y = (y1,... ,y¢)| and r are
solutions to eq and [X]; = GS.Com(y ") € Efl'l,ug,d'

(Soundness.) Given an adversary A against the soundness of the proof system from Fig.
5.3, we construct an adversary B against the soundness of Ily,. If y ¢ [0,2" — 1], then
the perfect soundness of GS proofs implies that there is some y; ¢ [0,d — 1]. Therefore
[X]; = GS.Com(y ") ¢ /Jf;,l,ué’d and Advy A) < Advy,, (B).

range—proof (
(Zero-Knowledge.) Follows directly from zero-knowledge of GS proofs, the fact that eq
allows simulation, and the fact that [X]; = GS.Com(0,,) € L, O

/ /.
d,u},uf
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Ki(gk, [u]y, [uz]i,n)  (Si(gk, [wi]i, [us]i,n))

P(CI’S, [C]h <ya T>)

d:=n*m :=logd, ( :=n/m

Crsgs <— GSK1<ng)

CrSeet < et . Ky (gk, [M]l, [N]l, n)
Return crs := ([uy]1, [ug1, crsgs, Crsset ).
(TGS — GSSl(g/{?)

Tset < Hset-sl(gkv [M]la [N]lan)

T = (TG577—set))-

V(CI’S, [C]lv <7TGS> Wset))

ans; < GS.V(crsgs, eq, mgs)
ansy <— Hset-v<crsset7 [X]la 7Tset)
Return ans; A ans,.

y € Zf; is s.t. y = Zz‘e[@ ypd1

B € {0, 1}™* is s.t.
y'=(2%...,2"HB

TGS < GS.P(crsGS,eq, (y,r))

Tset < User-P(Crsset, [X]1, (B, R))

//IX]; = GS.Comes(y i R)

Return (mgs, et )-

Sa(crs, [cly, T)

mgs < GS.So(crsgs, eq, Tgs)
Tset < Hset-SQ(CrSseta [X]la 7_set)
//1X]1 = GS.Comerss (Y; R)

Return (7gs, Teet)-

Figure 5.3: The proof system Il,ange-proof for the language L. [02n—1]. et is the proof system from
Section 5.3.3. The matrices M, N are defined as M := u}(2",2!,...,2™~1), N := u), where u, u} are the
GS commitment keys from crsgs. The equation eq is defined as [c]1 — 3,y yid ]y = r[ug)s.
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Chapter 6

Ring Signature of Size O(y/n)
without Random Oracles

Ring signatures, introduced by Rivest, Shamir and Tauman, [RST01|, allow to anony-
mously sign a message on behalf of a ring of users Py, ..., P,, only if the signer belongs to
the ring. Although there are other cryptographic schemes that provides similar guarantees
(e.g. group signatures [Cv9l]), ring signatures are not coordinated: each user generates
secret /public keys on his own — i.e. no central authorities — and might sign on behalf of
a ring without the approval or assistance of the other members.

The literature on ring signatures is vast, and, while there exist even logarithmic size so-
lutions [GK15, LLNW16]|, most of them rely on the random oracle model (ROM). The
ROM idealizes the behavior of hash functions and proofs of security in the ROM model
are considered only heuristic arguments, since there are protocols secure in the ROM but
insecure using any real hash functions [CGH98|. Without random oracles all the construc-
tions have signatures of size linear in the size of the ring, being the the sole exception
the ©(y/n) ring signature of Chandran et al. [CGS07| (already discussed, and optimized,
in Section 4.1.6). We remark that no asymptotic improvements to Chandran et al.’s con-
struction have been made since their introduction (only improvements in the constants
by Rafols [Rafl5] and the improvements from Section 4.1.6). We note that although
some previous works claim to construct signatures of constant [BDR15| or logarithmic
|GSP16]| size, they are either in a weaker security model or we can identify a flaw in the
construction (see Section 6.2.2).

In this section we present the first ring signature whose signature size is asymptotically
smaller than Chandran et al.’s. Specifically, our ring signature is of size ©({/n). Interest-
ingly, the security of our construction relies on a security assumption — the permutation
pairing assumption — introduced by Groth and Lu [GLO7| in an unrelated setting: proofs
of correctness of a shuffle. While the assumption is “non-standard”, in the sense that is not
a “DDH like” assumption, it is a falsifiable assumption and it was proven to be generically
hard by Groth and Lu. For simplicity, we work on symmetric groups (G; = Gs), but
our techniques should be easily extended to asymmetric groups if a natural translation to
asymmetric groups of the Groth and Lu’s assumption is given.

6.1 High Level Description

Our scheme follows the ring signature of Chandran et al. Given a Boneh-Boyen signature
scheme (Section 6.2.4), where the secret/verification keys are of the form (sk, [vk]) and



sk = vk € Z,, and given a one-time signature scheme (Section 2.2.4), the signature of the
message m for a ring R = {[vky], ..., [vk,]} is computed as follows:!

a) pick a one-time signature key (skot, vkot), sign m with the one-time signature, and
sign the one-time verification key with sk,

b) commit to the signature of the one-time verification key and to [vk] and show that
it is a valid signature key using GS proofs,

c) show that [vk] € R.
The most costly part is ¢) and our contribution is a proof of size ©(¥/n) of ¢).

Our construction is similar to the proof system for set membership with proof size ©(/n)
from Section 4.1.6. However, note that the proof system from Section 4.1.6 does not
suffice for constructing a ring signature because the CRS is fixed to a specific set and
thus, the resulting ring signature will be fixed to a specific ring.

In our scheme the secret/verification keys of party P are (sk, vk), where vk = ([vk], [a],
alvk)), (sk,[vk]) are secret/verification keys of the Boneh-Boyen signature scheme, and
ac Zg is chosen independently for each key from some distribution Q to be specified
later. Suppose that vk is the o th element in the ring R = {vku11),. .., VK@mmm) }
where @ = (iq, Ja, ko) = (ia — 1)m? + (jo — 1)m + ko fOr iq, jo, ko € [m],m := ¢/n. The
prover commits to [x] = [s,] and [y] = [s},], for p = p' = (jo — 1)m + k,, and shows,
using the set-membership proof from Section 4.1.6 (which is the proof from Chandran et
al. adapted to work with vectors), that [x] € S and that [y] € S, where

Se={[s1].- - sl =D [agan)-- s Y [Bgimm] p and

1€[m)| 1€[m]

S = {[s)], ..., [8\ass]} = Z a1 k) > Aimm) [V mm)]

1€[m]

The prover also needs to assure that ;1 = p/, which can be done reutilizing the commitment
to p (in fact to its m-ary representation ) used in the proof that [x] € S in the proof
that [y] € S’. Since both sets are of size n?/3, the two set membership proofs are of size

O(¢/n).

Now that the prover has commited to elements

X =D [ k] and [y] = Y 8o ko) [V k)

i€[m] i€[m]
it additionally commits to [k1] == [Vka o k)]s - - - [Bm) = [VK(mju k)] a0d [21] := [A@ 0 ka)]s
-+ [Zm) = [A(m,jo,ka)]- The prover now gives a proof that
> [zillka) = [yl[1). (6.1)
i€[m]
Provided that z,...,z,, is a permutation of a( j, x.);---»@@m,ja,ka), W€ can show that
if [k1],..., [km) is not a permutation of [vkq j, k)l - -, [VE@n, o ka))s then we can extract

"'We could replace the Boneh-Boyen signature scheme with any structure preserving signature scheme
secure under milder assumptions (e.g. [JR17]). We rather keep it simple and stick to Boneh-Boyen
signature which, since the verification key is just one group element, simplifies the notation and reduces
the size of the final signature.
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an element from the kernel of the matrix ([a1j, x.] - [@mjuk.]). Thereby, provided the
corresponding kernel assumption holds, the prover can simply select the i, th element
from [k1],...,[km] which is guaranteed to be an element from the ring.

Therefore, it is only left the to show that zi, ..., z,, is a permutation of a1 j, k), - - - A, ja ka)-
To do so we will use the following assumption introduced by Groth and Lu [GLO7].

Definition 6.1 (Permutation Pairing Assumption) Let Q,, = Q|...|Q, where con-
——

m times
catenation of matriz distributions is defined in the natural way and

Q:a:<x2>, T < Zyg.

T

We say that the m-permutation pairing assumption holds relative to Geng if for any adver-
sary A

gk — Gen,(11); A  Q,: [Z] « A(gk, [A]) -
Pr| (1) Xicpm (2] = Dicpmladl, (1) Vi € [m] [20,][1] = [z1][214], |,

and Z is not a permutation of the columns of A

where [Z] = (21, ...,2m)],[A] = [(a, ..., a,)] € G**™, is negligible in k.

If the prover additionally proves that equations (i) and (ii) are satisfied for A := (aq j, r.),

-y A(m,ju ka)), Which can be done with ©(m) group elements using Groth-Sahai proofs,
the assumption is guaranteeing that the columns of Z are a permutation of the columns
of A, for some permutation 7 € S,,. Therefore, equation (6.1) implies that

Yo zdlrd = D [ae@aakollFl = D [0k [Fr1)

i1€[m] 1€[m] i1€[m]
- Z 7]&7160( Uk ,Ja,ka):l
i€[m]
Then k1, . . ., Ky, 1S a permutation of a(1 Ja,ka) <oy A(mjuke) (the same defined by z1, .. ., 2y,),
unless (Kx-1(1) = VK1, joka))s - - - s Bre1( vk: mojaka))) | s in the kernel of A. Groth and

Lu showed the hardness of finding an element from ker(A), when A is sampled from
O, in the generic group model. They called this assumption the simultaneous pairing
assumption and it corresponds to the Q) -KerMDH assumption.

Remark. A natural question is if this technique can be applied once again. That is, to
compute a ©(1/n) proof, compute commitments to an element from

S = Z a(;,1,1,1) vk(z,l,l,l Z A(i,m,m,m) [Uk: (i,m,m m)] and
ze[m] ze[m]

S = Z [ Z [ mmm)] ¢
i€[m] i€[m]

and then prove that they belong to the respective sets with the proof of size ©(¥/n). Since

S| = |S'| = n®*, proof will be of size ©(V/n3/4) = O(y/n). However, this is not possible
since the ©(/n) proof is not a set membership proof for arbitrary sets, but only for sets
where each element is of the form ([vk], alvk], [a]).
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6.2 Preliminaries

6.2.1 Groth-Sahai Proofs in the 2-Lin Instantiation

In our ring signature we use as primitive Groth-Sahai proofs, which we have only instan-
tiated in the SXDH setting. Since the SXDH (and DDH) is false in symmetric groups, in
order to use Groth-Sahai proofs in symmetric groups one usually instantiates them using
the 2-Lin assumption. Following Groth and Sahai’s work [GS08|, in symmetric groups
and using the 2-Lin assumption, GS commitments are vectors in G* of the form

[0]
GSComck([x], I') = [0] + 7 [111] + 12 [UQ] + 73 [U3]
[]
where ck = ([uy]|[uz][ug]), (uz|us) < Ly and u; := wiuy + weug in the perfectly binding
setting, and u; := wyus +wouz — ey in the perfectly hiding setting, for wy, wy < Z,. Secu-
rity of GS commitments follows from the hardness of the 2-Lin assumption in symmetric
groups.

As consequence of the enlargement of commitments, proofs are also larger (for example,
9 group elements for pairing product equations). The form of the proofs is similar to the
asymmetric case (see Section 2.6.3), but we do not give the full detail since it does not
help for understanding our ring signature nor for proving its security.

6.2.2 Flawed or Weaker Ring Signatures

Bose et al. claim to construct a constant-size ring signature in the standard model [BDR15].
However, they construct a weak ring signature where: a) the public keys are generated
all at once in a correlated way; b) the set of parties which are able to participate in a ring
is fixed as well as the maximum ring size; and ¢) the key size is linear in the maximum
ring size. In the work of Chandran et al. and also in our setting: a) the key generation is
independently run by the user using only the CRS as input; b) any party can be member
of the ring as long as she has a verification key, and the maximum ring size is unbounded;
and c) the key size is constant. These stronger requirements are in line with the original
spirit of non-coordination of Rivest et al. [RSTO1].

Gritti et al. claim to construct a logarithmic ring signature in the standard model [GSP16].
However, their construction is completely flawed as explained below. In page 12, Gritti

et al. define vy, := vp,..p,x, Where by - - - b;* is the set of all bit-strings of size d := logn
whose prefix is by ---b;. From this, one has to conclude that v, is a set (or vector) of
group elements of size 2¢7%. In the same page they define the commitment Dy, := vy, h*

for random s;, € Z,, which, according to the previous observation, is the multiplication
of a set (or vector) of group elements with a group element. Given that length reducing
group to group commitments are known to not exist [AHO12|, its representation requires
at least 297 group elements . Since commitments Dy, ..., D, are part of the signature,
the actual signature size is ©(2¢) = O(n), rather than ©(d) = O(logn) as claimed by
Gritti et al.?

6.2.3 Definition

We follow Chandran et al.’s definitions [CGS07| described below, which extends the origi-
nal definition of Bender et al. [BKMO06]| in order to include a CRS and perfect anonymity.

2We used multiplicative notation for the group operations to keep the expressions as they appear in
the original work.
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Definition 6.2 (Ring Signature) A ring signature scheme consists of a quadruple of
PPT algorithms (CRSGen, KeyGen, Sign, Verify) that respectively, generate the common ref-
erence string, generate keys for a user, sign a message, and verify the signature of a
message. More formally:

o CRSGen(gk), where gk is the group key, outputs the common reference string p.

o KeyGen(p) is run by the user. It outputs a public verification key vk and a private
signing key sk.

o Signp,sk(m,R) outputs a signature o on the message m with respect to the ring
R = {vky,...,vk,}. We require that (vk,sk) is a valid key-pair output by KeyGen
and that vk € R.

° Verifyp’R(m, o) wverifies a purported signature o on a message m with respect to the
ring of public keys R.

The quadruple (CRSGen, KeyGen, Sign, Verify) is a ring signature with perfect anonymity if
it has perfect correctness, computational unforgeability and perfect anonymity as defined
below.

Definition 6.3 (Perfect Correctness) We require that a user can sign any message on
behalf of a ring where she is a member. A ring signature (CRSGen, KeyGen, Sign, Verify)
has perfect correctness if for all adversaries A we have:

gk <+ Gen(1*); p < CRSGen(gk); (vk, sk) < KeyGen(p);
Pr | (m, R) < A(p, vk, sk); o < Sign, (m; R) : =1
Verify, p(m, o) or vk ¢ R

Definition 6.4 (Computational Unforgeability) A ring signature scheme (CRSGen,
KeyGen, Sign, Verify) is unforgeable if it is infeasible to forge a ring signature on a message
without controlling one of the members in the ring. Formally, it is unforgeable when for
any non-uniform polynomial time adversaries A we have that

gk < Gen(1*); p < CRSGen(gk); (m, R, o) < AVKGenSign.Corrupt ) .
Verify , p(m, o) =1

1s negligible in th security parameter, where

e VKGen on query numberi selects randomness w;, computes (vk;, sk;) := KeyGen(p; w;)
and returns vk;.

e Sign(i,m, R) returns o < Sign, ;. (m, R), provided (vk;, sk;) has been generated by
VKGen and vk; € R.

e Corrupt(i) returns w; (from which sk; can be computed) provided (vk;, sk;) has been
generated by VKGen.

e A outputs (m, R,o) such that Sign has not been queried with (x,m,R) and R only
contains keys vk; generated by VKGen where i has not been corrupted.

Definition 6.5 (Perfect Anonymity) A ring signature scheme (CRSGen, KeyGen, Sign,
Verify) has perfect anonymity, if a signature on a message m under a ring R and key vk,
looks exactly the same as a signature on the message m under the ring R and key vk;,,
where vk;,,vk;, € R. This means that the signer’s key is hidden among all the honestly
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generated keys in the ring. Formally, we require that for any unbounded adversary A:

[ gk + Gen(11); p < CRSGen(gk);

Pr | (m,io, i1, R) < AKC()(p): o < Sign
| Alo) =1

[ gk <+ Gen(1*); p < CRSGen(gk);

Pr | (m,ig,i1, R) + AKYCen()(p): o < Signp’ski1 (m, R) :
| Ao) =1

(m,R): | =

p»'SkiO

where A chooses ig, 11 such that (vki,, ski,), (vki,, ski,) have been generated by the oracle
KeyGen(p).

6.2.4 Boneh-Boyen Signatures

Boneh and Boyen described a short signature — each signature consists of only one group
element — which is UF-CMA without random oracles [BB04|. Interestingly, the verifi-
cation of the validity of any signature-message pair can be written as a set of pairing
product equations. Thereby, using Groth-Sahai proofs one can show the possession of a
valid signature without revealing the actual signature (as done in Chandran et al.’s ring
signature and our ring signature).

The Boneh-Boyen signature is proven UF-CMA secure under the m-strong Diffie- Hellman
assumption, which is described below.

Definition 6.6 (m-SDH assumption) For any adversary A

Pr gk:<—GenS(1A),:B<—Zq:A(gk,[x],[:vQ],...,[xm]):(c,{ ! H

15 negligible in \.
The Boneh-Boyen signature scheme is described below.

BB.KeyGen: Given a group key gk, pick vk <— Z,. The secret/public key pair is defined
as (sk,[vk]) := (vk, [vk]).
BB.Sign: Given a secret key sk € Z, and a message m € Z,, output the signature

o] == [ﬁ] In the unlikely case that sk +m = 0 we let [o] := [0].

BB.Ver: On input the verification key [vk]|, a message m € Z,, and a signature [o], verify
that [m + vk][o] = [1]7.

6.3 Our Construction

CRSGen(gk): Pick a perfectly hiding CRS for the Groth-Sahai proof system crsgs, and a
CRS for the proof of the ©(y/n) proof of membership in a set crsq (Section 4.1.6),
and output p := (gk, crsgs, Crsset)-

KeyGen(p): Pick a + Q and (sk, [vk]) «+ BB.KeyGen(gk), compute [a] and then erase a.
The secret key is sk and the verification key is vk := ([vk], [a], a[vk]).

Sign, o (m, R): 1. Compute (skot, vkot) +— OT.KeyGen(gk) and oo; < OT.Signg, (m, R).
2. Compute [c] := GS.Com([vk];r), r < Z,, [0] < BB.Sign,(vke), [d] =
GS.Come([o]; s), s <= Zg, and a GS proof mgs that BB.Ver([o], [vke])

(which can be expressed as a set of pairing product equations).
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3. Parse R as {vku11),..., VK@mmm)}, Where m = /n, n = |R|, and let
@ = (ia;sJa, ko) the index of vk in R. Define the sets S = {3 .., [au1,1)],

S = {Zie[m] a(i,l,l)[vk?(i,l,l)}, cees Zie[m} A(i,m,m) [Uk(i,m,m)]}-

4. Let [x] == > i@ jaka] and [Y] = 37ic (1) Qijarka) [VE( jo ka)]. Compute GS
commitments to [x] and [y|, and compute proofs m and 7y that they belong
to S and S’, respectively. It is also proven that they appear in the same
positions reusing the commitments to by,...,b, and b},...,t ; used in the

set-membership proof from Section 4.1.6), which define [x]’s and [y]’s position
in S and S’ respectively.

5. Let [k1] = [Vka joka))s - -5 [Fm) = [VK(m jo k)] a0 [Z1] := [A@ jo k)]s - - -5 [Zm] =
[A(m,juky)]- Compute GS commitments to [k1],. .., k] and [z1], ..., (2], and
GS proof 7,; that >, [ri][z:] = [y][1] and a GS proof m, that >, (2] = [X]
and [z2,][1] = [21.4][21.4] for each i € [m].

6. Compute a proof 73 that [vk] belongs to S5 = {[k1], ..., [km]}-

7. Return the signature o := (vket, 0o, [c], [d], 71, T2, 73, Te, 7). (GS proofs in-

clude commitments to variables).

Verify , p(m, a): Verify the validity of the one-time signature and of all the proofs. Return
0 if any of these checks fails and 1 otherwise.

Theorem 6.7 The scheme presented in this section is a ring signature scheme with per-
fect correctness, perfect anonymity and computational unforgeability under the m-permuta-
tion pairing assumption, the Q) -KerMDH assumption, the 2-Lin assumption, and the
assumption that the one-time signature and the Boneh-Boyen signature are unforgeable.
Concretely, for any adversary A against the unforgeability of the scheme, there exist ad-
versaries By, Bo, B3, By, Bs such that

Adv(A) <Adve,-mpon(Bi) + Advy,,-ppa(B2) + Advar empn(Bs)+
Qgen(QsigAdvoT(Bs) + Adves(Bs)),

where qgen and gsign are, respectively, upper bounds for the number of queries that A makes
to its VKGen and Sign oracles.

Proof Perfect correctness follows directly from the definitions. Perfect anonymity follows
from the fact that the perfectly hiding Groth-Sahai CRS defines perfectly hiding and
perfect zero-knowledge proofs, information theoretically hiding any information about
vk.

We say that an unforgeability adversary is “eager” if makes all its queries to the VKGen
oracle at the beginning. Note that any non-eager adversary A’ can be perfectly simulated
by an eager adversary that makes ggen queries to VKGen and answers A’ queries to VKGen
“on demand”.

W.l.o.g. we assume that A is an eager adversary. Computational unforgeability follows
from the indistinguishability of the following games

Gamey: This is the real unforgeability experiment. Gamey returns 1 if the adversary A
produces a valid forgery and 0 if not.
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Game;: This is game exactly as Gamey with the following differences:

— The Groth-Sahai CRS is sampled together with its discrete logarithms from
the perfectly binding distribution.

— At the beginning, variables erro and errs are initialized to 0, and a random
index ¢* is chosen from [ggen]-

— On a query to Corrupt with argument ¢, if ¢ = ¢* set err3 <— 1 and proceed as
in Game,.

— Let (m, R, o) the purported forgery output by A. If [vk], the opening of com-
mitment [c] from o, is not equal to [vk;], set errs <— 1. If [vk] ¢ R, then set
erry = 1.

Game,: This is game exactly as Game; except that, if erry is set to 1, Gamey aborts.
Games: This is game exactly as Gamey except that, if errg is set to 1, Games aborts.

Since variables err, and err3 are just dummy variables, the only difference between Gameg
and Game; comes from the Groth-Sahai CRS distribution. It follows that there is an ad-
versary B; against DLin such that | Pr[Gamey = 1] — Pr[Game; = 1]| < Adv,,-mppn(B1).

Lemma 6.8 There exist adversaries By and Bs against the ggen-permutation pairing as-
sumption and against the Q(Len-KerMDH assumption, respectively, such that

| Pr[Game, = 1] — Pr[Game; = 1]| < Advy,,-ppa(B2) + Advgr KermDH(B3).
Proof Note that
Pr[Game; = 1] =Pr[Game; = 1lerry = 0] Prferry = 0]+
Pr[Game; = 1|erry = 1] Prlerry = 1]
< Pr[Game; = 1| + Pr[Game; = 1]erry = 0]
—| Pr[Game, = 1] — Pr[Game; = 1]| < Pr[Game; = 1lerry = 1].
We proceed to bound this last probability.

We construct an adversary By against the ggen-permutation pairing assumption as follows.
B, receives as challenge [A’] € G**% and honestly simulates Game, with the following
exception. On the i th query of A to VKGen sets [a;] as the i th column of [A’]. When A

outputs GS.Com ke, ([21]), . .., GS.Comke. ([21m]), as part of 7., By extract [z1],. .., [2zn]. Let
Jar ko € [m] the indices defined by 7 and 3, B returns ([z1], ..., [Zn], (1], ..., [Age—m]),
where [a1], ..., [84,,-m| are the columns of [A’] which are different from [af, ; ; J]....,

/
(A0 o))

We construct an adversary Bs against the Q;—gen—KerMDH assumption as follows. B receives
as challenge [A'] € G**%= and honestly simulates Game, embedding [A'] in the user keys
(in the same way as By). When A outputs GS.Com ([#1]),- .., GS.Comekes ([Fm]), as

part of m,, B3 extract [ki],...,[kn]. Bz attempts to extract a permutation m such that
[zi] = [a; (i) j.x) for each i € [m]. If there is no such permutation, B aborts. Finally,
Bs returns ([0],..., (0], [r-11)] — [0k g k)]s - - - s [Brn-1(m)] — [VE(mjaka)]s [0], .)€ G,
Let E the event where [z],...,[z,] is a permutation of [a{, ; ,],....[a(,,; ;] and

assume that we are in the case =FE. Soundness of proof 7, implies that

Z (ki) [z:] = [y].

1€[m)]
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Soundness of proof 7, implies that

Z [z;] = [x] and

i€[m)|

[zi2][1] = [2i1][2i1] for all i € [m)]. (6.2)

Soundness of proofs 7y, g, 73 implies, respectively, that there exist j,, ko € [m] such that

> lrillzd =D al g [k e k) (6.3)

1€[m)] i€[m)|
> [zl = ) [l (6.4)
i€[m] i€[m]

and that [vk] = [k;+], for some i* € [m)].
Equation (6.4) and imply that
> @&+ 2= ) [a]
1€[ggen—m] i€[m] 1€ [ggen]

and together with equation (6.2), the fact that [G;»][1] = [@;1][@i1], and that we assume
—F, implies that By breaks the ggen-permutation pairing assumption. Therefore

Pr[Game; = 1lerr, = 1 A L] < Adv,, -ppa(B2).

Assume now that we are in the case E. Therefore, equation (6.3) implies that

> " (Ki = V(r(3) o) A0 k) = O-

1€[m]

Since [vk] = [k;+] € R, then [k;+] # vk(i j, k) for alli € [m]. Therefore (0], ..., [0], [fr-1(1)]—
WE jaka)]s - - [Br=1(m)] = [VE(m ja,ka)]) 7 [0] and By breaks the Q;en—KerMDH assumption.
We conclude that

Pr[Gamey = llerr, = 1A E] < Ava(;en_KerMDH(Bg)
The lemma follows from the fact that

Pr[Game; = l|erry = 1] =Pr[Game; = 1lerrs = 1 A =E| Pr[-E]+
Pr[Game; = llerr, = 1 A Ey| Pr[E]
<Pr[Game; = llerr, = 1 A =E]+
Pr[Game; = llerr, = 1 A Ej]
<Advy,,-ppa(Bz) + Advor _kenpn(Bs) U

Lemma 6.9

Pr[Games = 1] > Pr[Game, = 1].

Qgen
Proof It holds that

Pr[Games = 1] = Pr[Games = 1|err3 = 0] Prlerr; = 0]
= Pr[Gamey = 1lerrs = 0] Prferrs = 0]
= Prlerr; = 0|Game, = 1] Pr[Gamey = 1]. O
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The probability that err = 0 given Game, = 1 is the probability that the g, calls to
Corrupt do not abort and that [vk] = [vk;+]. Since A is an eager adversary, at the ¢ th call
to Corrupt the index ¢* is uniformly distributed over the ggen — 7+ 1 indices of uncorrupted
users. Similarly, when A outputs its purported forgery, the probability that [vk] = [vk;]
is 1/(ggen — Geor), since [vk] € R (or otherwise Game,; would have aborted). Therefore

n— 1 Qeen — 2 n — Qeor 1 1
Prlerry = 1|Gamey = 1] = dge dge Qgen — deo

Qgen Qgen —1 o Qgen — {cor + 1 Qgen — {cor B Qgen.

Lemma 6.10 There exist adversaries By and Bs against the unforgeability of the one-
time signature scheme and the weak unforgeability of the Boneh-Boyen signature scheme
such that

Pr[Game3 = 1} S qS;gAdVOT(B4) + AdVBB(B5)

Proof We construct adversaries B, and Bjs as follows.

B, receives vkit and simulates Games honestly but with the following differences. It
chooses a random j* € [gs] and answer the j* th query to Sign(i,m', RT) honestly but
computing ait querying on (mf, RY) its oracle and setting vk:lt as the corresponding one-
time signature. Finally, when A outputs its purported forgery (m, R, (0o, Vkot, - --)), B
it outputs the corresponding one-time signature.

Bs receives [vk| and simulates Games honestly but with the following differences. Let
i := 0. Bs computes (ski,vk.) < OT.KeyGen(gk), for each i € [gsg] and queries its

signing oracle on (vkl, ..., vke®) obtaining [o4],.. ., [0y, ]. When A queries the signing

oracle on input (i*,m, R), Bs computes an honest signature but replaces vko: with vk,
and [o]| with [o;], and then adds 1 to 7. Finally, when A outputs its purported forgery
(m, R, (Oot, Vkot, [c], [d], . ..)), it extracts [o] from [d] as its forgery for vke.

Let E be the event where vky, from the purported forgery of A, has been previously
output by Sign. We have that

Pr[Game; = 1] < Pr[Games = 1|E] + Pr[Game; = 1|-E].

Since (m, R) has never been signed by a one-time signatures and that, conditioned on F,
the probability of vkey = vk, is 1/gsg, then

¢sigAdvor(By) > Pr[Games = 1|E] O
Finally, if =F holds, then [o] is a forgery for vk, and thus

Advgg(Bs5) > Pr[Games = 1|-E]
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Chapter 7

Improved Aggregated
Zero-Knowledge Set-Membership
Proofs

In this chapter we construct a QA-NIZK proof system for the language

n . ({Cl]l?"'?[c’n]las) :Hwb'"’wnezq s.t. SCZq
ckset - and Vi € [n] [;]1 = GS.Comey(z;w;) AN x; € S 7

with proof size O(log|S]). In Section 7.2.1 we show how to extend these ideas to show
membership in the language

n { ([Cl]b"‘?[cn]l) :Elwl,...,wneZq S.t. SCGl }

ks =\ and Vi € [n] [¢;]1 = GS.Come([z]1; wi) A [z € S

with proof size ©(log|S|), for any S C G;.

The first case is the more general form of a set-membership proof where the set is dynami-
cally chosen. In the second case each instance of the proof system is fixed to a specific set
(encoded in the CRS) and is the same notion of the proofs for “fixed sets” from Section
4.1.6. We note that the aggregated set-membership proofs for S C G, from Chapter 5
are proofs of membership in L7}, q.

In Section 7.1, we start with an intuitive description for the case S C Z, without aggre-
gation. We note that even in this simpler case, to the best of our knowledge, the shortest
non-interactive proof, under falsifiable assumptions and without assuming anything about
S,! that exists in the literature is the one of Chandran et al. of size ©(/]S[). Our ap-
proach is to commit to the binary representation (by, ..., big:) € {0, 1}°8? of the index
of the purported x € S, for S = {s1,..., s} and where b; is the least significant bit, to
select the the leaves under the paths (biogt), (biogt, biogt—1), - - -, (Dlogt, - - -, b1) in the binary
tree whose leaves are (from left to right) s1,...,s;. In order to keep a logarithmic proof,
we commit to the selected leaves using MP commitments from Section 4.2.1 and show, for
each ¢ € [logt], that the leaves under the path (b,,,--- ,bs) are equal the leftmost or right-
most, depending of by, leaves under the path (biogy, - -, br—1). We use these ideas together
with a clever usage of QA-NIZK proofs of membership in linear subspaces, Groth-Sahai
proofs, and the proof systems from Chapters 3 and 4.

In Section 7.2 we give a full description of the non-aggregated case and then we show how
to extend this result to the case S C G,. We use the ideas from Section 7.1 and aggregate

f S = [a,b] C Z, and a < b we can use range proofs.



many instances using similar techniques to those from Chapter 4. We note that, to the
best of our knowledge, there is no aggregated proof in the literature (i.e. all proofs are of
size )(n)) with the sole exception of our proof from Section 5 which is of size O(|S]). Our
proof bears some similarities with the work of Groth and Kohlweiss [GK15] — both allow
to construct proofs of membership in a set of logarithmic size using the binary encoding of
the element index — but they are in general incomparable. Indeed, Groth and Kohlweiss’s
construction is on a different setting (interactive, without pairings) and does not support
aggregation of many proofs.

There is a straightforward application of the improved aZKSMP. In the proof of a shuffle
from Section 5.4, the size of the proof that [F| € L7, ¢ can be reduced from 2n + ©(1) to
O©(logn) and thus the total proof size is reduced from 4n + o(n) to 2n + o(n).

7.1 Intuition

For simplicity, we will restrict to the case S = {s1,..., s} C Z, without aggregation, that
is, there is a single commitment [c]; = GS.Com (7;7) and we want to show that x = s,,
for some « € [t]. In Section 7.2 we will show how to aggregate many proofs.

The (non-aggregated) proof from Section 5.3 essentially codifies the position « as a weight
1 binary vector b of size t such that z = Zie[t] b;s; and b; = 1 if i = a and 0 if not.?
A step further in efficiency was given by Chandran et al. [CGS07| (already discussed in
Section 4.1.6). There the position « is codified as two weight 1 binary vectors b and b’
of size v/t such that

Z1 Vi S(i—1)vi+1 Vit
eIl I FEE D DUt
i) TN \SG-nviev =

and b; = 1 iff i = i, and b; = 1iff j = jo, where o = (iq — 1)/t + jo. Since v/t new
variables are added (variables x1, ...,z ), the proof must contain V/t new commitments

to these variables. However, this does not not affect the asymptotic size of the proof,
which is ©(v/t) anyway.

Let m := logt.> The natural next step is to codify o as m weight 1 binary vectors of
size 2 (note that a weight 1 binary vector of size 2 can be always written as (1 — b,b),
b€ {0,1} ) such that

Ty Tor1,1 Lpy1,26-141
= (1 —by) : + by : if ¢ € [m], (7.1)
Ty gt—1 Lpt1,2¢-1 Lp41,2¢
T =11, (7.2)

where z,,11; = s;, @ € [t], and @ = Y7" 52" + 1. Note that we have added the
additional variables x;, ¢ € [m] and i € [2°].

Consider the binary tree whose leaves are 2,111 = S1, ..., Tm+1+ = S, Where the leftmost
leaf is s and the rightmost leaf is som = s;. Intuitively, equation (7.1) for £ = m says that

2The case S C Z, is not really discussed in Section 5.3, but it is straightforward that the same
techniques from the case S C G4 apply.

3 W.lo.g. we assume that logt € N, because we can always prove membership in the (multi-)set
ollogt] _y

S =SWi_, {s¢} and it holds that |S’| = 2M°8*] and that z € S <=z € §'.
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variables z,, 1, ..., Ty om-1 are the leaves of the subtree under the path (b,,). For example,
if b,,, = 1, the variables x,, 1, ..., %y, 2m-1 are equal to som-1,1, ..., s;, which are the leaves
of the subtree under the path (1) as depicted below.

0 1
S1 ++ Som-1 Som—1,1""*5¢
Similarly, equation (7.1) for £ = m — 1 says that variables x,,_11,...,%;,_19m-2 are the
leaves of the subtree under the path (b, b,,—1). For example, if (b, bm—1) = (1,0), the
variables T, _11,...,Tp_12m-2 are equal to Ty, 1 = Sgm-141,...,Tpmom—2 = Sgm-1yom-2,

which are the leaves of the subtree under the path (1,0) as depicted below.

0 1
0 1 0 1
S1 cee Sgm—2 Sgm—241 "  Som-—-1 Som—141 """ Som—149m—2 Som—149m—241 " " S2m
In general, the variables @y 1,...,Ty9-1 are equal to the leaves S, .. ., Srght under the

path (b, ...,b), where left = >, 5;27* + 1 and right = left + 2°~* — 1. Therefore, for
¢ =1 equation (7.1) says that the variable ;1 ; is equal to the leaf s = Syight = Sa, since
left = right = > 7" 52" + 1 = «, which is the unique leaf (and the unique node) in the
subtree under the path (by,,...,b;).

Similarly as in Chandran et al.’s proof, for each new variable a new commitment must
be added to the proof. But, in contrast with Chandran et al.’s proof, in this case the
additional commitments do increase the asymptotic size of the proof. Indeed, the total
number of new variables is 2! 4+2"2 4+ +1=2"—-1=1¢—1, and thus t — 1 new
commitments must be added.

One can reduce the total size of the commitments using the length reducing multi-Pedersen
commitments from Section 4.2.1. However, this must be done carefully in order to be
able to express equation (7.1) with a Groth-Sahai proof of an equation that involves the
MP commitments and the variables bq,...,b,,. For example, if one computes a single
commitment to all variables MP.Com((x11,. .., Zmam-1)";7) it is not clear how to use
it to express equation (7.1), because not all the variables appear at once in this equation
(but all the variables appear in the previous commitment). Our solution is to compute
a single MP commitment to each vector that appears in equation (7.1) in order to show
with Groth-Sahai proofs that

T To+1,1
MP.Comcke e | = (1 — bg)MP.Comcke 3Tl |+
Ly o0-1 Lpt1,20-1
Lp41,26-141
bgMP.Comcké sTe2 | +
Lpy1,2¢

MP.Comx, (0; y¢),
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Tyl Te41,1 Ty41,20-141

MP Comk _(1_b€) _bf : )
) chig
Lgot-1 Lyq1,2¢-1 Lpq1,2¢
re — (1 —=be)res — berea

= M P.Comc;w (0; yg)

for each ¢ € [m] and some y, € Z,. In this way, we only need 3m = 3logt additional
commitments. The reason for using different commitment keys for each ¢ € [m| will be
clear when we explain soundness.

Concretely, the prover computes

[Cg]l = MP.Comck[((:Em, Ce ,$572£—1)T; ’f‘g),

for random 7y € Z, and ¢ € [m|, and

[Cf,l]l = MP.Comcke((ng+171, e ,LCH,LQZ—l)T; ’I"g,l),

[02,2]1 = MP-Comckg((xZ+l,27”*1+l7 e a$é+1,2t’)T§ Te,2);

for random 741,702 € Z, and ¢ € [m — 1]. Note that the prover does not need to compute
commitments to (111, ... ,xm+17t)T since X1, = Si, © € [t], and thus they can be
computed by the verifier.

Then, the prover shows that equation (7.1) holds with a GS proof of the satisfiability of
[ce]i — (1 —be)[cea]s — belcea]i = MP.Comy, (0;y,), for £ € [m], (7.3)

where [c,,1] := MP.Comy, ((51,...,82m-1)";0) and [c,u2] := MP.Comy, ((sgm-141, ..,
s¢)";0) can be directly computed by the verifier, and y, := ry — (1 — bg)re1 — beres. It also
computes Groth-Sahai proofs that

be(by — 1) =0 (7.4)

for each ¢ € [m] (or equivalently a proof that b, € {0,1}).
The prover also shows that equation (7.2) is satisfied with a QA-NIZK proof that

[c]; and [c;]; open to the same value, (7.5)

using the proof system from Section 3.4.

Note that variables @py11,...,%p 11201 appear in both [cg1]1 and [ceq]1, as well as
Typi196-141, .-, Te12¢ appear in both [ceo]; and [ceyq]i. To get a sound proof, the prover
needs to show that this redundancy is consistent. That is, the prover needs to show that
[ce1]1 and [cpo]y are commitments to the first and last halves of the opening of [cy11];.

For ¢ € [m], let cky := ([Gil1,[8rat-141]1) € Gf“blﬂ the commitment key of a MP
commitment scheme and let

Gm = (86,1 ge,ﬂf?) ) Gz,2 = (ge,2lf2+1 gz,zéfl)
Gy = Ge,1|Ge,2

85



To prove consistency the prover will show that, for each ¢ € [m — 1], the following linear
system is satisfied

Crt1 Gryin Gz | 812041 0 0
Cy1 = Gg 02><2£—1 0 8r20-141 0 W, (76)
Cr2 02001 Gy 0 0 8r2t-141

for some w € Zgé”, which can be proven using the proof system from Section 3.2.

Intuitively, w should be equal to (11,1, .., %Tei106, o1, 72,1, 7e2) and thus
T,
[ce1]i = MP.Comer, ((Zg41,15- -+, Tpy100-1) 57¢1) and
T.
[Cooli = MP~C0mcke(($e+1,2271+17 . >$é+1,22) $T02).

However, since multi-Pedersen commitments have multiple openings it might be the case
that the satisfying witness of the proof is different from (@411, .., Zoy100, Te41, 701, 702)
and thus the intuitive reasoning is invalid.

Despite this flawed reasoning, we will show that the proof system is still sound.

Soundness Intuition

Suppose that an adversary against soundness outputs GS commitments to by,...,b, €
Z,, outputs commitments [c/]i, £ € [m], and [cs1]1,[ce2], ¢ € [m — 1], a GS proofs
of the satisfiability of equation (7.3), and QA-NIZK proofs of (7.5) and (7.6) for each
¢ € [m — 1]. Note that perfect soundness of Groth-Sahai proofs for equation (7.4) imply
that by,...,b, € {0,1}.

For ¢ € [m], define oy as the position of s, respective to the leaves under the path
(b, - - -, be), that is o := o — left + 1. Note that ay € [1, 2] since

m m /—1
1<ap= Z b2 — ZbZQH +1= ZbZQH +1< 20t
=1 =0 =1

The key observation is that, for a fixed o € [m], even if in equation (7.1) z; is not
correctly computed for j # oy, it holds that z,,,; = s, anyway. We will take advantage of
this observation and the fact that the adversary commits to a fixed « = > | 5,271 +1 to
guarantee perfect soundness of equation (7.1) at least for coordinate «y for each ¢ € [m].
We do so by picking the commitment key ck, in such a way that its o, th column is
linearly independent from the other columns. Although we will not be able to guarantee
that z,; is correctly computed if j # ay, at least we will be able to do so for z,,.

In the reduction we will guess the (sub-)path (b,,_1,...,b1) (it will be not necessary
to guess first the edge of the path) chosen by the adversary. While in the real scheme
rank(Gy) = 1, for each ¢ € [m], we jump to a game where gy ,, is linearly independent from

the other 21 vectors in cky. This can be done choosing random b, ,,...,b, € {0,1}
and aborting if (8], ;,...,b)) # (bm-1,---,b1). Therefore, our security reduction will

yOp

have a security loss factor of 1/2"~! = 2/t. We sample ck, < E%Z_l , as defined on
Section 2.4, which implies that for every ¢ € [m] there exists unique %, 7 € Z, such that

Cp = Ty8ra, + Te8r2t-141

We prove by induction on £ that ¢, = s,8¢a, + T¢8p2¢-141, for some 7, € Z,. If this is
the case ¢; = 5,811 + ™812. Soundness of proof for equation (7.5) together with the fact
that ck; is perfectly binding implies that x = 7; = s, € S which proves soundness.

First, it will be useful to prove the next lemma about ay.
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Lemma 7.1 Let b,,,...,by € {0,1}. For all £ € [m — 1], apy1 = oy + b2 L.

Proof To avoid confusion, define here left, :== Y ", ;21 + 1 (previously simply defined
as left, the index of the leftmost leaf under the path (b,,,--- ,b)). It holds that

Qpr1 = O — |eft[+1 +1

b2 — szl 11

1 1= f+l

[
Ms

.
Il

[
Ms

b 22'71 o Z bizifl 414 662571
1 =0
= — lefty + 1+ b2

=+ bgzéil 0

7

Now we prove that, for all £ € [m], ¢, = sa8ra, + T18r2¢-141. In the base case (¢ = m)
the fact that g,,; € Span(g,, am-141) if i # ,, together with Lemma 7.1 implies that

mel mel

= (1 - bm) Z Si8m,i + bm Z Sirom—18m i

i=1 i=1
(1 — b)) S &m.am + bmSam+2m-18m.am + T18m2m—14+1
= (1 = bin)Sa—tefe+18m,am + bmSa—ieft+1+2m—18m.am + F18m.am-141
Sa—1418m,am T T18m,t/2 if b, = 0 (and thus left = 1)
{Sa_(2m1+1)+1+2mlgm’am + F18my2 by =1 (and thus left = 2m~1 4 1)

for some 7y € Z,. In both cases ¢, = 5a81.0,, + T18m,1/2-

In the inductive case we assume that c,1 = Sa8r41,00,, + Te418011,2041 and we want to
show that ¢, = 48, +Tep2t-141. SINCe Gry1,q,,, is linearly independent from the rest of
vectors in cky, 1, any solution to equation (7.6) is equal to s, at position apy; = ay+b,2°"
as depicted below.

Cot1 B4l T Betl,0p+201
Cf,l — . g&az v 0 e Sa
C£’2 P 0 “ e ge7aé

If b, = 0, by Lemma 7.1, ayy1 = . Therefore, any solution to equation (7.6) is equal to
s at position oy and thus c1 = Sa8ra, + 70,18r2¢-141. Equation (7.3) implies that

¢, =(1— bf)(sag&az + f€,1g£,2471+1) + beCro + Yegror-141
=Sa8ta, T (ff,l + yé)gé,%’—hrl'

If by = 1, then ayyy = ay + 271 and similarly, ¢, = s,8r.a, + (Fra + Ye)Srot-141-

7.2 The Aggregated Case

Let ¢ := |S| and m := logt. The statement is now [¢;] = GS.Comkee(21;71),- .-, [Co)1 =
GS.Comg s (7 7)), for some n € N, and the prover wants to show that z; = s,,, for all
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i € [n]and o = Z] 102771+ 1, for some b; g, ..., b € {0,1}. We need to reformulate
equations (7.1) and (7.2) to take in count new variables. For ¢ € [m],i € [n], define

Ly1
i i S1 St/24+1
i [(Kea) | Teore i | - d x ,_ :
Xy = X = ) X1l = : , and X, 119 1= : )
0,2 026241
. St/2 St
'TZQZ—I
and define new equations for each ¢ € [m),i € [n]
i i i
xp = (1- bil)XHl,l + bieXp 41 95 (7.7)

ot
T, = Xq

Next, we construct an aZKSMP for S C Z, and in Section 7.2.1 we show how to extend
these ideas for the case of fixed S C G;. The construction follows the intuition outlined
before but it “aggregates” many instances on a single O(logt) proof. From a high level
this is done as follows.

We will rewrite equation (7.7), which is a system of mn equations, as m equations of the
form

0 Ty - T1Yn
xyl=| " T (7.9)
Tm¥Y1 TmlY2 - 0

where x € Z',y € Zy (i.e. the diagonal of the matrix xy' is 0). We will use similar
techniques to those of Chapter 4 to give a constant size proof for the satisfiability of each of
these equations. Therefore, to prove m of these equations we will require ©(m) = O(logt)
group elements.

We can compute xy ' in the “commitment space” by means of [c];[d "], where [c]; :=
MP.Com, (x;71) and [d]s := MP.Com, (y; r2). Indeed, by the definition of MP commit-
ments it holds that

[C]l[dT]2 = ( xz[gZ]l + 7 gm+1 ) <Z yy 2 + 7"2 n+1] )

_ZszngZ T+Z$T2gzhn+1T+Zrlngm+lh ]

i=1 j=1 =1 Jj=1

Therefore, if the diagonal of xy " is 0, then [c][d ], is in the space spanned by {[g:h]]r
i # jori =m+1lorj = n+1}. Similarly as done in Section 4.1.1, equation (7.9)
can be proven computing two matrices [@]; € G7** and [II], € G3** and showing that
c]i[d"]; = [@©]1[T); + [I];[II]; and © + II € Span({g:h] : i =m+ 1 or j = n+1}).
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For each ¢ € [m], to rewrite the right side of equation (7.7) in the xy " form, we observe
that

T T
1 1
Xpy1 bie 1 X\ [ e
: : —1: + : : =
n n
Xp41,1 bn,e 1 Xp41,2 bn,e
1 1 1 1
(1— bl7£)Xz+1,1 + bl,éxe+1,2 e (1= bn,é)xz+1,1 + bn,fx€+1,2
n n n n
(1- bll)xul,l +b1Xpy, 0 (1= bn!)xzﬂ,l + bneXii1 0

If we view the previous matrix as one of size n x n where each entry is a vector from
Zgéil, then the diagonal forms the right side of equation (7.7). We rewrite the left side of
equation (7.7) as

.
—_
LA
S
»
~

3
e
~

X Xy
and, again, the diagonal forms the left side of equation (7.7).

Now we prove that equation (7.7) holds by replacing variables with MP commitments and
showing that

[cda (Z[hjb) — [eeiha ([déb - Z[hjb) —[ceohld]; =

Jj=1 Jj=1

[©]: (T2 + 1] [T,

where
X} bljg
[Cg]l = MP.CokaZ ) [dg]l = MP.Com, Ty
X? bn,g
Xé+1,1 X%+1,2
[cea]1 == MP.Comy, : 7o [Ce2]1 == MP.Com,y, :
X1 X412
cke = [(G% o GY ge,n2271+1)]1 Gj = (ge,(i—1)2271+1 gk,iﬂ*l)
ck = [H]Q H .= (h1 s hn hn+1) .

We need to show that ® + II is in the appropriate space, which is the one without
components “in the diagonal” or with components in g ,¢-1,1h; or gih,,; for any i €
(2471, j € [n+1]. However, since we are working with matrices whose entries are vectors
in deil, we in fact need to show that

© +II € Span({gh] :je€n+1],i ¢ [(j — 127" + 1,527\ [n27" + 1]}),

since the indices i and j where i € [(j — 1)2°7 + 1, j2°7!] are those which range over the
elements in the diagonal of a matrix whose entries are elements from de_l.

It is only left to prove the “aggregated version” of equation (7.6) from the non-aggregated
case, and to prove equation (7.8). Equation (7.6) is proven in the same way as in the
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non-aggregated case, but enlarging the matrix as consequence of the enlargement of com-
mitment keys. Additionally, we prove equation (7.8) with a proof that

[€1]1y- -, [€,)1 and [cq]1 open to the same values,

using the proof system from Section 3.4.

The Scheme

Ki(gk, ckes): Parse ckgs as [uj|ug];. For each £ € [m] let Gy := Gy - -+ |G} |@pna-111

271410
£ where

GE - (Gz,1|Gz,z) -
2x2¢-1
(g&(i—l)ﬂ*l—i-l T B (i—1)20- 14202 |g€,(i—1)2£*1+22*2+1 " 'ge,m*l) S qu )

i € [n], and define ck; := [Gy|;. Let H = (h1 <+ h, hn+1) — L'?’O and define
ck = [H]Q

For each ¢ € [m], i € [n2"* + 1], j € [n+ 1], such that ¢ ¢ [(j — 1)2°7! + 1, j2°7!]
define matrices

M;; = ([Ci ], [Df 1) :

([gesh) + Ty, [ T]s),
For ( € [m], pick T < Z2** and let
— T - : -1 -1 -1
Mp:={M;;:jen+1],i¢[(j—1)27" +1,527 ]\ [n2 + 1]}
and let
Co={C{,:j€mn+1],i¢[(j—1)2"+ 1,2\ [n2" + 1]}.
Let Ilg,m be the proof system for sum in subspace (Section 3.3), Il;, the proof
system for membership in linear subspaces from Section 2.7, Ilps the proof system

for proving that many commitments open to bit-strings from section 4.2.3, and Il.on
be an instance of the proof system for equal commitment opening (Section 3.4).

For each ¢ € [m], let crsgume < aum-Ki(gk, M)A, let crsiing < jin.Ki(gk; [Gosplit) 1
n2t7143), let crspivs + Mis.Ki(gk, [H]o, m), and let crseom < Heom-Ki(gk, cki, CKgs,

m), where
Gé,split =
G%ﬂ,l G}+1,2 e GZLJrl,l G?+1,2 804+1,n2¢+1 0 0
G%,l 0 cee GZ” 0 0 gg’n2£71+1 0 ,
0 G%,l T 0 Gzn 0 0 8o mn2at-141

[ui]s 01 [uo)y 0]

OKGS = c G%nXZn'
0], [w]; [0 [u2]s

The common reference string is given by:

crs = (gk,[Gl1, [H]2, { M, crSsum e: CrSiin e : £ € [Mm]}, CrSpits, CrScom ) -

4We identify matrices in G3*? (respectively in G3*?) with vectors in G{ (resp. in G3).
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P(ers, ([C)1s- -5 [€al1,S), (x4, - . .y 2p), (w1, ..., wy))): The prover compute commitments

-
[ce]1 := MP.Com, (x} ..., x0T 1y), for £ € [m],

T
[ce1]1 := MP.Com,y, (X(LFL1 e ,X?JFLIT; Te1),

T
[Coo)t = MP.Comc,w(x}JrL2 ,...,x?+172T;rg72), for ¢ € [m — 1]
[

2
dg] = MP.C0m6k<bg;t4), for { € [m]
where 74,701,742, 1; < Zq and the variables xj, x; ;, by are the ones defined in equa-

tion (7.7). The prover computes a proof mys that [di], ..., [d;]2 open to bit-strings.
Then, for ¢ € [m], the prover pick matrices Ry, + Zg“, computes

([O]1, [TL2) =

n 2¢-1
i i i ¢
§ E E (xe,k - xf+1,k(1 —bje) — x£+1,2‘—1+kbj7[)M(i71)2Z—1+k,j
i=1 j#i k=1
n 2271
i i ¢
+ E § t€($e+1,k _xf+1,25—1+k)M(i71)22—1+k,n+1
i=1 k=1

+ Y (re = rea(1 = bie) = 102000 Mg
j=1
+ (ron = re2)t Mg 11 41 + ([R1, [~Ral2),

where 711 = r12 = 0, and computes proofs iin ¢, Tsum¢ that, respectively,

Ce+1
ce1 | € Span(Gygpie) (if £ < m), O, + II, € Span(Cy).
Cy2
Finally, it computes a proof meom that ([Cy]1,---,[¢,]1) and [c1]; open to the same

value.

The proofis 7 := ({([ce]1, [Ce1]1s [Co2)rs [de]2, [Oc)1, [Te]as Tiine, Tsume) = € € [M]}, Thits,

7Tcom)-
V(ers, ([$1]1,-- -5 [€nl1,5),m): Let [Cmi]i := MP.Comgy,, (51, - ., 8¢/2;0), [Cm 2] := MP.Comgy,, (
S¢/241,- - -,5¢;0). The verifier checks the validity of Ty, Tcom and, for each ¢ € [m],

checks the validity of 7 ¢, Tsum,¢ and of equations

e (Z[hjb) — [eeh <Z[hj]2 - [dd2> — [ce2h[dd]y =

Jj=1 J=1

[©¢]1(T]2 + [T]4[TL]5. (7.10)

If any of these checks fails, it rejects the proof.

S1(gk, ckgs): The simulator receives as input a description of an asymmetric bilinear
group gk and a GS commitment key ckgs. It generates and outputs the CRS
in the same way as Ky, but additionally outputs the simulation trapdoor 7 :=
(H, Tcoms Thitss { Tsum.e, Tine = £ € [m]}), where Toum, Thits, Tsum.¢s Tiine are, respectively,
sum, Heom, Hsum, 1Lin simulation trapdoors.
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So(ers, ([C4]1s - - -

computes

.[¢,]1,5),7): Define x;, := 0 and b, := 0 for all £ € [m],i € [n], and
[co1, [cenlt, [cez)t, [de]2 and [©y]q, [I1]2, as an honest prover would do

(that is, with all variables set to 0). Finally, simulate proofs Tcom, Tbitss Tsum.¢; iin.¢
using the respective trapdoors.

We prove the following Theorem.

Theorem 7.2 The proof system described above is a QA-NIZK proof system for the
language Ly, oo with perfect completeness, computational soundness, and perfect zero-

knowledge.

Completeness

Completeness follows from completeness of Ilg,m, Ijin, Ipits, Ilcom, and from the fact that
equation (7.10) is satisfied for each ¢ € [m]:

n T n T
Ce (Z hj) — Cy1 <Z h; — dg) — Cg72d2— —
Jj=1 Jj=1
Z Z széh;r + Z rfgé,nﬂ_lJrlth - Z Z Géxé—i-l,l (1 — bjl)h;-r

i=1 j=1

j=1 i=1 j=1

n n
Qi T T T
+ E GeXe+1,1t£hn+1 - E Tz,l(l - bj,f>gl,n25*1+1hj + rf,ltfgf,n2£*1+lhn+1

i=1

j=1
n

n n n
10 T ) T T
- E § GZXZ—&-IQbJ}fhj - E Gexf+1,2t€hn+1 - E :T€,2bj,€g£,n2€*1+1hj
i=1

i=1 j=1

-
— Teote8rnoe-141h, =

> 3Gl

i=1 j#i

J=1

Xy — Xy 11 (1= bje) — %) q 50500, +

Z Gé<xé+1,1 - Xfe+1,2)tﬂhz+1 + Z(W —re1(l —bje) — T&Qb',f)gﬁ,nﬂ*l—klh}—

=1

Jj=1

.
+ (req — re2)te8r 1410, =

2[*1

Z Z Z(%k - $é+1,k;(1 — bje) — xé—&-l,ﬂ*1+kbj7f))g€,(i—1)2£*1+kh;'r

i=1 j#i k=1

n 2(71

§ 7 4 T
+ § :tf(‘rﬁrl,k - l‘€+1,2‘5*1+kgﬂ,(i—l)2f—1+khn+1

=1 k=1
n

> (o= rea(1 = bje) = T02bj0)8enae-1iah] + (reg — re2)ternze-1hy =

j=1

eI + II11.

Soundness

The following theorem guarantees soundness.

Theorem 7.3 Let Advry, (A) be the advantage of an adversary A against the soundness of
the proof system described above. There exist PPT adversaries Dy, Do, Bpits, Beoms Bsum, Biin
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such that

Adeset (A) <n (Advﬁl,(ﬁn (D1> + t/2 (4/61 + AdVHbits(BbitS) + Adv£17G2<BQ)
+ Advr,, (Beom) + mAdvr,,, (Bsum) + mAdv,, (Biin))) -

Recall that, given by, ..., b, € {0,1}, we defined o := " ;2! 4+ 1. Recall also that,

given a path (b,,,...,b) in the binary tree whose leaves are labeled from left to right
by s1,...,s:, we defined left :== Y7, 5,271 4 1, right := left + 21 — 1, and we defined
ay = a — left + 1 the position of s, relative to the leaves under Sieft, - - ., Sright-

The proof follows from the indistinguishability of the following games:

Real:

Gamey:

Game;:

Games:

Games:

This is the real soundness game. The output is 1 if the adversary submits some
([€1)1s -5 [€a)15S) & L s and the corresponding proof which is accepted by the
verifier.

This identical to Real, except that K; does not receive ckgs as a input but it samples
ckgs itself together with its discrete logarithms.

This game is identical to Game, except that now it chooses random j* € [n] and it
aborts if z;« ¢ S.

This game is identical to Game; except that now H <« £?’j .

This game is identical to Gamey except that now it defines b,, := b;« ,,, and chooses a

random (sub-)path (b,,_1,- -+ ,b1) < {0,1}™~! (which ignores the first edge) in the
tree whose leaves are sq,...,s;. This game aborts if (bj«1,...,b0j+,) ¢ {0,1}™
or (bi,...,bm—1) # (bj=1,...,bjxm_1), where bj=1,...,bj«,, are the openings of
[da]a, ..., [dn]2 at coordinate j*, respectively.

Gamey: This game is identical to Games except that now Gy + E?%_I’A“‘e, for ¢ € [m] and
A= (jr—1)2L

It is obvious that the first two games are indistinguishable. The rest of the argument goes
as follows.

Lemma 7.4 Pr[Game;(A) =1] > %Pr [Gamey(A) = 1].

Proof The probability that Game;(A) = 1 is the probability that a) Gamey(A) = 1 and
b) xj» ¢ S. The view of adversary A is independent of j*, while, if Gameg(A) = 1, then
there is at least one index j € [n] such that such that x; ¢ S. Thus, the probability that
the event described in b) occurs conditioned on Gameg(A) = 1, is greater than or equal
to 1/n and the lemma follows. O

Lemma 7.5 There exists a £,-MDDHg, adversary Dy such that | Pr|[Game;(A) = 1]
— Pr[Gamey(A) = 1]| < Advg, gen, (D2).

Proof We construct an adversary Dy that receives a challenge ([as,[u]2) of the L£;-
MDDHg, assumption. From this challenge, D5 just defines the matrix [H], € G;X(nﬂ) as
the matrix whose last column is [a]s, the ith column is [u]s, and the rest of the columns
are random vectors in the image of [a]y. Obviously, when [u]; is sampled from the image
of [a]y, H follows the distribution £7°, while if [u], is a uniform element of G2, H follows
the distribution £
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Adversary D, samples G «+ E’fﬂfl’o. Given that Dy does not know the discrete logarithms
of [H]s, it cannot compute the pairs (CfJ,Df’j) exactly as in Gamey. Nevertheless, for

each ¢ € [m],i € [n2°' 4+ 1],7 € [n+ 1] such that i ¢ [(j — 1)2°! + 1,52571], it can
compute identically distributed pairs by picking T « Z2** and defining

([Ci 11 D5 2) = ([T, gealhyly — [T2).

The rest of the elements of the CRS are honestly computed. When H < E?’O, D, perfectly
simulates Gamey, and when H <+ L}’ | Dy perfectly simulates Game;, which concludes
the proof. O

Lemma 7.6 There exists an adversary Byis against Ilpys such that Pr[Gamey(A) = 1] >
2
g(Pr [Game3(A) = 1] + Advp,, (Bbits))-

Proof The probability that Gameg(A) = 1 is the probability that a) Gamey(A) = 1
and b) (bj«1,...,b5m) ¢ {0,1}™ or (b1,...,bpm-1) # (bjr1,--- 0jemo1). If (bjs1,...,
bim) ¢ {0,1}™ we can build an adversary Bpis against Il and thus, the probability
that (bj«1,...,bj+m) € {0,1}™ is less than Advy,, (Bi). The view of adversary A is
independent of (b1,...,by,_1), while, if Gamey(A) = 1 and (bj=1,...,bj+m) € {0,1}™,
then (bj« 1+ bj=m-1) € {0,1}™ 1. Thus, the probability that the event described in b)
occurs conditioned on Gamey(A) = 1 and (bj«1,...,bj«m) € {0,1}™, is greater than or
equal to 2/t and the lemma follows. O

Lemma 7.7 There exists a L£L,-MDDHg, adversary Dy such that | Pr[Games(A) = 1] —
Pr[Gamey(A) = 1] | < Advg, 6, (Dy).

Proof We construct an adversary D; that receives a challenge ([a]q,[u];) of the £;-

MDDHg, assumption. From this challenge, D; defines for each ¢ € [m| the matrix [Gy|;

as the matrix whose A + «a; th column is [u];, and the rest of the columns are random

vectors in the image of [a];. Obviously, when [u]; is sampled from the image of [a];, [G];

follows the distribution E?Qe_l’o, while if [u]; is a uniform element of G%, [G,]; follows the
. . . n2t=1 A+a

distribution £;° 777

The rest of the elements of the CRS are honestly computed. When [u]; is sampled from
the image of [a];, Dy perfectly simulates Games, and when [u]; is uniform, D; perfectly
simulates Game,, which concludes the proof. O

Lemma 7.8 There exist adversaries Beom, against the strong soundness of Ieom, Bsum,
against the soundness of llgym, and an adversary By, against the soundness of 1., such
that Pr[Gamey(A) = 1] <4/q+ Advn,,,(Beom) + mAdvr,,, (Bsum) + mAdvy,, (Byin).

Proof With probability 1 —4/q, {8¢a+a,, 8rnat-141}, £ € [m], and {h;-, h,, 1} are bases
of Z2, and, for each ¢ € [m], u € {1,2}, we can define 5y, 5, 7¢, T4, bj= ¢, e as the unique
coefficients in Z, sugh that ¢, = S¢8rAva, + Te8rn2t-141,Cop = 50,80, A+ap T Tou&rn2t-141,
and dg = bj*’gh]’* + téhn+l-

Recall that if Gamey(A) = 1 then z;+ ¢ S. The adversary can win in Gamey if one of the
following events happen:

E,: the adversary breaks soundness of Il.om and zj- # 5,
Es: the adversary breaks one of the m instances of Ilg,, and ©, + I, ¢ Span(C,),

Ej: the adversary breaks one of the m instances of I1j, and (cp41, €1, €r2) ¢ Span(Gyspiit),
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Ey: neither of Ey,E,, or E3 happens, but x;« ¢ S anyway.

By the law of total probabilities, Pr[Game,(A) = 1] < 4/q + Pr|[E;| + Pr[Ey] + Pr[E3] +
Pr[E,], and is not hard to see that there exist adversaries Bcom, Bsum, Bin such that
Pr[E,] = Advy,,, (Beom), Pr[Es] = mAdvn,,, (Bsum), and Pr[Es] = mAdvy,, (Bin). Be-
low we will show that Pr[E4] = 0 (using the same argument used in the non-aggregated
case).

We prove by induction on ¢ that §, = s,. If this is the case, the fact that —FE; implies
that z;« = 51 = s, € S, which finish the proof.

But first note that given a vector k € Zg, such that thk = 1if j = 7% and 0 if not (which
exists since {hy«, h, 41} is a basis of Z?), if we multiply equation (7.10) on the right by k
we get

[edr = (1= by p)leea]r = by elceslr = [(Or + k7.

The fact that ©, + I, € Span(Cy), g, € Span(gy oc-141) if 1 # A+ oy, and A + o €
[A+1,A +271], implies that

(©,+ 1)k = Z Bigei = BCrnar-111

i€[n26—1+1]\[A+1,A42¢-1]
for some 3;, B € Zy, i € 271+ 1]\ [A + 1, A + 2¢71].
Therefore, given that we are in the case by = b;« ¢, equation (7.10) implies that

[Ce]T = (1 - bz)[Cz,l]T + be[¢e,2]T + 5gz,n2f*1+1-

In the base case (¢ = m), the fact that g,,; € Span(g,, nom-141), if ¢ # A + a,,,, implies
that

2777,71 Q'mfl
Cn = (1—by) E 5i8m,A+i T b E Sitom—1m A+i
=1 i=1

(
(
_ {Sa_1+1gm,A+am -+ flngLQm—l+1 lf bm = 0 (leﬂ: = 1)

Sa_(2m71+1)+1+2m71gm7A+am —+ flgm,n2m*1+1 lf bm = 1 (leﬂ: = Qmil + 1)

=(1- bm)samgm,AJram + bmsam+2m—1gm,A+o¢m + flgm,an—l—&—l
=(1-0b

m)sa—left-l—lgm,A—l—am + bmsa—left+1+2m*1gm,A+am + T18mmnom—141

for some 7; € Z,. In both cases ¢i = Sa8m.Ata,, + T18m.nam-1.

In the inductive case we assume that Cop1 = Sa8r112A+1a,,, T Ter18041,n2041 and we want
to show that ¢, = sa8rAta, + T@nar-141.° Since gey1q,,, is linearly independent from
the rest of vectors in cky, 1, any solution to

Ce+1
cr1 | = GesplitW (7.11)
Cy2

is equal to s, at position 2A + ay; = 2A + ap + b,27! as depicted below.

Cr+1 o Bi41284a0 7t BU41,2A 4201
Cf,l = gé,A-‘rozg 0 Sa
Cf,Q PN 0 g€7A+a[

Y4 L £
®Note that Gy E?Q (T2 e 404 thus, the (j* — 1)2° + apy1 = 2A + agy 1 th column of
Gy is Li. from the rest.
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If b, = 0, by Lemma 7.1, ay.; = ay. Therefore, any solution to equation (7.11) is equal
to s, at position 2A + «ay and thus ¢y1 = Sa8rA+a, + T¢,180m2t-141. Equation 7.10 implies
that

co =(1 —be)(SaBe,A+a, + T0,180m20-141) + beCro + Yernae—111

=S5a8¢,A+a, T (@,1 + yg)gg,n2£—1+1. ]

If by = 1, then ayy; = ay + 27! and similarly, ¢, = $48rAva, + (Fro + Ye)8pn2t—141-

Perfect Zero-Knowledge

Note that the vectors [c/], [coa]1, [ce2]1, [de]2 and matrices [@y]1, [TTs]a, 1 < £ < m, output
by the prover and the simulator are, respectively, uniform vectors and uniform matrices
conditioned on satisfying equation 7.10. This follows from the fact that ck,cky, ..., cky
are all perfectly hiding commitment keys and that [@];, [II/]; are the unique solutions
of equation (7.10) modulo the random choice of Ry. Finally, the rest of the proof follows
from zero-knowledge of Ileom, pits, [sum, and IIj;,.

7.2.1 The case S C GG

We briefly justify that the case S C Gy follows directly from the case S C Z, when S is a
fixed witness samplable set. That is, there is a fixed set S for each CRS, and there is an
efficient algorithm that samples sq,...,s; € Z, such that S = {[s1]1, ..., [st]1}-

The reason why is not clear how to compute proofs in this setting is that it requires to
compute values of the type [s;v]i, where [7],, p € {1,2}, is a group element included in
the CRS. The solution is straightforward: use sq,...,s; to compute these values and add
them to the CRS (with the consequent CRS growth). Therefore, the new CRS contains
also, for each « € [n], ¢ € [m],i € [n2°7Y],j € [n], such that i # (j — 1)2°° + ay:

Sa[8¢,(i-1)20-11a,)1 and Sa([cfiq)zf.—lme,j]h [ij—l)ﬂ—l,j]?)'
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Chapter 8

Conclusions

In this thesis we constructed many new and more efficient non-interactive zero-knowledge
proofs. We showed that any set of quadratic equations of the type b(b — 1) = 0 and
any set of linear equations with variables in Z, have a proof whose size is independent
of the number of equations. In the case of equations where variables are group elements,
we showed that any set of linear equations has a proof whose size is independent of the
number of equations, with the drawback that the CRS must be fixed to the specific set
of equations.

Then we moved to the case of set-membership proofs, which can be equivalently seen as
higher degree equations — a proof of membership in the set of roots of a polynomial p
is a proof that p(x) = 0 in the case where the variables are Z, elements — and has the
advantage that can also be applied to the case where the variables are group elements
(since it is not clear how to define higher degree equations where variables are group
elements). First, we showed that for any fixed set S, the statement z1,...,z, € S can
be proven with a proof whose size is linear in the size of the set and but independent
of the number of proofs. Finally, we considered the cases of non-fixed subsets of Z, and
(again) the case of fixed subset of G5. For both cases we obtained even more efficient
proofs. Specifically, we constructed proofs of size logarithmic in the size of the set and
independent of the number of proofs.

With these results we constructed more efficient proofs of equal commitment opening,
threshold Groth-Sahai proofs, ring signatures, proofs of correctness of a shuffle, and range
proofs.

At the heart of most of our results was a new variant of Pedersen commitments and
Groth-Sahai commitments, which we call extended multi-Pedersen commitments (MP
commitments). MP commitments are length-reducing —they require less than n group
elements to commit to a vector in Z;— which imply that they can not be perfectly binding.
However, they can be perfectly binding at one coordinate (encoded in the commitment
key) and behave as Groth-Sahai commitments at that coordinate (in fact, when n = 1
MP commitments become Groth-Sahai commitments).

The major drawback of our results is its limited generality: (essentially) they only allow
more efficient proofs for integer equations modulo g. When variables and constants are
group elements, the results are much more limited. Indeed, they only work in the case of
“fixed equations” or “fixed sets”, and they do not apply at all for quadratic pairing product
equations. The reason for this limitation is our dependency on MP commitments. Our
extensions to group equations (or set-membership in S C G;) essentially precomputes MP
commitments for a fixed set of witness samplable group elements, that is, it is possible to
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sample the discrete logarithms and thus to compute MP commitments when setting up
the CRS. This is of course not enough for general equations where group elements may be
adversarially chosen and thus, there is no hope to compute its discrete logarithms. In fact,
it can be shown that there does not exist an analogous of MP commitments for group
elements. Indeed, Abe et al. showed that is impossible to construct length-reducing group
to group commitments [AHO12| — i.e. commitment schemes that take n group elements
as arguments and return a commitment whose size is o(n) group elements.!

This is in fact a practical limitation. Consider the case of ring signatures, where the
central problem is to show that some secret verification key vk € R, and R is the set of
all verification keys in the ring. This is just a (non-aggregated) set-membership proof, for
which we constructed logarithmic proofs whenever the set is fixed. However, using our
set-membership proofs the result is unsatisfactory: there is a single ring R (or a constant
number of rings) for which one can construct a logarithmic size ring signatures. This is
not a ring signature.

On the other hand, (quadratic) integer equations are general enough to encode any NP
problem (quadratic integer equations can be shown NP-complete). In fact, any circuit
C :{0,1}™ — {0, 1} can be encoded into a set of quadratic equations which is satisfiable
iff C' is satisfiable. One may thus hope that our techniques could help on improving
NIZK proofs for Circuit-Sat under falsifiable assumptions. The shortest proofs remains
those of Groth et al. [GOS06b|.> Essentially, Groth et al.’s proof computes a perfectly
binding commitment to a satisfying assignment, requiring ©(m) group elements, and
computes perfectly binding commitments to the outputs of each gate and NIZK proofs
that the output of each gate is correctly computed. The correctness of the output of
each gate is expressed as the satisfiability of an integer equation, so essentially Groth
et al.’s proof is ©(m) + O(#equations), where O(#equations) = O(#gates) = O(|C).
With our techniques we get a proof of size ©(m) + O(|x|), where the ©(m) term comes
from commitments to variables and the O(|r|) term comes from the proof that those
variables satisfy the equations. In this thesis we basically show that for many equations
|| € o(#equations), so this could be a good indication that we can beat Groth at al’s
proof.

We discuss a little more about the generality /non-generality of integer equations. Indeed,
we have said that our techniques are limited because they only work for integer equations,
but then we pointed out that integer equations are general enough (in fact NP-complete).
Can we encode general pairing product equations as integer equations? The answer is
affirmative: group operations, pairings, exponentiations, etc. can be written in terms
of quadratic integer equations and thus, any pairing product equation can be written
as a polynomial number of quadratic integer equations. Thus we may hope to encode
pairing product equations into integer equations and use our results to improve proofs
for pairing product equations. We can even use constant-size NIZK proofs for NP from
Gennaro et al. [GGPR13| to construct constant-size proofs of the satisfiability of any set
of pairing-product equation.

However, we think that in this way the question is not properly answered. In fact, pairing
product equations and Groth-Sahai proofs are usually used in the context of structure

LAbe et al. constructed group to group length-reducing structure preserving commitments relaxing
the binding property [AKOT15]. However, since their commitment scheme is not homomorphic, it is far
from clear how to use them to construct NIZK proofs.

2In another work, Groth et al. showed how to use fully homomorphic encryption to obtain a more
efficient proof [GGIT15]. However, fully homomorphic encryption is still a developing primitive and
finding alternative solutions is an interesting open problem.
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preserving cryptography, which essentially means that everything is done through the
operations provided by the bilinear groups (essentially in the generic group model). If
we reduce pairing product equations from an NP-complete problem, we are transforming
group operations and all the group structure to operations over Z,. Furthermore, even
from a practical point of view, the reduction from an NP-complete problem involves an
overhead (at least in the prover’s complexity) of reducing the instance to the satisfiability
of a circuit which may be prohibitive. Therefore, we believe that it is worth to search
more efficient proofs for pairing product equations (or impossibility results) in the generic
group model.

Finally we comment that there is also much room for optimization in our results. Maybe
the worst part of our NIZK proofs that by,...b, € {0,1} and set-membership proofs is
the quadratic sizes of the CRS. This usually implies that the prover’s time complexity
is also quadratic, since the CRS defines the set of generators of a vector space and the
proof is a linear combination of of the generators. This in general requires to compute a
quadratic number of exponentiations (z[g]) and additions ([g] +[h]).> We showed that for
weight 1 this problem can be avoided, but in general it is an open question if one can do
better than this.

Proof sizes are also a good candidate for optimization. Starting from our proofs for linear
subspaces of G; x Go, it is interesting to know if there is, even in the generic group
model, a shorter proof or a lower bound on the proof size. The same applies for quadratic
equations and set-membership proofs.

3Except when the coefficients that define the witness are in {0,1} (as in the proof that by ...b, €
{0,1}), where it only requires a linear number of exponentiations and a quadratic number of additions.
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