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Abstract

Biometrics, the computer-based validation of a per-
sons’ identity, is becoming more and more essential
due to the increasing demand for high-security sys-
tems. A biometric system testifies the authenticity
of a specific physiological or behavioral characteristic
possessed by a user. New requirements over actual
biometric systems as robustness, higher recognition
rates, tolerance for imprecision and uncertainty, and
flexibility call for the use of new computing technolo-
gies. In this context soft-computing is increasingly
being used in the development of biometric applica-
tions. Soft-Biometrics correspond to a new emerging
paradigm that consists in the use of soft-computing
technologies for the development of biometric appli-
cations. The aim of this paper is to motivate dis-
cussions on application of soft-computing approaches
in specific biometric measurements. The feasibility
of soft-computing as a tool-set for biometric applica-
tions should be investigated. Finally, an application
example on static signature verification is presented,
providing evidence of soft-computing’s impact in bio-
metrics.
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1 Introduction

Biometrics offers new perspectives in high-security
applications while supporting natural, user-friendly
and fast authentication. Biometric identification con-
siders individual physiological characteristics and/or
typical behavioral patterns of a person to validate
their authenticity. Compared to established methods
of person identification, employing PIN-codes, pass-
words, magnet- or smart cards, biometric character-
istics offer the following advantages:

They are significant for each individual,

They are always available,

They cannot be transferred to another person,
e They cannot be forgotten or stolen,
o They always vary .

Although, there was a strong growth in biometric
technologies during the past years [2], the introduc-
tion of biometrics into mass market applications, like
telecommunications or computer-security, was com-
parable weak [17].

From our point of view there are three main aspects
responsible for the current situation. First, soft- as
well as hardware (sensor) technologies are still un-
der development and testing, although, black sheep
promising 100 percent recognition rates. Second,
there is a lack of standardization and interchange of
biometric systems; basically, such systems are pro-
prietary. And third, there are only few large-scale
reference projects that gave evidence of the usability
and acceptance of biometrics into real worlds appli-
cations.

The work presented in this paper will contribute
to the first aspect by employing soft-computing ap-
proaches to improve algorithms of biometric analysis.
The aim is to provide tool-sets that are able to han-
dle natural variations being sticking in biometrics.
Also, the tool-sets should be tractable, robust and
of low costs. So, the authors studied soft-computing
approaches and their feasibility into biometric mea-
surements.

Section 2 gives a short overview on biometrics
where section 3 introduces soft-computing. Section 4
deals with the introduction of soft-computing into
biometric application and claims the paradigm of

IRem.: The presentation of two 100% identical feature sets
indicates fraud.



soft-biometrics. An implemented application exam-
ple, in particular for signature verification, is de-
scribed in section 5. Finally, in section 6 some con-
clusions of this work are presented.

2 Biometrics

Biometric systems comprise the following compo-
nents: data acquisition and pre-processing; fea-
ture extraction and coding; computation of reference
data and validation. The systems compare an ac-
tual recorded characteristic of a person with a pre-
registered characteristic of the same or another per-
son. Thereby, it has to be decided between identi-
fication (1 to many comparison) and verification (1
to 1 comparison). Then, the matching rate of the
both characteristics is used to validate, whether the
person is what he/she claim to be. The procedures
seem to be equivalently to the traditional methods
using PIN or ID-number. However, the main differ-
ence is founded by the fact that in biometrics an ab-
solute statement identical / not identical cannot be
given. For instance a credit card has exact that num-
ber “1234 5678 9101” or not, contrary, a biometric
feature varies naturally at any acquisition.

Biometric technologies will be divided into ap-
proaches utilizing physiological characteristics, also
referred as passive features, and approaches using be-
havioral characteristics that are active features. Be-
havioral characteristics, used e.g. in speaker recog-
nition, signature verification or key-stroke analysis
are always variable. On the other hand physiologi-
cal characteristics employed e.g. in hand, fingerprint,
face, retina or iris recognition, are more or less sta-
bile. Variations may be caused by injuries, illness and
aging, as well as variations during acquisition.

Each biometric system has to be able to handle
diverse variation by using “tolerance-mechanisms.”
Also, it should be possible to adjust a statement
about a person’s identity gradually with a certain
probability, and, it should allow for tuning a system
not to reject a person falsely or to accept another
person without permission.

Due to the variability of the biometric characteris-
tics, a resulting error rate cannot be easily assigned.
However, adaptable algorithms that are able to han-
dle inaccuracies and uncertainty might slow down re-
sulting error rates.

Biometric approaches have to solve the two-class
problem person accepted or person rejected. So, the
performance of biometric systems is measured with
two basic rates: False acceptation rate (FAR) is the
number of falsely accepted individuals; False rejection
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Figure 1: Block-diagram of a biometric system.

rate (FRR) is the number of falsely rejected individ-
uals [22].

3 Soft-computing

Since the early days of Artificial Intelligence scientists
and engineers have been searching for new computa-
tional paradigms capable of solving real-world prob-
lems efficiently. Soft-Computing (SC) is one of such
paradigms that has emerged in the recent past as a
collection of several models of computation, which
work synergistically and provide the capability of
flexible information processing. The principal con-
stituents of SC are fuzzy logic, neural networks, evo-
lutionary computing, probabilistic reasoning, chaotic
theory and parts of machine learning theory. SC is
more than a melange of these disciplines, it is a part-
nership, in which each of the partners contributes
a distinct methodology for addressing problems in
its domain. In this perspective, these disciplines are
complementary more than competitive [24].

SC technologies are currently attracting a great
deal of attention and have already found a num-
ber of practical applications ranging from industrial
process control, fault diagnosis and smart appliances
to speech recognition, image processing and pattern
recognition. We are going to concentrate ourselves in
the description of fuzzy logic, neural networks and



evolutionary computing, because these are the SC
technologies most used in biometric applications. In
this perspective, the principal contribution of fuzzy
logic is to provide algorithms for dealing with im-
precision and approximate reasoning and computing
with words, while neural network theory provides
an effective methodology for learning from examples,
and evolutionary computing a way to solve search
and optimization problems.

Fuzzy Logic (FL) corresponds to a mathematical
approach for translating the fuzziness of linguistic
concepts into a representation that computers can
understand and manipulate. Because FL can trans-
form linguistic variables into numerical ones without
jettisoning partial truth along the way, it allows the
construction of improved models of human reasoning
and expert knowledge. FL and in general the fuzzy
sets theory provides an approximate, effective and
flexible means of describing the behavior of systems
which are too complex or too ill-defined to admit pre-
cise mathematical analysis by classical methods and
tools. Since the theory of fuzzy sets is a generaliza-
tion of classical set theory, it has greater flexibility to
capture faithfully the various aspects of incomplete-
ness or ambiguity in information of a situation. In
this way, more than to operate just with linguistic
variables, modern fuzzy sets systems are designed to
deal with any kind of information uncertainty.

Artificial neural network (ANN) research takes its
inspiration from biological neuronal systems. ANNs
have some attributes as universal approximation, the
ability to learn from and adapt to their environment,
and the ability to invoke weak assumptions about
the underlying physical phenomena responsible for
the generation of the input data. ANNs are suit-
able to solve problems where no analytical model ex-
ists or where the analytical model is too complex
to be applied. Basic units called artificial neurons
that somehow model the working principles of their
biological counterparts compose an ANN. Moreover,
ANNSs try not only to model the biological neurons
but also their interconnection mechanisms and global
functional properties.

The mechanisms that drive natural evolution are
reproduction, mutation and survival of the fittest.
They allow the adaptation of life forms to particu-
lar changing environments over successive generation.
From a computational point of view this can be seen
as an optimization process. The application of evo-
lution mechanisms by artificial/computational sys-
tems is called Evolutionary Computing (EC). From
that we can say EC takes the power of natural selec-
tion to turn computers into automatic optimization
tools. EC algorithms are efficient, adaptive and ro-

bust search processes, producing near optimal solu-
tions and have a large amount of implicit parallelism.

4 Soft-Biometrics: Soft-
Computing and Biometrics

SC is increasingly being used in biometric systems
whereas biometrics employing SC approaches are re-
ferred as soft-biometrics. SC, by its ability to con-
sider variations and uncertainty is data, is suitable
for biometric measurements due to the following rea-
sons:

e Biometric features do not have an absolute
“ground truth” and they will hardly reach this.
Biometric features always vary!

e Derivations from the “ideal” biometric charac-
teristic are difficult or even unable to describe
analytically.

e High accuracy within the measurement may
cause inflexibility and the loss of generalization
ability.

The general biometric system whose block-diagram
is shown in figure 1 is made of a pre-processing mod-
ule (PP); a feature extraction and coding module
(FE/C); a reference determination and/or classifier
generator module (RD/CG); an analysis and valida-
tion module (AV) and a result fusion module (RF).
The PP-module comprises diverse methods that treat
recorded data in such a way that significant features
can be extracted easily. The FE/C-module includes
methods that convert treated input data into nu-
merical parameters, which represent specific aspects
of a biometric characteristic. Within the RD/CG-
module the numerical parameters are used to deter-
mine reference/template-data or to generate classi-
fiers. It is only employed in the off-line phase dur-
ing enrollment/training. The AV-module is activated
during the on-line phase to analyze and to validate
the numerical parameters of a questioned (also called
sample) characteristic. Last but not least the RF-
module combines different outputs, in case there is
more than one AV-module, to decide whether a per-
son is what they claim to be.

SC can be introduced into any component/module
of a biometric system. The application of SC as
classifiers or decision-ruler is widely spread [18],
whereas, SC in pre-processing and feature extraction
is sparsely used. Nevertheless, in [16] a comparative
study between different face recognition approaches
was presented, which employ SC in FE/C-, RD/CG-,
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Figure 2: Feasibility of soft-computing depending on
complexity and accuracy of the biometric features.

and AV-module. From our point of view the appli-
cation of SC in biometrics has to be decided individ-
ually. Since SC is always data-driven, the available
data has to be analyzed to decide in detail whether
it is useful to employ SC or not.

To give an example. In fingerprint identification
for the matching of e.g. 14 minutia the application of
SC is overpowered, contrary in static signature verifi-
cation, here, e.g. the number and shape of signature
strokes varies. (Rem.: In case there are two almost
identical sets of strokes it indicates fraud.) Conse-
quently, SC approaches might be employed if the bio-
metric features are of high complexity, less accurate
and an analytical description is time consuming or
almost impossible (see figure 2).

On the other hand it does not make sense to feed
SC approaches with any available detail of a biomet-
ric characteristic. As in the traditional approach fea-
tures that are considered during validation have to
be significant. Here, SC can support the selection of
typical details of a biometric characteristic.

5 Application Example:
Signature Verification

Comparing signature verification with fingerprint,
face, voice and other recognition technologies such
as retina and iris scanning, signature verification has
several advantages as an identity verification mecha-
nism:

e Signing is the most traditional and social ac-
cepted method of identification.

e Signature analysis can only be applied when the
person is/was conscious and disposed to write in
the usual manner, although they may be under
extortion to provide the handwriting. To give a
counter example, a persons fingerprint may also
be used when the person is in an unconscious
(e.g. drugged) state of mind.

e Forging a signature is deemed to be more diffi-
cult than a fingerprint given the availability of
sophisticated analyses.

There are two fundamental approaches for signa-
ture validation, which are determined by the manner
of signature digitalization. The first, dynamic signa-
ture verification, uses a special electronic device (elec-
tronic pen and/or an electronic pad) for the acquisi-
tion during the signing process. Pen movements are
stored as time signals primarily representing the pen
displacement in the x,y-writing plane. A person must
be present and must explicitly use this special devise
for applying signature analysis. For static signature
verification, the second approach, the final handwrit-
ten signature pattern is handled as a graphical image
and used for the analysis. So, static signature verifi-
cation is able to process signatures written on paper
documents as well as signature images generated by
the time series of electronic devices. Static signature
validation can be applied in a persons absence.

Static signature verification is a great challenge
among biometrics. Due to the involvement of vari-
ous writing utensils such as diverse kinds of pen/ink
, kinds of paper and kinds of physical texture of
the writing pad, static handwriting specimens under-
lie great variations. The challenge of static signa-
ture verification is to employ sophisticated methods
of digital image processing and pattern recognition
to compensate influences by writing utensils and to
validate writer specific characteristics objectively and
robustly.

The impact of SC to biometrics and particularly
to static signature analysis becomes obvious by intro-
ducing SC technologies in different processing stages
of the verification process. Former signature verifi-
cation approaches employed SC, in particular ANN,
as trainable classifiers [15][18]. Until now there are
only few systems that use other SC methods (e.g.
FL and/or EC), too [23]. During the past years we
have developed the SIC Natura system [6][4] for sig-
nature verification that includes SC methods in the
document-PP-module, in the RD/CG-module and
within the AV-module. SC is used to adapt im-
age processing operators, to design image filter al-
gorithms, to derive feature classifier rules, and, to
evaluate signature stroke and signature shape char-
acteristics.

Due to the influences of writing utensils the pre-
processing of the digitized paper document has to be
highly adaptive. The texturing of the background of
e.g. Euro-checks or traveller checks is a great prob-
lem for the extraction of the handwriting on the bank
check. Nevertheless, it has to be performed before
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Figure 3: Application of the standard gray value (b)
and the Dubois and Prade fuzzy morphology [5] (¢)
for background removal of bankchecks.

any further processing can be started. In [3], a frame-
work was presented, which is able to derive general
foreground-background separating algorithms on tex-
tured images by using genetic programming of image
processing operations. However, this framework is as
good as the collection of image processing operations
provided to the framework. A set of operations ca-
pable of background removal had to be selected.

The first example of SCs application are image pro-
cessing operations based on the Dubois and Prade
proposal of a fuzzy triangular norm [5].

Triangular norms, which were initially developed
for metrics of statistical spaces [19], have recently
found a high interest in fuzzy theory [10]. Especially
they are used for providing formal definitions of fuzzy
set union and intersection operations. So far, triangu-
lar norms did not find much resonance in the pattern
recognition community. This is an unlucky situation,
since, at least in a formal sense, triangular norms
allow for the formal extension of standard image pro-
cessing operations and for the definition of new ones
as well. From an image processing laymans point of
view, triangular norms could be used whereever max-
imum or minimum formally appears in a definition.

For using the Dubois and Prade fuzzy norm [1],
morphological operations [20][21] are derived from it.

Such operations can be formally qualified as fuzzy
morphology operations [12], since they give replace-
ments for the infimum and supremum of a set of
data, and basic definitions of mathematical morphol-
ogy are derived from the requirement for an operation
to commute with the supremum or infimum [9].

Figure 3 shows the result of the application of stan-
dard morphology and Dubois and Prade morphology
to a bankcheck image. The image (a) was opened
with standard gray value morphology and dilated af-
terwards, to obtain the image (b) (using a 3 x 3
structuring element), and it was Dubois and Prade
opened with parameter « = 0.8 and dilated with
a = 0.5, using a 4-neighbor structuring element to
obtain image (c). Despite of the interactive setting
of reasonable values for a (which may not be suitable
for other bankcheck images), the image (c) clearly
shows the ability of Dubois and Prade morphology
to completely remove the background while preserv-
ing a good quality of the handwriting. Such opera-
tions are a valuable addition to the set of basic oper-
ations needed for adaptive textured image processing
according to the LUCIFER-approach[3].

The LUCIFER-system, being the second example
of SC-application, considers EC to design document
background filters on the fly [3],[4]. The system (see
figure 4) is composed of (user-supplied) original im-
age, filter generator, filter output images 1 & 2, re-
sult image, (user-supplied) goal image, 2D-Lookup
matrix, comparing unit and filter design signal. An
evolutionary algorithm maintains a population of in-
dividuals, each of which specifies a setting of the
framework. By applying a 2D-Lookup [4] and mea-
suring the quality of coincidence of goal and result
image, a fitness value can be assigned to each in-
dividual. These fitness measures are used for the
standard genetic operations of an evolutionary algo-
rithm. Essential parts of the framework are the two
image processing operations. In order to generate
them, genetic programming is used [14]. Genetic pro-
gramming maintains a population of expression trees
(shortly: trees). Every tree equals a program by its
structure. ”Performing” the tree may be used for
evaluating a quality value for the suitability of the
program represented by the tree. An evolutionary
algorithm can use these quality measures as fitness
values. In this case, the evolutionary algorithm is
referred to as genetic programming.

The Lucifer-system was applied to a patch image
of a filled-in Euro-check. Euro-checks are considered
to be the most important family of bankchecks in
Europe, and also to comprise the most challenging
background filtering problem. The patch image and
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its binary goal image are shown in figure 4. The GP
runs were configured as follows:

e parent trees: 20

e children trees: 50

e maximal initial tree depth: 2

e maximal tree depth during the run: 3

e crossover selection rule: tournament selection

Most runs gave promising results. One example
with the corresponding filters and 2D-Lookup matri-
ces is given in figures 5.

The third example of SC’s application is the deriva-
tion of fuzzy matching rules [7]. In [13] Kosko pre-
sented a framework for adapting fuzzy rules to data.
The approach is based on the geometric interpreta-
tion of fuzzy rules as so-called fuzzy patches, and de-
composes the rule adaptation into two stages: stage
1 is the unsupervised learning for a rough placement
of the rule parameters, stage 2 a fine-tuning of the
so-placed rules by means of a supervised learning.

In our approach to static signature verification,
questioned and reference signatures are threaded
morphologically to derive so-called regions (compare
figure 6). Then, human labeled region-training-sets

are used to select and to adapt fuzzy rules for up-
coming region matching. So, SC technologies are
employed to derive a sophisticated schema for the
region approach validating the spatial organization
of signatures. A comparative study with first empir-
ically determined rules as well as the increasing of
the achievable matching rate by 20% for the manual
designed rules up to 98% for the automatically ap-
proximated rules punctuate the performance of SC
technologies in real-life applications. As it can be
seen in table 1, the studied SOM-net [11] providing
35 rules is mostly effective, compared to the 45 rules
the applied 35 rules provide the same error of 1.98%
(117 falsely classified region pairs out of 5914 region
pairs).

6 Conclusions

Soft-Biometrics, the application of soft-computing in
biometrics is motivated. Taking the example of signa-
ture verification it is shown that SC approaches can
be employed within all components of the biomet-
ric system, e.g. for data pre-processing itself or for
designing of adapted pre-processing filters. Also, it
can be applied for extracting significant features, for
reference determination, as classifiers or as decision-



| Net nodes | Number of rules | MSE 1. stage | MSE 2. stage | Err. train. data | Err. all data ]

3 x8 19 0.0327
3 x 12 29 0.0281
3 x 16 35 0.0216
3 x 24 o4 0.0180

0.0286 129 255
0.0217 98 202
0.0171 95 117
0.0131 45 117

Table 1: Result for SOM-architectures providing different numbers of adapted fuzzy rules. The total number

of samples was 2929 for training and 5914 for testing.

b)

Figure 6: Region production and matching: a) binary
signature image and corresponding shadow image; b)
regarding their centers of gravity, regions of reference
and pattern signature were laid one upon the other.

ruler. However, the feasibility of SC as a tool-set
in biometric applications has to be studied, in par-
ticular by investigating the accuracy and complexity
of the given data. More detailed, the usage of SC
approaches within the SIC Natura system are pre-
sented. Fuzzy triangular norms, proposed by Dubois
and Prade [1] are employed to design fuzzy morphol-
ogy operators being able to remove textured back-
ground imprints on bankchecks. Evolutionary com-
putation, in particular genetic programming, is used
within the LUCIFER framework to design complete
bankcheck filter algorithms on the fly[3]. And, a hy-
brid neuronal system, proposed by Kosko [13], was
employed to derive rules for signature region match-
ing. Since there is a bundle of further feature extrac-
tion and validation methods within the SIC Natura
system upcoming work will be devoted to the fu-

sion of sub-module-results by using fuzzy fusion (e.g.
Fuzzy Integral [8]).
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